APPENDI X 8
DETAI LED MANAGEMENT | NFORVATI ON SYSTEMS GUI DELI NES

A. | NTRODUCTI ON:  Because of today's highly conpetitive business
environnment and the need to do nore with | ess, conputer-based
managenent i nformation systens (MS) are becom ng increasingly

i mportant to PHAs that want to remain competitive. Consequently, nore
and nore PHAs are relying on information systens to effectively manage
their operations. For this reason, operational reviews of these
systens need to be conducted to ensure that effective PHA nanagenent
controls are in place, including procedures in which to guarantee the
integrity, efficiency, security, and reliability of the MS.

The following MS revi ew gui deli nes describe a systematic procedure
for the managenent, control and audit of information systens. They
conbine a nultitude of directives on howto best nmonitor MS
operations. Using plain, understandabl e | anguage, the guidelines
present a nodel framework to help reviewers establish controls and
docunent performance for these systens. The purpose is to enable the
| ayperson to select and inplenment a nonitoring review strategy with a
m ni mum of dependence on technical personnel

The process presented in these guidelines is generic, in that it
attenpts to address the whol e range of nanagenent

i nformati on systens, regardl ess of the size of the PHA the
system or the budget. In trying to express all of the

i ssues involved, the MS revi ew gui del i nes may be sonewhat
bi ased towards |l arger information systens. Therefore, when
appropriate, the review process should be tailored to adjust
its scope to that of the task at hand. Steps can be
elimnated or mnimzed depending on the size of the PHA or
the type of review However, even when nonitoring a sinple

i nformati on system the considerations and component tasks
are relatively the sane.

Anot her inportant consideration in the review of MS
controls is the inpact the systemhas on a PHA. Al though the
size and cost of a systemis significant, other factors,
such as its strategic inportance to running the PHA and the
upheaval caused by an ill-suited systemdictate that the
revi ew process be carefully planned and execut ed.

For all these reasons, it is inportant to first understand
each step of the MS revi ew process, its objective,
approach, inplenentation, expected result and possible
pitfall. Only then can an inforned deci sion be nmade about
how to best adjust the review process.

B. METHODOLOGY TO | NTERNAL CONTROLS The overal | approach
presented in these guidelines is a qualitative judgnental
assessnent of the anpunt of critical controls that should be
present and operating in a PHA' s information system The

obj ectives of this type of approach are to assess the MS
environment and to determine if appropriate controls are
present and working. The nethod to achi eve these objectives,
however, can be quite different dependi ng upon the approach



taken by the PHA
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It is uptothe PHA to identify those events and

ci rcunst ances whose occurrence could effect the proper
utilization of an information system These events and
circunstances usually | ead to periods of exposed risk
Controls are those acts which the PHA i npl ements to ninimze
the risks. Therefore, before any controls are put in place,
it is inportant to know what risk is being addressed, what
is the likelihood of its occurrence and, consequently, what
is the PHA's financial exposure. In other words, to ensure
that the cost of a control does not exceed the risk it was
designed to prevent, detect and/or correct.

In addition to knowing the risk that a particular control is
intended to act upon, it is also useful to know the type of
role the control is intended to perform There are basically
four categories of control

1. Deterrent These controls are designhed to deter
enpl oyees from undesirabl e or inappropriate behavior

2. Preventive These control s prevent unwanted
circunstances fromoccurring at all or, at |east,
m nimze the possibility.

3. Detective Wen unacceptabl e incidents have occurred,
detective controls report its existence in an effort to
m ni mze the extent of the damage

4. Corrective These controls are necessary to recover from
a loss situation.

A systemof internal controls within a PHA incorporates the
policies, procedures and practices that are intended to
ensure that MS control objectives are net. The policies,
practices and procedures will vary from PHA to PHA dependi ng
on the size of the PHA, the PHA' s managenent style, and the
techni cal know edge of the PHA staff. However, the purpose
of internal controls remains the same within each PHA. The
conbi nation of the four categories of control as previously
descri bed nust, on a cunul ative basis, provide assurance
that a PHA's M S control objectives can be net.

C. DEFI NI NG CONTROL OBJECTIVES M S control objectives for a
successful PHA operation can be described in several ways.

The ultimate objectives are operational efficiency,
conpetitiveness, nmanagenent effectiveness, protection of
assets, and continuity of business. For these reasons, nany
PHA's are | ooking to automation and technology in the form
of information systens to play an increasingly inportant
role in meeting these objectives. The inpact that
informati on systens can have on each of these objectives are
as follows:

1. Operational Efficiency Infornmation systens may be used



to reduce costs and inprove productivity. They are two
of the nore alluring aspects of information systens.
However, the trick is to discover how this can be done
within the context of the particular PHA in question.
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2. Conpetitiveness It is often necessary to devel op new
systens or nodify existing systens in order to maintain
overal |l effectiveness in an increasingly changing

envi ronment .

3. Managenent Effectiveness Managenent needs to be in a
position to nmake fundanental busi ness deci sions based
upon the output frominformation systens.

4. Protection of Assets Conputer hardware and
communi cati ons equi prent are maj or physical assets of
the PHA and need to be saf eguarded agai nst damage or
destruction. Application systens and the data

mai ntai ned on themare al so i nportant enough to warrant
significant measures to protect the overall integrity.

5.Continuity of Business

(a)Many PHA' s have cone to the point of relying
primarily on their information system In the
event of a systemfailure, these PHA's woul d be
severely affected. Cearly, a contingency plan to
deal with various levels of systeminterruption is
necessary.

(b) Regardl ess of the objective, it is apparent that
i nformati on systenms have a major inpact on the
internal controls within any PHA that is nore than
just a casual user of technology. Therefore, it is
i nportant to conbine the various definitions of
nmeeting both the PHAs objectives and HUD s

noni toring objectives in order to align the focus
and priorities in the MS revi ew process.

D. SCOPE OF A M S OPERATI ONAL REVI EW The scope of a M'S
operational review will vary depending on the PHA' s
management requirenents, problens and the inportance of the
M S to the agency. Managenent's concerns incl ude
cost/benefit relationships, plans and achi evenents, the
acquisition and utilization of resources, and user

rel ati onships; therefore, a MS operational review would
usual Iy consider the followi ng matters:

1. The adequacy of systens devel oprnent and i npl enentation
policies and standards to provide technical and
operational conpatibility and to ensure proper

under standi ng by M S personnel of such factors as

proj ect managerent, design practices, docunmentation
programm ng, and the roles of users.



2. The adequacy of adm nistrative control exercised by top
managenent including the degree of formal planning, the
monitoring of MS activities, the assignment of
responsibilities, the methods of acquiring, devel oping,

educating, and retaining conpetent MS personnel
3

3. The suitability of the hardware, software, and
operating facility including planning, expanding,
financial inplications, resource utilization, security,
and control .

4. The responsi veness of application systenms in nmeeting
the needs of the PHA and its users including whether
users are satisfied with the services being provided
and the adequacy of controls, file and program design
and integration of application systens.

5. The exi stence and adequacy of essential MS
docunentation including system application, operating
and other related practices and procedures.

The results of a MS operational review should provide
reasonabl e assurances that hardware and software are

saf eguarded and information is tinely and reliable. The
results should al so provide sufficient information to

eval uate and encourage conpliance with managerial policies
and procedures as well as governing directives.

E. REMOTE MONI TORI NG The i nportance of objective eval uations of
the MS sub-function increases as a PHA becones nore reliant
on its data processing. It is obvious that a regular renote
noni toring schedule is desirable, although the need clearly
depends upon individual circunstances.

The M S sub-function primarily focuses on the review of MS
controls, however MS controls are difficult to nonitor
renotely. For that reason, the renote nonitoring strategy
for the MS sub-function is different than the other sub-
functions in that there are no Renpte Monitoring Wrksheets.
I nst ead, guidelines are provided on how to use the
informati on available in the Area Ofice to detect
situations that would require a cl oser exam nation of the

M S functi ons.

Typi cal situations that trigger such concerns are these

--Receiving PHA reports consistently |late and/or
containing inaccurate infornation.

--A proposal for a major hardware or software upgrade or
acqui sition;

--Costs for MS services that appear excessive;



--An excessive or increasing nunber of conplaints;

--An inability to attract and retain conpetent MS
per sonnel ;

--A proposal to consolidate or distribute MS resources;
or
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--Maj or systens that appears unresponsive to needs or are
difficult to enhance or maintain;

There are a nunber of renote nonitoring resources which are
available in the Area Ofice. Following is a non-exclusive
listing and brief description of those resources. Your

of fice may have specific data, reports, and ot her

i nformati on which should be included in the renote
noni t ori ng.

a. Aut omat ed Reports
Virtually every day the Area Ofice receives
information froma PHA. Mst of this information cones
fromthe PHA itself in the formof reports, policies,
and/ or docunents. If any of them are produced fromthe
PHA' s aut omat ed managenent informati on system they can
be used to measure the systens effectiveness.

An analysis of PHA reports, policies and/or docunents
enabl es the reviewer to develop a feel for the agency's
operating environnent, specific information needs and
thus, the paraneters of the PHA's existing MS.
Additionally, it will provide the reviewer with an

obj ective frame of reference which can be used during
the initial assessment to exam ne the PHA's own
perceptions of its MS requirenents.

b.M S Contracts/ Specifications
If the PHA purchased the MS, then a review of the
approved contract and/or RFP will reveal the system
characteristics. However, if the PHA devel oped the MS
then you m ght have to obtain the system specifications
fromthe PHA. The revi ewer should focus on how the
system was i ntended to function

c.M S Policies/Procedures
Every PHA utilizing a managenent information system
shoul d have devel oped various policies, procedures,
rules or processes to assist in controlling the system
This includes controls dictated by standard ADP
practices and those that are discretionary on part of
the PHA. Review of these policies is a very usefu
renote nonitoring exercise, therefore if the HUD Area
O fice does not have recent copies of the PHA's MS
Pol i ci es and Procedures, they should be requested from
t he PHA



d. Organi zational Chart/Position Descriptions
The organi zational chart and position descriptions
shoul d indicate the MS personnel structure, |ines of
conmuni cation, authority and responsibilities. The
reviewer can use this information to get a feeling for
the PHA's M S administrative controls.

e. Fi nanci al Docunents
The PHA's Qperating Budget can be anot her source of
i nformation on different aspects of the MS operati on.
The budget offers information on MS staffing, plans
for extraordi nary expenses
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related to the MS, and ot her PHA expenditure pl ans.

f.Prior Reviews and Audits

Past reviews and audits can offer insight into

hi storical problenms and i ssues at a PHA. You can use
the information contained in these reports to get a
perspective on howthe MS has performed in the past.
However, keep in mind that a PHA's situation may have
changed dramatically since the last review, due to
turnover in staff, system enhancenents, etc.

g. M scel | aneous Correspondence/ @ her I nformation

This category refers to any ot her correspondence,
records, and reports you may have whi ch give additional
information on the M S s perfornance.

F. SUGGESTED AREAS OF REVI EW FOR THE ON- SI TE REVI EW The
management practices and operating procedures that m ght be
included in a MS operational review follow. These natters
are not intended as a checklist but are an overvi ew of
subj ect areas that shoul d be included when planning the
scope of the review and preparing a revi ew strategy.
Circunst ances | eading to the decision to conduct a review,
and good judgernent, will dictate the matters to be

i nvestigated, the depth of the investigation, and the
procedures to be enployed to neet the objectives of the
revi ew.

The M S controls, practices, and procedures can be broadly
divided into five major, critical areas of operation which
we will call "conponents." They are:

1. Devel oprment and Mai nt enance Controls
2. Admi ni strative Controls

3. peration Controls

4. Application Controls

5. Docurent ati on Control s

Essentially, the scope of MS controls needs to be broad and
deep enough to ensure that the integrity of the systemis
mai ntai ned. For this reason, the conponents represent mmjor



groupings of activities within the overall subfunction
Wi | e these divisions have been made to facilitate
under st andi ng of the M S sub-function, the reader should
al so understand that all of the activities in the MS area
are interrel ated.

The steps outlined in this sub-function are applicable to
both large and small PHA's, but the tine and effort required
will vary greatly depending on the volune and nature of the
processi ng requirenents.

The foll owi ng paragraphs offer a brief introduction of each
M S "Conponent"”. The reader should refer to the MS On-Site

revi ew
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Wor ksheets found in Appendix 5 of this CGui debook for greater
detail on the specific activities and tasks included in each
conponent .

DEVELOPMENT AND MAI NTENANCE CONTROL COVPONENT

M S devel opment and mai nt enance requires that certain procedures
be followed and that the necessary controls be applied for that
phase of the work which deals with the actual devel opnent of the
system and prograns their testing, inplenentation and

mai nt enance.

The devel opnent and mmi nt enance process requires a series of
defined and disciplined steps in order to ensure that prelininary
studies are conplete and accurate, and that they form a sound
basi s for management decisions. These control s guarantee a sound,
wel | organi zed approach to the work precedi ng the system and/ or
programinstallati on and nai nt enance.

Devel opnment and Mai ntenance controls can be generally categorized
into four control areas: Prelimnary Studies; MS

Acqui sition/ Sel ection; Devel opnment Standards; and M ntenance and
Change Procedures. These control areas woul d be revi ewed
dependi ng on the devel opnent stage of the MS at the particul ar
PHA in question. For example: if a PHA is still considering

whet her to automate, then a review of only the prelimnary
studies woul d be justified; or if a PHA has already or is in the
process of purchasing a MS, then a reviewer might exam ne their
acqui sition/selection controls along with their prelimnary
studies; or if a PHA is developing its own MS, then a check of
their devel opnent standards and prelimnary studies is warranted,
or if a PHA has a functioning MS in place, then a reviewer nmight
just be concerned with the PHA' s mai nt enance and change
procedur es.

The four control areas are discussed in further detail in the
fol |l owi ng paragraphs:

A . Prelimnary Studies



When a PHA is considering to automate, managenent shoul d
sel ect a team of one or nore persons fromw thin the PHA to
undertake a prelimnary survey which will attenpt to answer
two basic questions:

1.What will a MS do for the PHA and what will be the
total cost?

2. \What are the alternatives to conputer processing, how
effective will they be and what will be the total cost.

The survey shoul d determ ne the favorable application areas,
i ncludi ng those where cost savings are likely to be

experienced; as well as the non-profitable, but necessary
conput er processing operations.

7

If after reviewing the prelimnary survey, the decision is
made to follow a course |leading to the acquisition or

devel opment of a M'S, PHA managenent should then arrange for
a Feasibility Study to be undertaken. Cenerally, the study
is related to the sane areas as the survey, but should
provide a nuch greater degree of detail in areas of problem
description, systens definition, and costs and savings for
each major application area.

Specifically, the objectives of the study should be the
fol | owi ng:

1. To determ ne the appropriateness and feasibility of
automating some el enments or all of the PHA s

oper ati ons.

2.To assist the PHA in assessing the relative
cost/benefit of automation over inproved nmanua
oper ati ons.

3.To develop a cost effective strategy for acconplishing
the desired autonation.

4.To formul ate a reasonable, realistic plan for the
conversion to an automated environnent.

5. To deternine the probabl e inmpacts on existing staff and
identify appropriate staffing plans as well as the need
for staff devel opnent prograns.

The results of the Feasibility Study shoul d provide PHA
managenment with a cl ear understanding of the proposed
approach to the PHA' s data processing probl ens, the
anticipated cost and the benefits which can realistically be
expected fromthe conplete utilization of the MS

The Feasibility Study should also attenpt to determ ne the
nost appropriate systens approach for each application area
wi thout regard to specific conputer equiprment. By setting
out the results of the Study in this manner, the report can
serve as the systens specification docunentation (if a PHA



devel ops its own systen) or request for proposal (RFP) from
whi ch conput er manufactures and system vendors can prepare
their proposals.

The Prelimnary Studi es approach should al so be used when
contenpl ati ng additional applications for existing MS's

B.M S Acqui sition/Sel ecti on (Hardware/ Software)

Many PHA's do not possess the in-house staff capabilities to
successfully devel op and i npl enent infornmation systens.
Therefore, consultants are often used to assist the PHA to
determne its hardware and software needs, develop an RFP to
solicit vendor proposals, evaluate the proposals and sel ect
a vendor.
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For this reason, PHA managenent shoul d ensure that
conprehensi ve selection criteria are established and that
all proposals are neasured and eval uated agai nst these. The
vendor and/or system sel ected should be that which is nost
successful in neeting the criteria.

C. Devel opnent St andar ds

If a PHA decides to develop its own system then nanagenent
shoul d establish standards to ensure the devel opnent of a
quality system The system shoul d be devel oped in such a way
that it can be easily nodified and nmaintai ned by soneone
other than the original devel oper. Adequate attention nust
be given to the establishnent of security and controls
during the design phase to ensure that the systemw || have
integrity once it is installed. Finally, the conpleted
system shoul d be subject to rigorous testing to provide
assurance that the results produced are valid and reliable.

D. Mai nt enance and Change Procedures

Systens nmust continue to be adapted to neet changi ng HUD
requi rements and individual PHA circunstances. Mdified
prograns shoul d be subject to many of the same controls as
new y devel oped systens. Mbst inportant anong these is the
requi rement that there be thorough testing of the nodified
system |In addition, accurate records should be naintained
that describe the change, the reasons for naking the change,
and the person responsi ble for nmaki ng the change.
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ADM NI STRATI VE CONTROL COMPONENT
Admi ni strative controls generally are controls over the PHA
environment in which MS s exist. These controls can be generally

categori zed into three control areas:

A. Executi ve Adm nistration



A large part of the operational effectiveness of a MSis
derived fromthe vision adopted by the PHA executive
director and other top managers. The attitudes and actions
of the end-users toward the issues of control and security
will be determined in large part by the explicit and
inmplicit initiatives and actions of these adm nistrators.

Anot her mmj or perspective of Executive Administration is the
assignment of responsibilities or nore specifically the
separation of duties. This type of control deals with the
organi zational issues that are involved in being effective
and efficient, as well as signifying whether or not there
are adequate human resources to get the job done.

B. Per sonnel Policies

The productivity gains fromwell qualified and trained staff
menbers are considerable. For that reason, it is essential
that a PHA have effective personnel policies and procedures
in place that incorporate adequate hiring, termnation
salary administration, training, and enpl oyee devel opnent
programs. O particular interest, is the area of enployee
education as it relates to need for security and control

C. Long-range Pl anni ng

Long-range M S planning is achieved through the formnul ation
of an information strategy. An information strategy is a
plan to nmeet the PHA' s needs over the next three to five
years. It should deal with all aspects of MS fromthe point
of view of providing a long-termintegrated business
environment for the devel opnent, maintenance and operation
of the PHA's system
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OPERATI ONS CONTRCL COMPONENT

Met hods and procedures are established for the operation of the
MS in order to produce an environnent intended to ensure

ef fective production by the PHA staff and to provide security for
the data maintained in it. These controls can be generally
categorized into three control areas:

A Security

Information is a val uable asset to the PHA The accuracy
and confidentiality of this information is essential to the
PHA' s operation. Accordingly, the information nust be
protected from abuses such as inadvertent m suse, disclosure
and fraudulent activity. In terms of MS, the software and
the data processed by the software nust be secure and nust
all ow access on a "need to know' and a "need to do" basis.

B. Pr obl em Managenent



A key attribute of MS operations should be the ability to
deliver consistent, high quality, and pronpt service
Problems in data processing are a normal part of business,
however the difference in performance is how a PHA manages
those problens. PHA' s shoul d have the proper procedures in
pl ace to ensure that previous m stakes are not repeated,
that problens are fixed on a priority basis, and that

probl ens are detected before they becone significant.

C. Cont i ngency Pl anni ng

Every PHA needs to develop and maintain a disaster recovery
plan for all MS s that are critical to the ongoing
operation of the PHA. The objective of the planis to
provide a continuity of business processes in the event
major difficulties unfold in the primary MS applications
An inportant part of contingency planning is the backup and
recovery procedures which ensure that all information files
can be recreated to the point just before the probl em arose.
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APPLI CATI ON CONTRCL COMPONENT

Application controls for specific prograns are needed to ensure
that authorized, valid, conplete, and accurate information are
produced on a tinely basis. These controls can be generally
categorized into four control areas:

A. Il nput Controls

I nput controls are needed to ensure that all input (i.e.
records) is authorized, tinmely, conplete and accurate before
bei ng processed. This includes the records to be processed
by the system and the associated processes from origi nation
to storage in the MS. Input controls can be both procedura
(i.e., nmanual) and autonated.

B. Processing Controls

Processing controls are needed to ensure that the input
transactions are properly applied to the appropriate data
base records and files. It involves all conputer processing
after input has been accepted by the MS, and before output
has been created. This includes the processing that natches
or nerges files, nodifies data, updates naster files, and
performs file maintenance.

C. Qutput Controls

Qut put controls are needed to ensure that the files and
reports to be produced by the application systemare
actual ly produced, and in the case of printed reports, are
distributed in a tinely manner. This includes the
preparati on of output and reports produced by the system
and t he associ ated manual processes fromthe conputer to the
user.



D. Storage Controls

Storage controls are needed to ensure that the application
data is securely controlled between and during executions of
the application system This includes all program
code/instructions and data files.
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DOCUMENTATI ON CONTRCL COMPONENT

Adequat e docunentation of system application, operating and
other related procedures is necessary for a conplete and accurate
under standi ng of M S processing activities and the inpact of such
processi ng on end-users.

The M S areas that require sufficient docunentation are as
fol | ows:

A. Devel opnent

Docurent ati on of the devel opnent process and strategy

provi des systens anal ysts and progranmers with a reference
to original design ideas and concepts. These docunents coul d
include the following: Prelimnary Survey; Feasibility
Study; Risk Analysis; Cost/Benefit Analysis; System Decision
Paper; Project Plan; Functional Requirenents Docunent;
Request for Proposal; and Data Requirenments Documnent.

B. Appl i cations

Docurent ati on of the M S applications provides PHA

management with a cl ear understandi ng of application

obj ectives, concepts and output and

to ensure that their policies are adhered to. These docunents coul d

i nclude the follow ng: System Application, and Data Base

Speci fications; User's Manuals; and Installation and Conversion Pl an.

C. Operati ons

Docurent ation of the M S operations provides a conveni ent reference
for systems anal ysts and programers responsi bl e for maintaining

exi sting systens and applications. These Documents could include the
foll owi ng: Operations and M ntenance Manual s; System Application
and Data Base Specifications; and Test Results and Eval uati on Report.

G PROBLEM ANALYSI S The M S Probl em Anal ysi s Wrksheets (Appendix 6) are
an available tool to assist you in the process of analyzing the

probl ems you' ve uncovered, regardl ess of the formof nonitoring, and
devel opi ng appropriate strategies. The QU DE is structured by first
identifying the problemitself, then listing the possible causes

behi nd these probl enms, and possible strategies for addressing these
causes.

Probl em I dentification Problens identified by the guide include the
fol | owi ng:



1. Erroneous record keeping is the recording of transactions that
are contrary to established policies. This may invol ve the
timeliness, accuracy and conpl et eness of information/data.
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2.Business interruptions may include anything froma tenporary
suspension to a term nation of the nanagenment information system

3. Erroneous nmanhagenent deci sions are objectionable in thensel ves
but may al so | ead to other problens. Such decisions may arise due
to msleading information, or errors in judgenent.

4. Excessi ve costs include any expense of the PHA which could be
readi | y avoi ded.

5.Loss or destruction of assets refers to the unintentional |oss of
physi cal assets, nonies, or information assets.

6. Conpetitive disadvantage relates to the inability of an
organi zation to effectively renmain abreast of the demands of HUD
or to respond effectively to housing demands.
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