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WelcomeWelcomeWelcomeWelcome

 Opening RemarksOpening Remarks

 Today’s Course Agenda:Today’s Course Agenda: Today s Course Agenda:Today s Course Agenda:
–– Gaining/Continuing EIV Access Gaining/Continuing EIV Access 

User AdministrationUser Administration–– User AdministrationUser Administration

–– Security AwarenessSecurity Awareness

EIV ModulesEIV Modules–– EIV ModulesEIV Modules
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Welcome (cont )Welcome (cont )Welcome (cont.)Welcome (cont.)

 Day Two Course AgendaDay Two Course Agenda
–– EIV Reports EIV Reports pp

–– MonitoringMonitoring
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Course ObjectivesCourse ObjectivesCourse ObjectivesCourse Objectives

 Learn how to:Learn how to:
–– Apply for and continue EIV access for Apply for and continue EIV access for pp ypp y
Multifamily Housing ProgramsMultifamily Housing Programs

–– Safeguard sensitive data contained in the EIV Safeguard sensitive data contained in the EIV gg
systemsystem

–– Navigate through the EIV system and obtain Navigate through the EIV system and obtain 
tenant information tenant information 
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CourseCourse Objectives (Cont )Objectives (Cont )Course Course Objectives (Cont.)Objectives (Cont.)

 Learn how to:Learn how to:
–– Read/understand wage and benefit income Read/understand wage and benefit income / g/ g
reportsreports

–– Identify/resolve valid income discrepanciesIdentify/resolve valid income discrepanciesy/ py/ p

–– Prevent fraud, waste and abuse in HUD Prevent fraud, waste and abuse in HUD 
rental assistance programsrental assistance programs

–– Monitor/be monitored Monitor/be monitored 
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Benefits of EIVBenefits of EIVBenefits of EIVBenefits of EIV

 Quick and easy access for Quick and easy access for Owners and Owners and 
Management Agents (O/As) to obtain Management Agents (O/As) to obtain g g ( / )g g ( / )
third third party verification, at no cost party verification, at no cost 

 Eliminates written third party verificationEliminates written third party verification Eliminates written third party verification Eliminates written third party verification 
if tenant does not dispute the income if tenant does not dispute the income 
information in EIVinformation in EIVinformation in EIVinformation in EIV

 EIV is a webEIV is a web‐‐based system so it is based system so it is 
available 24/7available 24/7
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Benefits of EIV (Cont )Benefits of EIV (Cont )Benefits of EIV (Cont.)Benefits of EIV (Cont.)

 Alerts O/As of potential tenant income Alerts O/As of potential tenant income 
discrepanciesdiscrepanciespp

 Deters Deters tenants from misrepresenting tenants from misrepresenting 
incomeincomeincomeincome

 Identifies potential incidents of  tenants Identifies potential incidents of  tenants 
receiving multiple HUD subsidies andreceiving multiple HUD subsidies andreceiving multiple HUD subsidies and receiving multiple HUD subsidies and 
applicants who could already be receiving applicants who could already be receiving 
assistanceassistance
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Benefits of EIV (Cont )Benefits of EIV (Cont )Benefits of EIV (Cont.)Benefits of EIV (Cont.)

 Using the EIV system is more accurate Using the EIV system is more accurate 
than written third party verification as it than written third party verification as it p yp y
eliminates:eliminates:
–– human errorhuman error

–– misunderstandings on the part of employer misunderstandings on the part of employer 
or O/Aor O/A//

–– collusioncollusion

–– manipulationmanipulation
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Benefits of EIV (Cont )Benefits of EIV (Cont )Benefits of EIV (Cont.)Benefits of EIV (Cont.)

 The EIV system is an integral part of the The EIV system is an integral part of the 
Rental Housing Integrity Improvement Rental Housing Integrity Improvement g g y pg g y p
Project, the goal of which is to “ensure Project, the goal of which is to “ensure 
that the right benefits go to the right that the right benefits go to the right g g gg g g
persons”.persons”.

 The EIV system supports the President’sThe EIV system supports the President’s The EIV system supports the President s The EIV system supports the President s 
Management Agenda item of eliminating Management Agenda item of eliminating 
improper payments.improper payments.
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Voluntary Use of EIVVoluntary Use of EIVVoluntary Use of EIVVoluntary Use of EIV

 Currently, use of EIV is voluntaryCurrently, use of EIV is voluntary

 Scheduled to becomeScheduled to become mandatorymandatory onon Scheduled to become Scheduled to become mandatory mandatory on on 
9/30/099/30/09

 O/As are strongly encouraged to gainO/As are strongly encouraged to gain O/As are strongly encouraged to gain O/As are strongly encouraged to gain 
access and become familiar with EIV in access and become familiar with EIV in 
preparation for full implementationpreparation for full implementationpreparation for full implementationpreparation for full implementation
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Section I. Gaining/Continuing Section I. Gaining/Continuing 
EIV AEIV AEIV AccessEIV Access



Discussion TopicsDiscussion TopicsDiscussion TopicsDiscussion Topics

 EIV User Types and RolesEIV User Types and Roles

 Requests for EIV Access AuthorizationRequests for EIV Access Authorization Requests for EIV Access AuthorizationRequests for EIV Access Authorization

 User AdministrationUser Administration

Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration

1313



EIV User TypesEIV User TypesEIV User TypesEIV User Types

 There are two EIV user types:There are two EIV user types:
–– User AdministratorUser Administrator

–– User   User   
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EIV RolesEIV RolesEIV RolesEIV Roles

 Your EIV Your EIV rolerole determinesdetermines your level of your level of 
access and what you can do in EIV once you access and what you can do in EIV once you y yy y
get access.get access.

 For example, your EIV role might allow you to For example, your EIV role might allow you to 
access and view tenant income and access and view tenant income and 
verification data in EIV, but will not allow you verification data in EIV, but will not allow you 
to assign authorization rights to another to assign authorization rights to another 
person. person. 
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EIV User Administrator RolesEIV User Administrator RolesEIV User Administrator RolesEIV User Administrator Roles

 Housing Coordinator (HSC)Housing Coordinator (HSC)

 Contract Administrator Coordinator (CAC)Contract Administrator Coordinator (CAC) Contract Administrator Coordinator (CAC)Contract Administrator Coordinator (CAC)

 Helpdesk Personnel (HDK)Helpdesk Personnel (HDK)

HQ U Ad i i (HQA)HQ U Ad i i (HQA) HQ User Administrator (HQA)HQ User Administrator (HQA)
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EIV User Administrator Role: EIV User Administrator Role: 
Functionality Functionality 

 Approve an EIV User’s electronic UAAFApprove an EIV User’s electronic UAAF

 Assign EIV access rights to UsersAssign EIV access rights to Users Assign EIV access rights to UsersAssign EIV access rights to Users

 Certify/expire a User’s access to EIV for a Certify/expire a User’s access to EIV for a 
contract(s) and/or property(ies) based oncontract(s) and/or property(ies) based oncontract(s) and/or property(ies), based on contract(s) and/or property(ies), based on 
a need for access. a need for access. 

Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration

1717



EIV User Administrator Role: EIV User Administrator Role: 
Functionality (Cont.)Functionality (Cont.)

 Submit electronic Coordinator Access Submit electronic Coordinator Access 
Authorization Forms (CAAFs) to User Authorization Forms (CAAFs) to User ( )( )
AdministratorsAdministrators——i.e., HUD’s Multifamily i.e., HUD’s Multifamily 
HelpdeskHelpdeskpp

 View/print Approved/Denied CAAFs for View/print Approved/Denied CAAFs for 
one yearone yearone yearone year

Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration

1818



EIV User Administrator Role: EIV User Administrator Role: 
Functionality (Cont.)Functionality (Cont.)

 View/Print:View/Print:
–– Various reports concerning User/ Various reports concerning User/ p g /p g /
Coordinator accessCoordinator access

–– Tenant Verification InformationTenant Verification Information

–– Tenant Income InformationTenant Income Information
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EIV User RolesEIV User RolesEIV User RolesEIV User Roles

 NonNon‐‐HUD User (HSU)HUD User (HSU)

 Contract Administrator User (CAU)Contract Administrator User (CAU) Contract Administrator User (CAU)Contract Administrator User (CAU)

 HUD Field Office User (HFU)HUD Field Office User (HFU)

HUD HQ U (HQU)HUD HQ U (HQU) HUD HQ User (HQU)HUD HQ User (HQU)

 OIG User (OIG)OIG User (OIG)
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EIV User Role: FunctionalityEIV User Role: FunctionalityEIV User Role: FunctionalityEIV User Role: Functionality

 Submit electronic User Access Submit electronic User Access 
Authorization Forms (UAAFs) to User Authorization Forms (UAAFs) to User ( )( )
AdministratorsAdministrators——i.e., EIV Coordinatorsi.e., EIV Coordinators

 View/print Approved/Denied UAAFs forView/print Approved/Denied UAAFs for View/print Approved/Denied UAAFs for  View/print Approved/Denied UAAFs for  
oneone‐‐year year 

 View Tenant Verification InformationView Tenant Verification Information View Tenant Verification InformationView Tenant Verification Information

 View Tenant Income InformationView Tenant Income Information
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What EIV Role Should You Be What EIV Role Should You Be 
Assigned?Assigned?

 Speak with your supervisor, site manager, Speak with your supervisor, site manager, 
or property owner to determine what role or property owner to determine what role p p yp p y
you should be assigned in EIV.you should be assigned in EIV.

 Only you your supervisor or propertyOnly you your supervisor or property Only you, your supervisor, or property Only you, your supervisor, or property 
owner know the role you play onsite at owner know the role you play onsite at 
the property or in the management officethe property or in the management officethe property or in the management office the property or in the management office 
that would require you to have access to that would require you to have access to 
EIV data.EIV data.EIV data. EIV data. 
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What EIV Role Should You Be What EIV Role Should You Be 
Assigned? (Cont.)Assigned? (Cont.)

 In all casesIn all cases:  The assignment of EIV roles :  The assignment of EIV roles 
must be made must be made onlyonly to persons whose to persons whose yy pp
duties or responsibilities require such duties or responsibilities require such 
assignment. assignment. gg
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EIV AccessEIV Access
Three Steps:Three Steps:

 Step 1Step 1: EIV : EIV rolerole assignment in Web Access assignment in Web Access 
Secure Systems (WASS) Secure Systems (WASS) y ( )y ( )

 Step 2Step 2:  Assignment of user :  Assignment of user rolerole to a to a 
contract(s) and/or property(contract(s) and/or property(iesies) in WASS) in WASScontract(s) and/or property(contract(s) and/or property(iesies) in WASS) in WASS

 Step 3Step 3:  Certification of contract(s) and/or :  Certification of contract(s) and/or 
property(property(iesies) to a user’s) to a user’s rolerole in EIVin EIVproperty(property(iesies) to a user s ) to a user s rolerole in EIVin EIV

Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration

2424



Requests for EIV Access Requests for EIV Access 
A h i iA h i iAuthorization Authorization 



Internal User (HUD and OIG) EIV Internal User (HUD and OIG) EIV 
Requests for EIV AccessRequests for EIV Access

 See the “Multifamily Housing See the “Multifamily Housing –– Tenant Tenant 
Rental Assistance Certification System Rental Assistance Certification System 
(TRACS)/Enterprise Income Verification (TRACS)/Enterprise Income Verification 
(EIV) User Access Guide For Multifamily (EIV) User Access Guide For Multifamily 
I t l U ” HUD’ MF EIV b itI t l U ” HUD’ MF EIV b itInternal Users,” on HUD’s MF EIV website Internal Users,” on HUD’s MF EIV website 
at:at:
http://www hud gov/offices/hsg/mfh/rhiip/eiv/http://www hud gov/offices/hsg/mfh/rhiip/eiv/http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/
tracseivaccessinternal.pdftracseivaccessinternal.pdf
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Instructions for
Internal Access 

to
EIVEIV
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EIV Access Questions: Internal EIV Access Questions: Internal 
Users (HUD & OIG)  Users (HUD & OIG)  

 Direct all questions not answered in the Direct all questions not answered in the 
guidance concerning how to get access to guidance concerning how to get access to g g gg g g
EIV to:EIV to:

MFTRACSSecurity@hud.govMFTRACSSecurity@hud.gov
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External User (nonExternal User (non‐‐HUD staff) HUD staff) 
Request for EIV AccessRequest for EIV Access

 See the “External (NonSee the “External (Non‐‐HUD HUD 
Coordinator/User) Instructions for Coordinator/User) Instructions for / )/ )
Applying for EIV Access for Multifamily Applying for EIV Access for Multifamily 
Housing Programs” on HUD’s MF EIV Housing Programs” on HUD’s MF EIV g gg g
website at:website at:
–– http://www.hud.gov/offices/hsg/mfh/rhiip/ehttp://www.hud.gov/offices/hsg/mfh/rhiip/ep // g / / g/ / p/p // g / / g/ / p/
iv/tracseivaccessexternal.pdfiv/tracseivaccessexternal.pdf
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External (Non-HUD) 
Coordinator/User
Instructions for 
Appl ing fo EIV AccessApplying for EIV Access
for Multifamily Housing 
Programs
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For External EIV Users OnlyFor External EIV Users Only
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External User (nonExternal User (non‐‐HUD staff) HUD staff) 
InstructionsInstructions

 Explain how to:Explain how to:
–– Apply for access rights as EIV Coordinator or Apply for access rights as EIV Coordinator or pp y gpp y g
UserUser

–– Obtain a WASS User ID and/or WASS Obtain a WASS User ID and/or WASS //
Coordinator RoleCoordinator Role

–– Assign the HSC or CAC role to an EIV Assign the HSC or CAC role to an EIV 
Coordinator’s contract(s) and/or Coordinator’s contract(s) and/or 
property(ies) in WASSproperty(ies) in WASS

–– Get certified in EIVGet certified in EIV
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EIV Access Questions: External EIV Access Questions: External 
User (nonUser (non‐‐HUD staff)HUD staff)

 Direct questions to:Direct questions to:
–– HUD’s Multifamily Helpdesk at:HUD’s Multifamily Helpdesk at:y py p

 (800) 767(800) 767‐‐75887588

Mf_eiv@hud.govMf_eiv@hud.gov
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External User Requests for EIV External User Requests for EIV 
Access: Access: Old WayOld Way

 Prior to June 26, 2007, Prior to June 26, 2007, allall requests for requests for 
access/removal of access had to be access/removal of access had to be //
submitted in submitted in hardcopyhardcopy..
–– For For EIV Coordinator ApplicantsEIV Coordinator Applicants to HUD’s MF to HUD’s MF pppp
Helpdesk via fax at 202Helpdesk via fax at 202‐‐401401‐‐7984 or email at 7984 or email at 
MF_eiv@hud.govMF_eiv@hud.gov

–– For For EIV User ApplicantsEIV User Applicants to their EIV to their EIV 
Coordinator onsite or at the main officeCoordinator onsite or at the main office
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External User Requests for EIV External User Requests for EIV 
Access: Access: New WayNew Way

 “New” and “Expire” Requests“New” and “Expire” Requests
–– Continue to submit CAAF/UAAFs in Continue to submit CAAF/UAAFs in HardcopyHardcopy// pypy

 ““Certification” and “ReCertification” and “Re‐‐certification”  Requestscertification”  Requests

Submit CAAFs/UAAFsSubmit CAAFs/UAAFs ElectronicallyElectronically–– Submit CAAFs/UAAFs Submit CAAFs/UAAFs ElectronicallyElectronically
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External User Requests for EIVExternal User Requests for EIVqq
Access: Access: New Way New Way (Cont.)(Cont.)

Type of Action Submission
New & 
Expire

Hardcopy
Expire
Certification & Re-
certification

Electronic
certification 

3636Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration



Type of Action: “New” Type of Action: “New” ── Hardcopy Hardcopy ypyp pypy
SubmissionSubmission

 NewNew access is defined as access for the access is defined as access for the 
first time without having access to EIV for first time without having access to EIV for gg
any contract(s) and/or property(any contract(s) and/or property(iesies) in the ) in the 
user’s portfolio in WASS.user’s portfolio in WASS.pp
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Type of Action: “New” Type of Action: “New” –– Hardcopy Hardcopy 
Submission (Cont.)Submission (Cont.)

 Must have a WASS ID and, if applying as Must have a WASS ID and, if applying as 
an EIV Coordinator, a WASS Coordinator an EIV Coordinator, a WASS Coordinator ,,
Role.Role.
–– See  External (NonSee  External (Non‐‐HUD Coordinator/User) HUD Coordinator/User) (( / )/ )
instructions for applying for access for instructions for applying for access for 
Multifamily Housing Programs located at: Multifamily Housing Programs located at: 
http://www.hud.gov/offices/hsg/mfh/rhiip/ehttp://www.hud.gov/offices/hsg/mfh/rhiip/e
iv/eivapps.cfmiv/eivapps.cfm
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MF EIV Application and Online MF EIV Application and Online pppp
Access WebsiteAccess Website

CAAF
and UAAF 
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Hardcopy CAAFHardcopy CAAFHardcopy CAAFHardcopy CAAF
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Hardcopy UAAFHardcopy UAAFHardcopy UAAFHardcopy UAAF
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Hardcopy CAAF and UAAFHardcopy CAAF and UAAFHardcopy CAAF and UAAF Hardcopy CAAF and UAAF 

 Rules of Behavior:Rules of Behavior:
–– Explain the rules and responsibilities for Explain the rules and responsibilities for p pp p
viewing and using the Privacy Act data viewing and using the Privacy Act data 
contained in EIV, including the user’s contained in EIV, including the user’s 
obligation to protect and secure such data obligation to protect and secure such data 
from unauthorized use or viewing. from unauthorized use or viewing. 
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Hardcopy CAAF and UAAF (Cont )Hardcopy CAAF and UAAF (Cont )Hardcopy CAAF and UAAF (Cont.)Hardcopy CAAF and UAAF (Cont.)

 User Agreement and Certification:User Agreement and Certification:
–– Explains that by signing the form and gaining Explains that by signing the form and gaining p y g g g gp y g g g g
access to the system, the user agrees to access to the system, the user agrees to 
comply with the rules and responsibilities comply with the rules and responsibilities 
outlined and described in the outlined and described in the Rules of Rules of 
BehaviorBehavior..

–– States the civil and criminal penalties for States the civil and criminal penalties for 
willful and inadvertent disclosure of EIV data. willful and inadvertent disclosure of EIV data. 
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Hardcopy CAAFs and UAAFs Hardcopy CAAFs and UAAFs 
(Cont.)(Cont.)

 Users must certify to completion of Security Users must certify to completion of Security 
Awareness Training Questionnaire available on Awareness Training Questionnaire available on 
the MF EIV website at:  the MF EIV website at:  
http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/
securityawareness pdfsecurityawareness pdfsecurityawareness.pdfsecurityawareness.pdf

 Coordinator applicants must certify they Coordinator applicants must certify they 
received owner/authorized CA official approvalreceived owner/authorized CA official approvalreceived owner/authorized CA official approval received owner/authorized CA official approval 
to access data.to access data.
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Type of Action: “New” Type of Action: “New” ── Next Next ypyp
Steps Steps 

 EIV Coordinators:EIV Coordinators:
–– Upon receipt of an approval email and yourUpon receipt of an approval email and yourUpon receipt of an approval email and your Upon receipt of an approval email and your 
“Approved” hardcopy CAAF from the MF “Approved” hardcopy CAAF from the MF 
Helpdesk you need to:Helpdesk you need to:
 Assign your EIV role to your contract(s)/ Assign your EIV role to your contract(s)/ 
property(property(iesies) in WASS and then submit an ) in WASS and then submit an 

li CAAF f “C tifi ti ” f hli CAAF f “C tifi ti ” f honline CAAF for “Certification” of such online CAAF for “Certification” of such 
contract(s)/property(contract(s)/property(iesies) in EIV, as discussed ) in EIV, as discussed 
later in this presentation. later in this presentation. pp
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Type of Action: “New” Type of Action: “New” ── Next Next ypyp
Steps (Cont.)Steps (Cont.)

 Instructions for role assignment and Instructions for role assignment and 
online CAAF submission are in the online CAAF submission are in the 
External (NonExternal (Non HUD Coordinator/User)HUD Coordinator/User)External (NonExternal (Non‐‐HUD Coordinator/User) HUD Coordinator/User) 
Instructions for applying for EIV access for Instructions for applying for EIV access for 
Multifamily Housing Programs located at:Multifamily Housing Programs located at:y g gy g g
http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/eivaphttp://www.hud.gov/offices/hsg/mfh/rhiip/eiv/eivap
ps.cfmps.cfm

 EIV UsersEIV Users EIV UsersEIV Users
–– See your EIV CoordinatorSee your EIV Coordinator
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Hardcopy CAAF and UAAF Hardcopy CAAF and UAAF 
SubmissionSubmission

 EIV Coordinators submit EIV Coordinators submit hardcopyhardcopy CAAFs CAAFs 
to HUD’s MF Help Desk via fax at: 202to HUD’s MF Help Desk via fax at: 202‐‐pp
401401‐‐7984 or via email at 7984 or via email at MF_eiv@hud.govMF_eiv@hud.gov

 EIV Users submitEIV Users submit hardcopyhardcopy UAAFs to theirUAAFs to their EIV Users submit EIV Users submit hardcopyhardcopy UAAFs to their UAAFs to their 
EIV CoordinatorsEIV Coordinators
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Type of Action:  “Expire” Type of Action:  “Expire” ──yp pyp p
Hardcopy SubmissionHardcopy Submission

 ExpireExpire access is defined as the expiration access is defined as the expiration 
of EIV access in EIV, and subsequent of EIV access in EIV, and subsequent , q, q
removal of the EIV role from the user’s removal of the EIV role from the user’s 
contract(s) and/or property(ies) in WASS; contract(s) and/or property(ies) in WASS; ( ) / p p y( ) ;( ) / p p y( ) ;
this would apply to users who no longer this would apply to users who no longer 
have a need for EIV access for a have a need for EIV access for a 
contract(s) and/or property(ies). contract(s) and/or property(ies). 
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Type of Action:  “Expire” Type of Action:  “Expire” ──yp pyp p
Hardcopy Submission (Cont.)Hardcopy Submission (Cont.)

 For example, when the user is no longer For example, when the user is no longer 
employed by the owner, management employed by the owner, management p y y , gp y y , g
agent, service bureau, or contract agent, service bureau, or contract 
administrator; or when the EIV user has administrator; or when the EIV user has ;;
been placed in another position which been placed in another position which 
does not require the use of EIV.  does not require the use of EIV.  qq
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Type of Action Request:  Type of Action Request:  
“Expire” “Expire” ── Hardcopy (Cont.)Hardcopy (Cont.)

 Exception:Exception:
–– When EIV User When EIV User is “firedis “fired,”,”—— EIV Coordinator EIV Coordinator ,,
must:must:
 Expire the EIV User’s access to EIV data Expire the EIV User’s access to EIV data 
immediately, andimmediately, and

Mark through EIV User’s current UAAF indicating Mark through EIV User’s current UAAF indicating 
termination of employment and expiration of EIVtermination of employment and expiration of EIVtermination of employment and expiration of EIV termination of employment and expiration of EIV 
access.access.
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Employee Terminated; 
Expired Access

lJuly 08, 2008

Dowe, John J. M12345

Housing Specialist 555/555 5555Housing Specialist 555/555-5555

Johndowe.j@don’tdoit.com 444/444-5555

5151Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration
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Type of Action: “Expire” Type of Action: “Expire” ── Next Next yp pyp p
StepsSteps

 No further action is required once:No further action is required once:
–– HUD’s MF Helpdesk or your Coordinator has HUD’s MF Helpdesk or your Coordinator has p yp y
approved your CAAF or UAAF request to approved your CAAF or UAAF request to 
expire EIV access; andexpire EIV access; and

–– HUD’s MF Helpdesk or your Coordinator has HUD’s MF Helpdesk or your Coordinator has 
expired your access for contract(s) and/or expired your access for contract(s) and/or 
property(ies).property(ies).
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Type of Action:  “Certification” Type of Action:  “Certification” ──ypyp
Electronic SubmissionElectronic Submission

 CertificationCertification is defined as certification of a is defined as certification of a 
contract(s) and/or property(contract(s) and/or property(iesies) that is currently ) that is currently 
in “New” status and converts it to “Certified” in “New” status and converts it to “Certified” 
status. status. 

h h d d f l hh h d d f l h–– It is the third and final step in the EIV It is the third and final step in the EIV 
application approval process that must be application approval process that must be 
performed in order for the user to gainperformed in order for the user to gainperformed in order for the user to gain performed in order for the user to gain 
access to the system. access to the system. 
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Type of Action:  “Certification” Type of Action:  “Certification” ──ypyp
Electronic Submission (Cont.)Electronic Submission (Cont.)

 CAAF/UAAF must be submitted CAAF/UAAF must be submitted 
electronically, for “Certification” of a new electronically, for “Certification” of a new y,y,
contract(s)/property(contract(s)/property(iesies). ). 

 If not contract(s) and/or property(If not contract(s) and/or property(iesies)) If not, contract(s) and/or property(If not, contract(s) and/or property(iesies) ) 
WILL NOTWILL NOT appear in User Certification in appear in User Certification in 
EIV for your User Administrator to certifyEIV for your User Administrator to certifyEIV for your User Administrator to certify. EIV for your User Administrator to certify. 
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Type of Action:  “ReType of Action:  “Re‐‐Certification” Certification” ──ypyp
Electronic SubmissionElectronic Submission

 ReRe‐‐certificationcertification is defined as is defined as 
recertification of a contract(s) and/or recertification of a contract(s) and/or ( ) /( ) /
property(property(iesies) in EIV that is currently in ) in EIV that is currently in 
“Certified” or “Expired” status in EIV; this “Certified” or “Expired” status in EIV; this p ;p ;
action must be performed quarterly for action must be performed quarterly for 
Users and annually for Coordinators  in Users and annually for Coordinators  in yy
order to continue or maintain EIV access. order to continue or maintain EIV access. 
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Accessing Electronic CAAFs and Accessing Electronic CAAFs and 
UAAFs via EIVUAAFs via EIV

 Electronic CAAF and UAAF requests for Electronic CAAF and UAAF requests for 
“Certification”/ “Re“Certification”/ “Re‐‐certification” are certification” are //
accessed online via the Internet through accessed online via the Internet through 
EIV.EIV.

 Enter website address for WASS: Enter website address for WASS: 
https://hudapps.hud.gov/HUD Systems/https://hudapps.hud.gov/HUD Systems/https://hudapps.hud.gov/HU _Systems/https://hudapps.hud.gov/HU _Systems/
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Secure Systems Single Sign OnSecure Systems Single Sign OnSecure Systems Single Sign OnSecure Systems Single Sign On
Enter User ID 
andand 
Password and
Click 
“Login” or 
“Cancel” to 
exit oute t out

https://hudapps.hud.gov/HUD_Systems/
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WASS Login OptionWASS Login OptionWASS Login OptionWASS Login Option

 

Legal
Warning

Click “Accept” 
to enter

Warning

to enter 
WASS or
“Logout” to 
exit WASSexit WASS

5858Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration



WASS Main MenuWASS Main Menu

Click on 
thethe 
Enterprise 
Income 
Verification 
(EIV)
linklink
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Legal Warning Page for O/As and Legal Warning Page for O/As and g g g /g g g /
Service BureausService Bureaus
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Legal Warning Page for CAsLegal Warning Page for CAsLegal Warning Page for CAsLegal Warning Page for CAs
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O/As for PIH and MF Housing O/As for PIH and MF Housing / g/ g
ProgramsPrograms

Select MFSelect MF 
Program 
Office andOffice and 
Click 
“Continue”
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Select Coordinator Role: Select Coordinator Role: 
HSC or CACHSC or CAC
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Welcome Page: HSC or CAC RoleWelcome Page: HSC or CAC RoleWelcome Page: HSC or CAC RoleWelcome Page: HSC or CAC Role

Authorization
Form
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HSC/CAC Coordinators: Create HSC/CAC Coordinators: Create 
New RequestNew Request

Create New Request
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Electronic CAAF Electronic CAAF –– O/As and O/As and 
Service BureausService Bureaus

Certification that
Owner letter(s)

is on fileis on file
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Electronic CAAFElectronic CAAF ‐‐ CAsCAsElectronic CAAF Electronic CAAF  CAsCAs

Certification that CACertification that CA
authorization letter(s)

is on file
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Electronic CAAF: Populated, Field Electronic CAAF: Populated, Field 
Selection, & FillSelection, & Fill‐‐able Fieldsable Fields

 Populated:Populated:
–– DateDate
–– User IDUser ID
–– User RoleUser Role
–– User Name User Name 
–– Email Address, if populated in WASSEmail Address, if populated in WASS, p p, p p
–– Coordinator Affiliation Coordinator Affiliation (will auto populate for (will auto populate for 
CAC and CAU roles Only)CAC and CAU roles Only)
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Electronic CAAF: Populated, Field Electronic CAAF: Populated, Field 
Selection, & FillSelection, & Fill‐‐able Fields (Cont.)able Fields (Cont.)

 Field SelectionField Selection
–– Type of Action RequestedType of Action Requested
CertificationCertification
ReRe‐‐CertificationCertification
Termination* InactiveTermination* Inactive

–– Contract/Project NumberContract/Project Numberjj
–– Coordinator Affiliation Coordinator Affiliation (O/A and Service (O/A and Service 
Bureaus Only)Bureaus Only)
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Electronic CAAF: Populated, Field Electronic CAAF: Populated, Field 
Selection, & FillSelection, & Fill‐‐able Fields (Cont.)able Fields (Cont.)

 FillFill‐‐able:able:
–– Type of Work that Involves the use of Data that Type of Work that Involves the use of Data that 
is contained in the EIV Systemis contained in the EIV System

–– Privacy ActPrivacy Act

–– Acknowledgement Acknowledgement 

–– Certification of Owner Letter of Approval; Or, Certification of Owner Letter of Approval; Or, 
C tifi ti f A th i d CA Offi i l A lC tifi ti f A th i d CA Offi i l A lCertification of Authorized CA Official ApprovalCertification of Authorized CA Official Approval

–– Certification of Completion Certification of Completion ― Security ― Security 
Awareness Training QuestionnaireAwareness Training QuestionnaireAwareness Training QuestionnaireAwareness Training Questionnaire
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Complete and Submit CAAF Complete and Submit CAAF 
RequestRequest

Contact Information

Type of Action
Request
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Complete and Submit CAAF Complete and Submit CAAF 
Request (Cont.)Request (Cont.)

Acknowledgement
and Certification

Submit
Request
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CAAF Submitted: “Pending” StatusCAAF Submitted: “Pending” StatusCAAF Submitted: “Pending” StatusCAAF Submitted: “Pending” Status
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Coordinator Access Requests:  Coordinator Access Requests:  qq
ActionsActions

Action Description
Create CAAF for Certification 

for Recertification
Edit/Modify the CAAF 
Delete the CAAF request
By default, the system will y , y
display all “Pending” CAAFs 

Vi CAAF
View Submitted CAAF 
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Approved CAAFApproved CAAFpppp

Shows CAAF hasShows CAAF has
been “Approved”

Click on “View 
CAAF” to see 

“Approved” CAAF
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Approved CAAFApproved CAAF –– ViewViewApproved CAAF Approved CAAF –– ViewView

Click “Print” to
print approved

CAAF

7676Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration



Welcome Page: Welcome Page: gg
HSU or CAU RolesHSU or CAU Roles

Authorization
Request
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Electronic UAAFElectronic UAAFElectronic UAAFElectronic UAAF
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Complete & SubmitComplete & Submit Enter 
Info
i fill bl fi ldUAAF RequestUAAF Request in fill-able fields; 
select Type of  
action Request, 
Contract/Project 
N bNumber, 
and User Affiliation; 
and 
Acknowledgement 

dand 
Certification of 
Completion of  
Security Awareness 
T i iTraining 
Questionnaire 
boxes, then click on 
Submit Request
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UAAF Submitted: “Pending” UAAF Submitted: “Pending” gg
StatusStatus

CAU
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Approved UAAFApproved UAAFpppp
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Approved UAAF Approved UAAF ‐‐ ViewViewpppp

Cli kClick
“Print” to

print
“Approved”Approved

UAAF
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S i II U Ad i i iS i II U Ad i i iSection II. User Administration Section II. User Administration 



User AdministrationUser AdministrationUser AdministrationUser Administration

 User RequestsUser Requests

 User CertificationUser Certification User CertificationUser Certification

 User Certification ReportUser Certification Report

C di C RC di C R Coordinator Cert Report  Coordinator Cert Report  
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User Requests FunctionalityUser Requests FunctionalityUser Requests FunctionalityUser Requests Functionality

 User Requests:User Requests:
–– View User online UAAF requests.View User online UAAF requests.qq

–– Approve, deny, or put UAAF requests on hold Approve, deny, or put UAAF requests on hold 
until such time Coordinators are ready to act until such time Coordinators are ready to act yy
on them.on them.
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User Requests: LocationUser Requests: LocationUser Requests: LocationUser Requests: Location

User RequestsUser Requests
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Current User (UAAF) RequestsCurrent User (UAAF) RequestsCurrent User (UAAF) RequestsCurrent User (UAAF) Requests
“Requested “Requested 
Selection”Selection”Selection  Selection  
defaults to defaults to 
“Pending.” “Pending.” 

You will be able to sort 
By “Date Requested”
with the 8 1 2 EIVwith the 8.1.2 EIV 
Release
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User Requests: Change ViewUser Requests: Change ViewUser Requests: Change ViewUser Requests: Change View

Click the downClick the downClick the down Click the down 
arrow key for arrow key for 
more request more request 

ti Cli kti Cli koptions. Click options. Click 
“Change View” “Change View” 
to view to view 
selected selected 
request.request.
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UAAF: ActionsUAAF: Actions
Under “Actions,” click Under “Actions,” click 
the “Details” button tothe “Details” button toUAAF: ActionsUAAF: Actions the Details  button to the Details  button to 
ApproveApprove, , DenyDeny, or put , or put 
the user’s request the user’s request On On 
HoldHoldHoldHold. . 
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User’s Completed UAAF for User’s Completed UAAF for 
Action Action 
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UAAF Action OptionsUAAF Action Optionspp

ActionsActions
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UAAF Action: ApproveUAAF Action: ApproveUAAF Action: ApproveUAAF Action: Approve
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UAAF Action: DenyUAAF Action: DenyUAAF Action: DenyUAAF Action: Deny
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UAAF Action: On HoldUAAF Action: On HoldUAAF Action: On HoldUAAF Action: On Hold
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UAAF: Cancel ActionUAAF: Cancel ActionUAAF:  Cancel ActionUAAF:  Cancel Action

No Action TakenNo Action TakenNo Action TakenNo Action Taken
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User Certification FunctionalityUser Certification FunctionalityUser Certification FunctionalityUser Certification Functionality

 User Certification: User Certification: 
–– “Certify” a user’s EIV access for a  “Certify” a user’s EIV access for a  yy
contract(s)/property(contract(s)/property(iesies) that is in “New,” ) that is in “New,” 
“Pending,” “Expired,” or “Certified” status.“Pending,” “Expired,” or “Certified” status.

–– “Expire” a user’s EIV access on a “Expire” a user’s EIV access on a 
contract(s)/property(contract(s)/property(iesies) that is currently ) that is currently 
certified.certified.
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User Certification Functionality User Certification Functionality 
(Cont.)(Cont.)

 If HSC or CAC role is unIf HSC or CAC role is un‐‐assigned and then assigned and then 
rere‐‐assigned to a contract(s)/property(ies) assigned to a contract(s)/property(ies) g ( )/p p y( )g ( )/p p y( )
in WASS,  whether intentional or not, the in WASS,  whether intentional or not, the 
HSC or CAC user must submit an online HSC or CAC user must submit an online 
CAAF for “CAAF for “Certification” in EIVCertification” in EIV, , NOTNOT “Re“Re‐‐
certification,” to regain EIV access!certification,” to regain EIV access!f , gf , g
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User Certification: DescriptionsUser Certification: DescriptionsUser Certification: Descriptions User Certification: Descriptions 

 AllAll:: Complete listing of user contract(s)/ Complete listing of user contract(s)/ 
property(property(iesies) in New, Pending, Certified, ) in New, Pending, Certified, p p y(p p y( ) , g, ,) , g, ,
or Expired status.or Expired status.

 NewNew:: Users with contract(s)/property(Users with contract(s)/property(iesies)) NewNew:: Users with contract(s)/property(Users with contract(s)/property(iesies) ) 
that have not been certified within EIV.that have not been certified within EIV.
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User Certification: Descriptions User Certification: Descriptions 
(Cont.)(Cont.)

 PendingPending:: User contract(s)/property(User contract(s)/property(iesies) ) 
that are currently certified, but awaiting that are currently certified, but awaiting y , gy , g
certification for next quarter.  certification for next quarter.  
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User Certification: Descriptions User Certification: Descriptions 
(Cont.)(Cont.)

 CertifiedCertified:: User contract(s)/ property(ies) User contract(s)/ property(ies) 
that are certified in EIV and available for that are certified in EIV and available for 
viewing EIV data. viewing EIV data. 
–– UserUser contract(s)/property(ies) are certified contract(s)/property(ies) are certified 
f th th i df th th i dfor a three month period for a three month period (grace period of 30 days)(grace period of 30 days);;
andand

–– CoordinatorCoordinator contract(s)/property(ies) arecontract(s)/property(ies) areCoordinatorCoordinator contract(s)/property(ies) are contract(s)/property(ies) are 
certified for a onecertified for a one‐‐year period. year period. (1(1stst of the following of the following 
month after remonth after re‐‐certification date)certification date)
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User Certification: Descriptions User Certification: Descriptions 
(Cont.)(Cont.)

 ExpiredExpired: User’s contract(s)/property(ies) : User’s contract(s)/property(ies) 
were previously certified, but not rewere previously certified, but not re‐‐p y ,p y ,
certified by end of certification period to certified by end of certification period to 
maintain EIV access.maintain EIV access.

(**System terminates access when application is not certified in (**System terminates access when application is not certified in ( y pp f( y pp f
time**)time**)
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User Certification: LocationUser Certification: LocationUser Certification: LocationUser Certification: Location

UserUser CertificationCertificationUserUser CertificationCertification
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User Certification User Certification –– SearchSearch
OptionsOptions Select Select 

“Contracts”“Contracts”Contracts  Contracts  
or “Projects” or “Projects” 
and click and click 
“Get Users”“Get Users”
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Certifying a “New” or “Pending” Certifying a “New” or “Pending” 
Contract/Project Contract/Project 

U d “A ti ”U d “A ti ”Under “Action,” Under “Action,” 
click checkbox for click checkbox for 
“New” contract/“New” contract/
project and clickproject and clickproject and click project and click 
“Certify“Certify””
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“New” or “Pending” Contract/ “New” or “Pending” Contract/ 
Project: Project: CertifiedCertified

F “N ”F “N ”From “New”  From “New”  
to “Certified”to “Certified”
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Expiring a “Certified” Expiring a “Certified” 
Contract/ProjectContract/Project

Under “Action,” Under “Action,” 
click checkbox forclick checkbox forclick checkbox for click checkbox for 
“Certified” “Certified” 
contract/project contract/project 
and click “Expire”and click “Expire”pp
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Expiration Confirmation NoticeExpiration Confirmation Noticepp

Click “Ok” to Click “Ok” to 
continuecontinuecontinue continue 
action: Expireaction: Expire

Why Expire?
1. Reassignment
2. New Job
3. No longer needing access
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“Certified” Contract/ Project:  “Certified” Contract/ Project:  
ExpiredExpired
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User Certification Report User Certification Report 
FunctionalityFunctionality

 User Certification Report: User Certification Report: 
–– Online listing of EIV Users, based on Online listing of EIV Users, based on g ,g ,
certification status certification status –– Pending, Certified, Pending, Certified, 
Expired, New. Expired, New. 
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User Certification Report: User Certification Report: pp
LocationLocation

U C ifi iUser Certification
Report
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User Certification Report: Search User Certification Report: Search 
OptionsOptions

Select Select 
“C t t ”“C t t ”“Contracts” or “Contracts” or 
“Projects” and “Projects” and 
click “Get click “Get 
Report”Report”
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Report FieldsReport FieldsReport FieldsReport Fields

 When the selection is made, the system displays When the selection is made, the system displays 
the report for all the report for all HSUHSU or or CAUCAU Users in the Users in the 
Coordinator’s portfolio:Coordinator’s portfolio:
–– User IDUser ID

U NU N–– User NameUser Name

–– ContractContract

–– Effective Date of ActionEffective Date of Action–– Effective Date of ActionEffective Date of Action

–– Effective DateEffective Date

–– User StatusUser Status
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User Certification Report: ListingUser Certification Report: ListingUser Certification Report: ListingUser Certification Report: Listing

CertificationCertificationCertificationCertification
StatusStatus

Dropdown ListDropdown List
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User Certification Report User Certification Report 
Functionality: CertificationFunctionality: Certification

Check box nextCheck box next
to User ID and
click “Certify”

Without an approvedWithout an approved
UAAF, CoordinatorUAAF, Coordinator
will not be able towill not be able to

certifycertify
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User Certification Report User Certification Report 
Functionality: ExpirationFunctionality: Expiration Select property

and
click “Expire”
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User Certification Report User Certification Report 
Functionality:  Expiration (Cont.)Functionality:  Expiration (Cont.)

 When the “When the “Expire”Expire” button is clicked, a button is clicked, a 
coordinator must confirm:coordinator must confirm:
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Coordinator Cert Report Coordinator Cert Report 
FunctionalityFunctionality

 Coordinator Cert Report:Coordinator Cert Report:

–– View the certification status andView the certification status andView the certification status and View the certification status and 
effective dates of contract(s)/project(s) effective dates of contract(s)/project(s) 
in their portfolioin their portfolioin their portfolio.in their portfolio.

–– In previous versions, Coordinators were In previous versions, Coordinators were 
unable to determine their userunable to determine their userunable to determine their user unable to determine their user 
certification status, without contacting certification status, without contacting 
HUD’s MF Help DeskHUD’s MF Help DeskHUD s MF Help Desk.HUD s MF Help Desk.
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Coordinator Cert Report: Coordinator Cert Report: 
LocationLocation

Coordinator CertCoordinator Cert
Report
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Coordinator Cert Report: Coordinator Cert Report: 
DetailsDetails
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Enterprise Income Verification (EIV) Enterprise Income Verification (EIV) 
8.1.1 Instructional Course8.1.1 Instructional Course

December 16, 2008 (Day One, Part Two)December 16, 2008 (Day One, Part Two)



Section III. Security Awareness Section III. Security Awareness 
T i iT i iTrainingTraining



Discussion TopicsDiscussion TopicsDiscussion TopicsDiscussion Topics

 Securing Privacy Act Data in EIVSecuring Privacy Act Data in EIV

 Security SafeguardsSecurity Safeguards Security SafeguardsSecurity Safeguards

 Security Awareness Training Security Awareness Training 
QuestionnaireQuestionnaireQuestionnaireQuestionnaire
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Securing Privacy Act Data in EIV Securing Privacy Act Data in EIV 
How Secure is Your EIV Data?How Secure is Your EIV Data?



Why is it so important to secure Why is it so important to secure 
the tenant data contained in EIV?the tenant data contained in EIV?
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Protecting the Confidentiality Protecting the Confidentiality 
of EIV Informationof EIV Information

 Income Information Income Information reports contain reports contain 
sensitive data, including:sensitive data, including:
–– Social Security Number (SSN)Social Security Number (SSN)
–– Full Dates of Birth (DOB)Full Dates of Birth (DOB)
–– First and Last NamesFirst and Last Names
–– Physical Address of Tenant FamiliesPhysical Address of Tenant Families
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Protecting the Confidentiality of Protecting the Confidentiality of 
EIV Information (Cont.)EIV Information (Cont.)

 Information is not to be shared with Information is not to be shared with 
anyone not authorized to have itanyone not authorized to have it

 Prevent its use for fraudulent purposes Prevent its use for fraudulent purposes 
(e.g. identity theft)(e.g. identity theft)

Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration

126126



PRIVACY ACT PRIVACY ACT 
5 U.S.C 5 U.S.C §§ 552a552a

§ 2 d i i d Complete§ 552a. Records maintained on 
individuals 
(a) Definitions For purposes of

Complete
Language

Available on (a) Definitions For purposes of 
this section-- (1) the term 
"agency" means agency as 
defined in section 552(f) of

a ab e o
HUD website

defined in section 552(f) of 
this title; (2) the term 
"individual" means a citizen of 
the United States or an… alien 
lawfully admitted for 
permanent residence;
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PRIVACY ACT 5 U.S.C PRIVACY ACT 5 U.S.C §§ 552a 552a –– Key Key §§ yy
Statutory ProvisionsStatutory Provisions

 Individual NoticeIndividual Notice: Individuals must be informed : Individuals must be informed 
of the authority, principal purpose(s) for which of the authority, principal purpose(s) for which 
the information is being collected and used, and the information is being collected and used, and 
the effect on the individual for not providing the the effect on the individual for not providing the 
requested information (Privacy Act Notice)requested information (Privacy Act Notice)requested information.  (Privacy Act Notice)requested information.  (Privacy Act Notice)

 This is achieved through form HUDThis is achieved through form HUD‐‐9887, 9887, 
located at:located at:located at: located at: 
http://www.hud.gov/offices/adm/hudclips/forhttp://www.hud.gov/offices/adm/hudclips/for
ms/files/9887.pdfms/files/9887.pdf/ / p/ / p
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PRIVACY ACT 5 U.S.C PRIVACY ACT 5 U.S.C §§ 552a 552a –– Key Key §§ yy
Statutory Provisions  (Cont.)Statutory Provisions  (Cont.)

 Public NoticePublic Notice: The public must be informed, by : The public must be informed, by 
Federal Register Notice, of the system of Federal Register Notice, of the system of 
records housing confidential individual records housing confidential individual 
information, routine uses of such information, information, routine uses of such information, 
and the policies and procedures of the agencyand the policies and procedures of the agencyand the policies and procedures of the agency and the policies and procedures of the agency 
regarding storage, retrieval, controls, retention, regarding storage, retrieval, controls, retention, 
and disposal of records. (See EIV System ofand disposal of records. (See EIV System ofand disposal of records. (See EIV System of and disposal of records. (See EIV System of 
Records Notice, 71 FR 45066, dated August 8, Records Notice, 71 FR 45066, dated August 8, 
2006.)   2006.)   
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PRIVACY ACT 5 U.S.C PRIVACY ACT 5 U.S.C §§ 552a 552a –– Key Key §§ yy
Statutory Provisions (Cont.)Statutory Provisions (Cont.)

 Security SafeguardsSecurity Safeguards: The agency must establish : The agency must establish 
administrativeadministrative, , technicaltechnical, and , and physicalphysical
safeguards, discussed later in this presentation, safeguards, discussed later in this presentation, 
that owners and management agents (O/As) that owners and management agents (O/As) 
must implement at their properties to ensuremust implement at their properties to ensuremust implement at their properties to ensure must implement at their properties to ensure 
the security and confidentiality of tenant the security and confidentiality of tenant 
records. See System Security Measures webrecords. See System Security Measures webrecords. See System Security Measures web records. See System Security Measures web 
page at: page at: 
http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/security.http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/security.
cfmcfm
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EIV Data for Official HUD Use OnlyEIV Data for Official HUD Use OnlyEIV Data for Official HUD Use OnlyEIV Data for Official HUD Use Only

 EIV data EIV data ISIS only to be disclosed to only to be disclosed to 
authorized individuals, and used in authorized individuals, and used in ,,
connection with the administration of connection with the administration of 
HUD rental assistance programs. HUD rental assistance programs. p gp g
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EIV Data for Official HUD Use Only EIV Data for Official HUD Use Only 
(Cont.)(Cont.)

 Official HUD use includes:Official HUD use includes:
–– Verification of employment and income;Verification of employment and income;p y ;p y ;

 at recertificationat recertification

 can be used at other times but must be described can be used at other times but must be described 
in O/A’s policies and proceduresin O/A’s policies and procedures

–– Monitoring and auditing O/A operations; and Monitoring and auditing O/A operations; and 

–– Preventing and investigating cases of fraud, Preventing and investigating cases of fraud, 
waste and abuse in HUD rental assistance waste and abuse in HUD rental assistance 
programs. programs. 
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EIV Data for Official HUD Use Only EIV Data for Official HUD Use Only 
(Cont.)(Cont.)

 EIV EIV IS NOTIS NOT to be used to police tenants. to be used to police tenants. 
For example, random checks of EIV data For example, random checks of EIV data p ,p ,
on a particular tenant must not be done.on a particular tenant must not be done.
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Authorized DisclosureAuthorized DisclosureAuthorized DisclosureAuthorized Disclosure

 EIV Data may only be disclosed to:EIV Data may only be disclosed to:
–– O/AsO/As
Service Bureaus (considered extension of O/As)Service Bureaus (considered extension of O/As)–– Service Bureaus (considered extension of O/As)Service Bureaus (considered extension of O/As)

–– Contract Administrators (CAs)Contract Administrators (CAs)
–– Independent Public Auditors (IPAs)Independent Public Auditors (IPAs)
–– HUD staffHUD staff
–– HUD Office of Inspector General (OIG) for HUD Office of Inspector General (OIG) for 
investigative purposesinvestigative purposes

–– Individual to whom the record pertains (at their Individual to whom the record pertains (at their 
request)request)
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Unauthorized DisclosureUnauthorized DisclosureUnauthorized DisclosureUnauthorized Disclosure

 EIV data must not be disclosed in any way EIV data must not be disclosed in any way 
that would violate the privacy of the that would violate the privacy of the p yp y
individuals.individuals.

 For example to any third parties such asFor example to any third parties such as For example, to any third parties such as For example, to any third parties such as 
government agencies, friends and government agencies, friends and 
relatives or to parties participating in IRSrelatives or to parties participating in IRSrelatives, or to parties participating in IRS relatives, or to parties participating in IRS 
Tax Credit and Rural Housing Section 515 Tax Credit and Rural Housing Section 515 
programs.programs.programs.programs.
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SanctionsSanctionsSanctionsSanctions

 Willful, and even unintentional,  Willful, and even unintentional,  
disclosure or inspection of EIV data can disclosure or inspection of EIV data can 
result in civil and criminal penalties.result in civil and criminal penalties.
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Sanctions (Cont )Sanctions (Cont )Sanctions (Cont.)Sanctions (Cont.)

 Unauthorized DisclosureUnauthorized Disclosure –– felony felony 
conviction and fine up to $5,000 or conviction and fine up to $5,000 or p $ ,p $ ,
imprisonment up to five (5) years, as well imprisonment up to five (5) years, as well 
as civil damages.as civil damages.gg

 Unauthorized InspectionUnauthorized Inspection –– misdemeanor misdemeanor 
penalty of up to $1 000 and/or one (1)penalty of up to $1 000 and/or one (1)penalty of up to $1,000 and/or one (1) penalty of up to $1,000 and/or one (1) 
year imprisonment, as well as civil year imprisonment, as well as civil 
damages.damages.damages.damages.

Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration

137137



EIV Warning PageEIV Warning PageEIV Warning PageEIV Warning Page

 Before accessing the EIV system, all EIV Before accessing the EIV system, all EIV 
users must users must AcknowledgeAcknowledge they understand:they understand:gg yy
–– Conditions of the Privacy Act of 1974Conditions of the Privacy Act of 1974

–– Access is for official use onlyAccess is for official use only

–– Users are subject to civil and criminal penalties under Users are subject to civil and criminal penalties under 
the Privacy Act of 1974 for misuse of informationthe Privacy Act of 1974 for misuse of information

A i d t f (f HUDA i d t f (f HUD 9887) t b9887) t b–– A signed consent form (form HUDA signed consent form (form HUD‐‐9887) must be on 9887) must be on 
filefile
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EIV Warning Page (cont )EIV Warning Page (cont )EIV Warning Page (cont.)EIV Warning Page (cont.)
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Tenant or Family ConsentTenant or Family ConsentTenant or Family ConsentTenant or Family Consent

 The signed form HUDThe signed form HUD‐‐9887 must not be 9887 must not be 
older than 15 months.older than 15 months.

 Form HUDForm HUD‐‐9987 is available at: 9987 is available at: 
http://www hud gov/offices/adm/hudcliphttp://www hud gov/offices/adm/hudcliphttp://www.hud.gov/offices/adm/hudcliphttp://www.hud.gov/offices/adm/hudclip
s/forms/files/9887.pdfs/forms/files/9887.pdf
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SSecurityecurity SafeguardsSafeguardsSSecurity ecurity SafeguardsSafeguards

Safeguarding EIV DataSafeguarding EIV DataSafeguarding EIV DataSafeguarding EIV Data



Safeguard CategoriesSafeguard CategoriesSafeguard CategoriesSafeguard Categories

Safeguard Description

T h i l A h EIVTechnical Access to the EIV system

Administrative Use of the EIV systemy

Physical Handling of information 
originating from EIV whetheroriginating from EIV, whether 
online or in print. 
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Technical SafeguardsTechnical SafeguardsTechnical SafeguardsTechnical Safeguards

 Identify and authenticate all users seeking Identify and authenticate all users seeking 
access to the EIV system dataaccess to the EIV system datayy

 EIV users must:EIV users must:
–– Have a valid WASS User ID and passwordHave a valid WASS User ID and passwordpp

–– Not access system using another user’s identityNot access system using another user’s identity

–– IDs and passwords must not be sharedIDs and passwords must not be shared

–– The user has agreed to this when checking the Rules The user has agreed to this when checking the Rules 
of Behavior acceptance box when applying for of Behavior acceptance box when applying for 
Coordinator or User access to the systemCoordinator or User access to the systemCoordinator or User access to the systemCoordinator or User access to the system
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Technical Safeguards: EIV Access Technical Safeguards: EIV Access 
RequirementsRequirements

 All users must apply and be approved for All users must apply and be approved for 
access to EIVaccess to EIV

 To do this, all users must complete and To do this, all users must complete and 
sign the EIV Security Awareness Trainingsign the EIV Security Awareness Trainingsign the EIV Security Awareness Training sign the EIV Security Awareness Training 
Questionnaire for Multifamily Housing Questionnaire for Multifamily Housing 
ProgramsProgramsProgramsPrograms

Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration

144144



Technical Safeguards: Technical Safeguards: 
CertificationCertification

 Be Certified:Be Certified:
–– EIV Coordinators EIV Coordinators –– AnnuallyAnnually
–– EIV Users EIV Users –– QuarterlyQuarterly
–– Access is terminated by the system should Access is terminated by the system should y yy y
user not be certified within the user not be certified within the 
established grace period.  established grace period.  
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Timetable forTimetable for UserUser CertificationCertificationTimetable for Timetable for UserUser CertificationCertification

QTR
Quarter Certify Access Expired QTR
Dates

y
By

p
12:00 A.M. EST

1 Jan. 1 – A 29 A il 301 Ja
Mar. 31 Apr. 29 April 30

2 Apr. 1 – Jul 30 Jul 312 p
June 30 Jul. 30 Jul. 31

3 July 1 – Oct 30 Oct 313 y
Sept. 30 Oct. 30 Oct. 31

4 Oct. 1 – Jan 30 Jan 314 Dec. 31 Jan. 30 Jan. 31
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Administrative SafeguardsAdministrative SafeguardsAdministrative SafeguardsAdministrative Safeguards

 O/As need to establish policies and procedures O/As need to establish policies and procedures 
governing use of EIV. governing use of EIV. 

O EIV b d li i d dO EIV b d li i d d Once EIV becomes mandatory, policies and procedures Once EIV becomes mandatory, policies and procedures 
for using EIV reports and search options will need to be for using EIV reports and search options will need to be 
recorded and provided to staff at the property or recorded and provided to staff at the property or 
agency. agency. 

 For example, if used as a method for screening For example, if used as a method for screening 
applicants use of the “Existing Tenant Search” must beapplicants use of the “Existing Tenant Search” must beapplicants, use of the  Existing Tenant Search  must be applicants, use of the  Existing Tenant Search  must be 
described in the Tenant Selection Plan (TSP), as described in the Tenant Selection Plan (TSP), as 
applicant screening criteria is a requirement for TSP.applicant screening criteria is a requirement for TSP.
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Administrative Safeguards Administrative Safeguards 
(Cont.)(Cont.)

 Another example: Another example: 
–– Use of the “Income Discrepancy Report,” Use of the “Income Discrepancy Report,” p y p ,p y p ,
monthly, quarterly, etc., as policies and monthly, quarterly, etc., as policies and 
procedures must be consistently and equally procedures must be consistently and equally 
applied to participating families.  applied to participating families.  
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Administrative Safeguards: Level Administrative Safeguards: Level 
of Accessof Access

 Access rights and responsibilities for users Access rights and responsibilities for users 
must be appropriate.must be appropriate.pp ppp p

 Rights should be modified or revoked, as Rights should be modified or revoked, as 
appropriate; for example in cases whereappropriate; for example in cases whereappropriate; for example, in cases where appropriate; for example, in cases where 
an employee has a change in duties or an employee has a change in duties or 
employment is terminatedemployment is terminatedemployment is terminated.employment is terminated.
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Administrative Safeguards: Data Administrative Safeguards: Data 
RetentionRetention

 EIV data/reports are destroyed at end of EIV data/reports are destroyed at end of 
retention period.retention period.pp

 At this time, the retention period is:At this time, the retention period is:
–– Two (2) years for National Directory of NewTwo (2) years for National Directory of New–– Two (2) years for National Directory of New Two (2) years for National Directory of New 
Hires (NDNH) data; and, Hires (NDNH) data; and, 

–– The term of tenancy plus three (3) years forThe term of tenancy plus three (3) years forThe term of tenancy plus three (3) years for The term of tenancy plus three (3) years for 
Social Security Administration (SSA) data. Social Security Administration (SSA) data. 
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Administrative Safeguards: Administrative Safeguards: 
Security Awareness Training Security Awareness Training 

 Conduct training at initial access and at Conduct training at initial access and at 
least annually thereafter.least annually thereafter.yy

 Maintain a record of all personnel who Maintain a record of all personnel who 
attend EIV security trainingattend EIV security trainingattend EIV security training.attend EIV security training.
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Administrative Safeguards: Administrative Safeguards: 
CommunicationCommunication

 Display Posters and Security BulletinsDisplay Posters and Security Bulletins

 Hold Discussion GroupsHold Discussion Groups Hold Discussion GroupsHold Discussion Groups

 Distribute EIV Manuals to EmployeesDistribute EIV Manuals to Employees
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Administrative Safeguards: Administrative Safeguards: 
Security BreachesSecurity Breaches

 Detect, deter, and report improper Detect, deter, and report improper 
disclosures, unauthorized access or disclosures, unauthorized access or ,,
security breaches to:security breaches to:
–– Your supervisorYour supervisorpp

–– HUD’s Multifamily Helpdesk via Email to: HUD’s Multifamily Helpdesk via Email to: 
MF_EIV@hud.govMF_EIV@hud.gov or phone at or phone at _ g_ g pp

11‐‐800800‐‐767767‐‐7588 7588 
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Administrative Safeguards: Administrative Safeguards: 
Security Breaches (Cont.)Security Breaches (Cont.)

 HUD’s Security OfficerHUD’s Security Officer
–– Tenant Rental Assistance Certification System Tenant Rental Assistance Certification System 
(TRACS)/EIV Mailbox at (TRACS)/EIV Mailbox at 
MF_TRACSSecurity@hud.govMF_TRACSSecurity@hud.gov

M il t (M k d C fid ti l)M il t (M k d C fid ti l) Mail to (Marked Confidential): Mail to (Marked Confidential): 
–– Department of Housing and Urban Department of Housing and Urban 
Development Office of Multifamily HousingDevelopment Office of Multifamily HousingDevelopment, Office of Multifamily Housing, Development, Office of Multifamily Housing, 
Attention: MF TRACS/EIV Security, 451 7Attention: MF TRACS/EIV Security, 451 7thth
Street SW, Room 6128, Washington, DC Street SW, Room 6128, Washington, DC 
20410 20410 
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Administrative Safeguards: Administrative Safeguards: 
Security Breaches (Cont.)Security Breaches (Cont.)

 OIG:OIG:
–– Call the Hotline tollCall the Hotline toll‐‐free Monday through free Monday through y gy g
Friday, 10:00 a.m. to 4:30 p.m., ET at 1Friday, 10:00 a.m. to 4:30 p.m., ET at 1‐‐800800‐‐
347347‐‐37353735

–– Fax information to (202) 708Fax information to (202) 708‐‐4829 4829 

–– EE‐‐mail information to mail information to Hotline@hudoig.govHotline@hudoig.gov. . 
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Administrative Safeguards: Administrative Safeguards: 
Security Breaches (Cont.)Security Breaches (Cont.)

 You can write to the Hotline at:You can write to the Hotline at:
–– HUD OIG Hotline, GFIHUD OIG Hotline, GFI,,

421 7421 7thth Street S.W.Street S.W.

Washington DC 20410Washington DC 20410Washington, DC 20410Washington, DC 20410
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Physical SafeguardsPhysical SafeguardsPhysical SafeguardsPhysical Safeguards

 Designate secure areasDesignate secure areas

 Control access to areaControl access to area Control access to areaControl access to area

 Restrict use of printers, copiers, facsimile Restrict use of printers, copiers, facsimile 
machines etc to only those individualsmachines etc to only those individualsmachines, etc. to only those individuals machines, etc. to only those individuals 
who are authorized to use EIVwho are authorized to use EIV
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Physical Safeguards (Cont )Physical Safeguards (Cont )Physical Safeguards (Cont.)Physical Safeguards (Cont.)

 Secure computer systems and outputSecure computer systems and output

 Store downloaded EIV data in a separateStore downloaded EIV data in a separate Store downloaded EIV data in a separate, Store downloaded EIV data in a separate, 
restricted access directoryrestricted access directory

 Label CDs containing EIV dataLabel CDs containing EIV data Label CDs containing EIV data Label CDs containing EIV data 
“Confidential” or “For Official Use Only”“Confidential” or “For Official Use Only”

L k i l (l k d fil bi )L k i l (l k d fil bi ) Lock in secure place (locked file cabinet)Lock in secure place (locked file cabinet)
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Physical Safeguards:Physical Safeguards:
PrintoutsPrintouts

 Do not leave EIV data unattendedDo not leave EIV data unattended
–– Retrieve as soon as printedRetrieve as soon as printedpp

–– Keep printouts locked upKeep printouts locked up

–– Prevent identity theftPrevent identity theftPrevent identity theft Prevent identity theft 
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Physical Safeguards: Physical Safeguards: 
Sign Off ComputerSign Off Computer

 Do not leave computer unattended with Do not leave computer unattended with 
EIV data displayed on screen EIV data displayed on screen p yp y

 Exit the system/lock computer when not Exit the system/lock computer when not 
at desk or when finished for the dayat desk or when finished for the dayat desk or when finished for the dayat desk or when finished for the day
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Physical Safeguards: Physical Safeguards: 
Sign Off Computer (Cont.)Sign Off Computer (Cont.)

 EIV will timeEIV will time‐‐out after 30 minutes of out after 30 minutes of 
inactivityinactivityyy

 Use a passwordUse a password‐‐protected screensaverprotected screensaver

 Do not select “Back to Secure Systems” toDo not select “Back to Secure Systems” to Do not select  Back to Secure Systems  to Do not select  Back to Secure Systems  to 
log out of EIVlog out of EIV
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Physical Safeguards:Physical Safeguards:
Welcome Page in EIVWelcome Page in EIV

Do Not Select
“B k t S“Back to Secure 

Systems”
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Physical Safeguards: Physical Safeguards: 
Sign Off Computer (Cont.)Sign Off Computer (Cont.)

 Selecting “Back to Secure Systems” to log Selecting “Back to Secure Systems” to log 
out of EIV leaves Web Access Secure out of EIV leaves Web Access Secure 
Systems (WASS) active, making it possible Systems (WASS) active, making it possible 
for unauthorized users to refor unauthorized users to re‐‐enter EIV enter EIV 
without entering a password.without entering a password.

 For the quickest safest way to exit theFor the quickest safest way to exit the For the quickest, safest way to exit the For the quickest, safest way to exit the 
system, click “x” in the upper right hand system, click “x” in the upper right hand 
corner in WASS.corner in WASS.corner in WASS.corner in WASS.
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Physical Safeguards: Exit OutPhysical Safeguards: Exit OutPhysical Safeguards: Exit OutPhysical Safeguards: Exit Out

InsteadInstead,
Exit Out “x” of 

WASS
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Physical Safeguards: Disposal of Physical Safeguards: Disposal of 
InformationInformation

 Secure disposal of EIV informationSecure disposal of EIV information
–– Destroy as soon as it has served its purpose Destroy as soon as it has served its purpose y p py p p
as prescribed by HUD’s policies and as prescribed by HUD’s policies and 
procedures.procedures.

–– For HHS data, file should be noted with date For HHS data, file should be noted with date 
EIV data was destroyed.EIV data was destroyed.

 Burning and shredding are two examples Burning and shredding are two examples 
of acceptable ways to destroy EIV data.of acceptable ways to destroy EIV data.
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Security Awareness Training Security Awareness Training 
Q i iQ i iQuestionnaire Questionnaire 



Security Awareness Training Security Awareness Training 
QuestionnaireQuestionnaire

 Purpose:Purpose:
–– Increase awareness for protecting third party Increase awareness for protecting third party 
verification data contained in EIV and all data verification data contained in EIV and all data 
covered by the Privacy Act of 1974covered by the Privacy Act of 1974
Reinforce EIV user responsibility for usingReinforce EIV user responsibility for using–– Reinforce EIV user responsibility for using Reinforce EIV user responsibility for using 
and/or sharing the EIV dataand/or sharing the EIV data

 Completion is voluntary but necessary toCompletion is voluntary but necessary to Completion is voluntary, but necessary to Completion is voluntary, but necessary to 
receive EIV access.receive EIV access.

 Must be signed when completedMust be signed when completed Must be signed when completed.Must be signed when completed.
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Who Must Complete the Who Must Complete the 
Questionnaire? Questionnaire? 

 New usersNew users –– must complete at time of must complete at time of 
application for access.application for access.pppp

 Existing usersExisting users –– both Coordinators and both Coordinators and 
Users must complete the questionnaire atUsers must complete the questionnaire atUsers must complete the questionnaire at Users must complete the questionnaire at 
time of recertification and annually time of recertification and annually 
thereafterthereafterthereafter.thereafter.
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Questionnaires for EIV Questionnaires for EIV 
Coordinators and UsersCoordinators and Users

 Separate questionnaires for EIV Separate questionnaires for EIV 
Coordinators and UsersCoordinators and Users
–– Both questionnaires are available on the EIV Both questionnaires are available on the EIV 
Application and Online Access for Multifamily Application and Online Access for Multifamily 
Housing Programs Website at: Housing Programs Website at: 
http://www.hud.gov/offices/hsg/mfh/rhiiphttp://www.hud.gov/offices/hsg/mfh/rhiip
/ i / i df/ i / i df/eiv/securityawareness.pdf/eiv/securityawareness.pdf
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MF EIV Application and Online MF EIV Application and Online pppp
Access WebsiteAccess Website

EIV Security
Awareness 

Training
Questionnaire
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File MaintenanceFile MaintenanceFile Maintenance File Maintenance 

 The Security Awareness Training The Security Awareness Training 
Questionnaire must be kept on file and Questionnaire must be kept on file and 
made available for review during made available for review during 
management and occupancy review management and occupancy review 
(MOR) dit(MOR) dit(MOR) or audit.(MOR) or audit.

 If not, EIV access will be terminated until If not, EIV access will be terminated until 
i t ti i bi t ti i bappropriate questionnaire can be appropriate questionnaire can be 

presented.presented.
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Security Awareness TrainingSecurity Awareness TrainingSecurity Awareness TrainingSecurity Awareness Training

 HUD intends to continue providing annual HUD intends to continue providing annual 
security awareness training for EIV users. security awareness training for EIV users. y gy g

 O/As are strongly encouraged to also O/As are strongly encouraged to also 
conduct security awareness training atconduct security awareness training atconduct security awareness training at conduct security awareness training at 
least annually.least annually.

 These training sessions will help to ensureThese training sessions will help to ensure These training sessions will help to ensure These training sessions will help to ensure 
proper use of EIV.proper use of EIV.
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S i IV EIV M d lS i IV EIV M d lSection IV. EIV ModulesSection IV. EIV Modules



Discussion TopicsDiscussion TopicsDiscussion TopicsDiscussion Topics

 Income InformationIncome Information
–– Search by Subsidy ContractSearch by Subsidy Contracty yy y

–– Search by Project NumberSearch by Project Number

–– Search by Head of HouseholdSearch by Head of HouseholdSearch by Head of HouseholdSearch by Head of Household
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Discussion Topics (Cont )Discussion Topics (Cont )Discussion Topics (Cont.)Discussion Topics (Cont.)

 Verification ReportsVerification Reports
–– Existing Tenant SearchExisting Tenant Search
–– Multiple Subsidy ReportMultiple Subsidy Report
–– Identity Verification ReportIdentity Verification Report

 Failed PreFailed Pre‐‐Screening ReportScreening Report

–– Deceased Tenant ReportDeceased Tenant Report

 Coordinator Access RequestsCoordinator Access Requests
 User Access RequestsUser Access Requests
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Income InformationIncome InformationIncome InformationIncome Information

 Income InformationIncome Information:  :  Allows users to Allows users to 
search and view tenant income and search and view tenant income and 
benefits information by three options:benefits information by three options:
–– by Subsidy Contract by Subsidy Contract y yy y

–– by Project Numberby Project Number

–– by Head of Household (HOH)by Head of Household (HOH)by Head of Household (HOH)by Head of Household (HOH)
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Income Information
Search Options
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Search by Subsidy Contract Search by Subsidy Contract ––
E t l UE t l UExternal UsersExternal Users

Select aSelect a 
Contract(s), 
Re-
certification 
Month,  and 
click “Go”
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Search by Subsidy Contract Search by Subsidy Contract ––
Internal User (HFU)Internal User (HFU)

Enter a 
Contract 
N bNumber 
<OR> Select a 
Contract(s)Contract(s) 
and Re-
certification 
Month,  and 
click “Go”
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Search by Subsidy Contract Search by Subsidy Contract ––
ResultsResults

 Only the subsidy contracts that have been Only the subsidy contracts that have been 
assigned to the user’s User ID will appear in the assigned to the user’s User ID will appear in the 
selection field; and, selection field; and, 

 Only the tenants that have a recertification in Only the tenants that have a recertification in 
h h l d ll hh h l d ll hthe month selected will appear in the reports the month selected will appear in the reports 
generated by this query.  generated by this query.  

If th i h t ll t t thIf th i h t ll t t th If the user wishes to see all tenants, the If the user wishes to see all tenants, the 
recertification month of ALL may be selected.recertification month of ALL may be selected.
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Search by Subsidy Contract Search by Subsidy Contract ––
Monthly Report SummaryMonthly Report Summary

Lists available 
Report Types 
f S l t dfor Selected 
Contract(s)
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Search by Subsidy Contract Search by Subsidy Contract ––y yy y
Monthly Report Summary (Cont.)Monthly Report Summary (Cont.)

 Listed reports are displayed when the Listed reports are displayed when the 
subsidy contract query is run.  subsidy contract query is run.  y q yy q y

 A report can be accessed, if there is at A report can be accessed, if there is at 
least one (1) HOH in the reportleast one (1) HOH in the reportleast one (1) HOH in the report.least one (1) HOH in the report.
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Search by Project Number Search by Project Number ––
External Users External Users 

Select aSelect a 
Project(s), 
Re-
certification 
Month,  and 
click “Go”
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Search By Project Number Search By Project Number ––
Internal User (HFU)Internal User (HFU)

Enter aEnter a 
Project  
NumberNumber 
<OR> Select 
a Project(s) j ( )
and Re-
certification 
M th dMonth,  and 
click “Go”
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Search by Project Number Search by Project Number ––
ResultsResults

 Only the project numbers that have been Only the project numbers that have been 
assigned to the user’s User ID will appear in the assigned to the user’s User ID will appear in the 
selection field; and,selection field; and,

 Only the tenants that have a recertification in Only the tenants that have a recertification in 
h h l d ll hh h l d ll hthe month selected will appear in the reports the month selected will appear in the reports 
generated by this query.  generated by this query.  

If th i h t ll t t thIf th i h t ll t t th If the user wishes to see all tenants, the If the user wishes to see all tenants, the 
recertification month of ALL may be selected.recertification month of ALL may be selected.
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Search by Project Number Search by Project Number ––
M thl R t SM thl R t SMonthly Report SummaryMonthly Report Summary

Lists available 
Report Types 
for Selected 
Project(s)
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Search by Head of Search by Head of 
Household Household –– External UsersExternal Users

Enter theEnter the 
HOH’s SSN, 
select aselect a 
Contract 
<OR> Project  j
Number, and 
click “Go”
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Search by Head of Household Search by Head of Household ––
Internal User (HFU)Internal User (HFU)

EnterEnter 
the 
HOH’s 
SSN, 
Contract 
<OR><OR> 
Project  
NumberNumber, 
and click 
“Go”
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Head of Household Head of Household ––
DisplaysSummary ReportSummary Report Displays 
the 
“IdentityIdentity 
Verification 
Status” of 
family 
members
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Head of Household Head of Household ––
Summary Report (Cont.)Summary Report (Cont.)

 The HOH summary report takes the user The HOH summary report takes the user 
directly to summary information directly to summary information y yy y
pertaining to the specific tenant.  pertaining to the specific tenant.  

 Includes the “Identify Verification Status”Includes the “Identify Verification Status” Includes the  Identify Verification Status  Includes the  Identify Verification Status  
of all family members.of all family members.
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Identity Verification Status Identity Verification Status 
DescriptionsDescriptions

 VerifiedVerified: Tenant SSN, Last Name and DOB : Tenant SSN, Last Name and DOB 
combination have been verified by SSA. combination have been verified by SSA. 

ifi difi d d h bd h b Not VerifiedNot Verified: : Tenant record has not been sent Tenant record has not been sent 
to SSA or not yet processed by HUD after being to SSA or not yet processed by HUD after being 
received from SSA.received from SSA.received from SSA. received from SSA. 

 FailedFailed: : Tenant SSN, Last Name and DOB Tenant SSN, Last Name and DOB 
combination failed SSA verification. combination failed SSA verification. 

 DeceasedDeceased: According to SSA records, the tenant : According to SSA records, the tenant 
with SSN, Last Name, and DOB combination is with SSN, Last Name, and DOB combination is 
deceaseddeceaseddeceased.deceased.
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Verification ReportsVerification ReportsVerification ReportsVerification Reports

 Verification ReportsVerification Reports:: Allows users to Allows users to 
search for tenant subsidies information search for tenant subsidies information 
and obtain household verification and obtain household verification 
information. information. 
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Verification Reports
Search Options
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Verification Reports OptionsVerification Reports OptionsVerification Reports OptionsVerification Reports Options

 Existing Tenant SearchExisting Tenant Search

 Multiple Subsidy ReportMultiple Subsidy Report Multiple Subsidy ReportMultiple Subsidy Report

 Identity Verification ReportIdentity Verification Report
F il d PF il d P i R ti R t–– Failed PreFailed Pre‐‐screening Reportscreening Report

 Deceased Tenant ReportDeceased Tenant Report
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Existing Tenant 
Search
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Existing Tenant SearchExisting Tenant SearchExisting Tenant Search Existing Tenant Search 

 Shows whether an individual is or may be Shows whether an individual is or may be 
receiving subsidies in Public and Indian receiving subsidies in Public and Indian gg
Housing (PIH) and/or Multifamily (MF) Housing (PIH) and/or Multifamily (MF) 
Housing Programs.Housing Programs.g gg g

 If the person is not receiving any If the person is not receiving any 
subsidies EIV will display a message thatsubsidies EIV will display a message thatsubsidies, EIV will display a message that subsidies, EIV will display a message that 
no match has been found (one message no match has been found (one message 
for PIH and one for MF Housing Programs)for PIH and one for MF Housing Programs)for PIH and one for MF Housing Programs)for PIH and one for MF Housing Programs)
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Searching for Tenants Receiving Searching for Tenants Receiving 
E i ti S b idE i ti S b idExisting SubsidyExisting Subsidy

Enter anyEnter any 
household 
member’s SSNmember s SSN 
and click “Get 
Report”p
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No Match for Existing Tenant No Match for Existing Tenant 
SubsidySubsidy
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Match for Existing Tenant Match for Existing Tenant 
SubsidySubsidy
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Match for Existing Tenant Match for Existing Tenant 
Subsidy (Cont.)Subsidy (Cont.)

 The Report only shows property or unit The Report only shows property or unit 
address where an applicant may be address where an applicant may be pp ypp y
receiving assistance.  receiving assistance.  

 On the Report the property or unitOn the Report the property or unit On the Report, the property or unit On the Report, the property or unit 
address is shown along with the last four address is shown along with the last four 
(4) digits of the SSN of the HOH(4) digits of the SSN of the HOH(4) digits of the SSN of the HOH.(4) digits of the SSN of the HOH.

 The report does not provide income.The report does not provide income.
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Match for Existing Tenant Match for Existing Tenant 
Subsidy (Cont.)Subsidy (Cont.)
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Match for Existing Tenant Match for Existing Tenant 
Subsidy (Cont.)Subsidy (Cont.)
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Use/Benefits of Existing Tenant Use/Benefits of Existing Tenant 
Search OptionSearch Option

 HUD strongly encourages O/As to use the HUD strongly encourages O/As to use the 
Existing Tenant Search Existing Tenant Search beforebefore admitting admitting gg gg
new applicantsnew applicants into subsidized into subsidized 
properties.properties.p pp p

 O/As should inquire about and follow up O/As should inquire about and follow up 
on all “Matches” before family admissionon all “Matches” before family admissionon all  Matches  before family admission. on all  Matches  before family admission. 
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Use/Benefits of Existing Tenant Use/Benefits of Existing Tenant 
Search Option (Cont.)Search Option (Cont.)

 The search can be performed for all The search can be performed for all 
members of the household that have members of the household that have 
SSNs, including children.SSNs, including children.

 Will help to reduce instances of familiesWill help to reduce instances of families Will help to reduce instances of families Will help to reduce instances of families 
receiving multiple subsidies.receiving multiple subsidies.
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Multiple Subsidy 
Report
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Multiple Subsidy Report SearchesMultiple Subsidy Report SearchesMultiple Subsidy Report Searches Multiple Subsidy Report Searches 

 Within MF Programs Only:Within MF Programs Only:
–– Provides a list of tenants who receive Provides a list of tenants who receive 
assistance under more than one contract or assistance under more than one contract or 
project under the user’s multifamily program project under the user’s multifamily program 
portfolio.portfolio.

 Within MF and PIH:Within MF and PIH:
–– Provides a list of tenants who receive Provides a list of tenants who receive 
assistance under both MF Housing and PIH assistance under both MF Housing and PIH 
programs.programs.
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Searching for Multiple Subsidy Searching for Multiple Subsidy 
Report Report –– External UsersExternal Users

Select aSelect a 
Contract(s) or 
Project(s) and j ( )
Search within 
MF only or  
within MF and 
PIH and click 
“Search”Search
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Searching for Multiple Subsidy Searching for Multiple Subsidy 
R tR t I t l UI t l UReport Report –– Internal UsersInternal Users

Enter or selectEnter or select 
a Contract(s) 
<OR> enter<OR> enter 
or select a  
Project(s), j ( ),
select search 
option, and 
li k “S h”click “Search”
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Multiple Subsidy Report Multiple Subsidy Report –– Within Within 
MF P O lMF P O lMF Programs OnlyMF Programs Only
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Multiple Subsidy Report Multiple Subsidy Report –– Within Within 
MF Programs Only (Cont.)MF Programs Only (Cont.)

 When the Report displays, a listing of all When the Report displays, a listing of all 
members within the property will appear.  members within the property will appear.  p p y ppp p y pp
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Multiple Subsidy Report Multiple Subsidy Report ––
Multiple Subsidy MF Only (Cont.)Multiple Subsidy MF Only (Cont.)
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Multiple Subsidy Report Multiple Subsidy Report ––
Multiple Subsidy MF Only (Cont.)Multiple Subsidy MF Only (Cont.)

 Detail ReportsDetail Reports tab displays an entire list tab displays an entire list 
of the members identified as receiving of the members identified as receiving gg
multiple subsidies. multiple subsidies. 

 TheThe Summary ReportsSummary Reports tabtab does notdoes not The The Summary Reports Summary Reports tabtab does not does not 
provide links to individual SSNs; all details provide links to individual SSNs; all details 
are found on theare found on the Detail ReportsDetail Reports tabtabare found on the are found on the Detail Reports Detail Reports tab.tab.
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Multiple Subsidy Report Multiple Subsidy Report ––
Multiple Subsidy MF Only (Cont.)Multiple Subsidy MF Only (Cont.)

 The The Detail Reports Detail Reports shows the other shows the other 
property where the individual may be property where the individual may be p p y yp p y y
receiving subsidy and also the last four (4) receiving subsidy and also the last four (4) 
digits of the HOH SSN.digits of the HOH SSN.gg

 O/As are encouraged to enter unit O/As are encouraged to enter unit 
address in TRACS for existing tenants; thisaddress in TRACS for existing tenants; thisaddress in TRACS for existing tenants; this address in TRACS for existing tenants; this 
will populate the Unit Address field on the will populate the Unit Address field on the 
Report.Report.Report. Report. 
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Multiple Subsidy Report Multiple Subsidy Report –– Within Within p y pp y p
MF and PIH MF and PIH 
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Multiple Subsidy Report Multiple Subsidy Report –– Within Within p y pp y p
MF and PIH (Cont.)MF and PIH (Cont.)
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Multiple Subsidy Report Multiple Subsidy Report –– Within Within 
MF and PIH (Cont.)MF and PIH (Cont.)

 At the bottom of the Report, as shown on At the bottom of the Report, as shown on 
the previous slide, is the unit address for the previous slide, is the unit address for p ,p ,
the public housing property where the the public housing property where the 
tenant may also be receiving subsidy.tenant may also be receiving subsidy.y g yy g y
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Use/Benefits of Multiple Subsidy Use/Benefits of Multiple Subsidy 
ReportReport

 HUD strongly encourages O/As use this HUD strongly encourages O/As use this 
report periodically and during family report periodically and during family p p y g yp p y g y
annual reannual re‐‐certifications to check whether certifications to check whether 
an an existingexisting subsidized family member, subsidized family member, gg y ,y ,
under the O/A’s portfolio, is receiving under the O/A’s portfolio, is receiving 
more than one subsidy within MF Housing more than one subsidy within MF Housing y gy g
programs or within MF Housing and PIH. programs or within MF Housing and PIH. 
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Use/Benefits of Multiple Subsidy Use/Benefits of Multiple Subsidy 
Report (Cont.)Report (Cont.)

 O/As should inquire about and follow up O/As should inquire about and follow up 
on all “Records Found” upon detection. on all “Records Found” upon detection. pp

 Using this search option will help to Using this search option will help to 
reduce instances of families receivingreduce instances of families receivingreduce instances of families receiving reduce instances of families receiving 
multiple subsidies and subletting in multiple subsidies and subletting in 
subsidized propertiessubsidized propertiessubsidized properties.subsidized properties.
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Multiple Subsidy Report Multiple Subsidy Report 
StatisticsStatistics

On December 16, 2008:On December 16, 2008:

 1 090 projects had families potentially1 090 projects had families potentially 1,090 projects had families potentially 1,090 projects had families potentially 
receiving multiple subsidy paymentsreceiving multiple subsidy payments

 1 978 members or individuals potentially1 978 members or individuals potentially 1,978 members or individuals potentially 1,978 members or individuals potentially 
receiving multiple subsidyreceiving multiple subsidy

Th b i hi MF H iTh b i hi MF H i These numbers are within MF Housing These numbers are within MF Housing 
onlyonly
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Multiple Subsidy ReportMultiple Subsidy Report
False PositivesFalse Positives

 O/A fails to update family composition on O/A fails to update family composition on 
50059 for family where 17 year old 50059 for family where 17 year old y yy y
household member moves out into his or household member moves out into his or 
her own PIH unit when they turn 18 years her own PIH unit when they turn 18 years y yy y
old.old.

 O/A fails to enter MoveO/A fails to enter Move‐‐Out date inOut date in O/A fails to enter MoveO/A fails to enter Move Out date in Out date in 
TRACS to stop subsidy.TRACS to stop subsidy.
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Multiple Subsidy ReportMultiple Subsidy Report
False Positives (Cont.)False Positives (Cont.)

 Child who lives with their mother 50% of Child who lives with their mother 50% of 
the time and father 50% of the the time and father 50% of the 
time.time. Child is still on form HUDChild is still on form HUD‐‐50059 for 50059 for 
both families.both families.
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Identity VerificationIdentity Verification 
Report 
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Identity Verification ReportIdentity Verification ReportIdentity Verification ReportIdentity Verification Report

 Provides statistical information at HQs, by Provides statistical information at HQs, by 
Project or by Subsidy Contract of the Project or by Subsidy Contract of the j y yj y y
number of households and members number of households and members 
who: who: 
–– Were successfully verified by SSAWere successfully verified by SSA

–– Failed SSA verification, orFailed SSA verification, orFailed SSA verification, orFailed SSA verification, or

–– Failed EIV preFailed EIV pre‐‐screening process screening process 
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Searching for Identity Verification Searching for Identity Verification 
Report Report –– External UsersExternal Users

Select search 
tioption, a 

Contract(s) or 
Project(s), j ( ),
Recertification 
Month, and 
click “Getclick Get 
Report”
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Searching for Identity Verification Searching for Identity Verification 
Report Report –– Internal UsersInternal Users

Select searchSelect search 
option, enter a 
Contract or 
P j t l tProject, select 
Recertification 
Month, and click 
“Get Report”
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Identity Verification Report Identity Verification Report 
DetailsDetails
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Use/Benefits of Identity Use/Benefits of Identity 
Verification ReportVerification Report

 O/As should pull this report monthly to O/As should pull this report monthly to 
identify failed verifications for resolution.identify failed verifications for resolution.yy

 HUD and CAs will be able to pull this HUD and CAs will be able to pull this 
information from EIV at any time forinformation from EIV at any time forinformation from EIV, at any time, for information from EIV, at any time, for 
review and audit purposes. review and audit purposes. 
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Use/Benefits of Identity Use/Benefits of Identity 
Verification Report  (Cont.)Verification Report  (Cont.)

 O/As can easily identify invalid or O/As can easily identify invalid or 
unavailable SSNs in TRACS and correct or unavailable SSNs in TRACS and correct or 
have corrected in support of MF have corrected in support of MF 
Housing’s Automation Rule (24 CFR Housing’s Automation Rule (24 CFR g (g (
208.18) available at: 208.18) available at: 
http://www.hud.gov/offices/hsg/mfh/rhiihttp://www.hud.gov/offices/hsg/mfh/rhiip // g / / g/ /p // g / / g/ /
p/hudmfhsgautomationrule.pdfp/hudmfhsgautomationrule.pdf
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Identity Verification Report Identity Verification Report 
StatisticsStatistics

On December 16, 2008:On December 16, 2008:

 112 198 individuals had not been verified112 198 individuals had not been verified 112,198 individuals had not been verified 112,198 individuals had not been verified 
or had failed verificationor had failed verification

 91 5% of households had been verified91 5% of households had been verified 91.5% of households had been verified91.5% of households had been verified
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Failed PreFailed Pre‐‐screening Verification screening Verification 
ReportReport

 Identifies tenants for the selected Identifies tenants for the selected 
contract(s) and/or property(ies) that were contract(s) and/or property(ies) that were ( ) / p p y( )( ) / p p y( )
not sent to SSA for verification because not sent to SSA for verification because 
they failed the EIV prethey failed the EIV pre‐‐screening test.  screening test.  y py p gg
–– For example, SSN entered as 999For example, SSN entered as 999‐‐9999‐‐9999.  9999.  
TRACS extract would not recognize as a valid TRACS extract would not recognize as a valid 
SSN, and therefore not send to SSA for data SSN, and therefore not send to SSA for data 
match.match.
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Active Link on the Identity Active Link on the Identity 
Verification ReportVerification Report

Failed EIV Pre-
i R tscreening Report
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Failed PreFailed Pre‐‐screening Report screening Report 
Details Details 

 HOH SSNHOH SSN

 HOH NameHOH Name HOH NameHOH Name

 Contract NumberContract Number

M b SSNM b SSN Member SSNMember SSN

 Member NameMember Name

 Error DescriptionError Description
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EIV Failed PreEIV Failed Pre screening Reportscreening ReportEIV Failed PreEIV Failed Pre‐‐screening Reportscreening Report

 The Report reflects members “not The Report reflects members “not 
verified” in the “Identity Verification verified” in the “Identity Verification yy
Status,” discussed earlier.Status,” discussed earlier.

 On December 16 2008 there wereOn December 16 2008 there were On December 16, 2008, there were On December 16, 2008, there were 
21,045 households nationally on the 21,045 households nationally on the 
failed EIV Prefailed EIV Pre‐‐screening Reportscreening Reportfailed EIV Prefailed EIV Pre screening Report.screening Report.
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Use/Benefits of Failed PreUse/Benefits of Failed Pre‐‐
screening Reportscreening Report

 O/As should pull this report monthly to O/As should pull this report monthly to 
identify families and members who failed identify families and members who failed yy
the EIV prethe EIV pre‐‐screening test.screening test.

 HUD and CAs will be able to pull thisHUD and CAs will be able to pull this HUD and CAs will be able to pull this HUD and CAs will be able to pull this 
information from EIV, at any time, for information from EIV, at any time, for 
review and audit purposesreview and audit purposesreview and audit purposes. review and audit purposes. 
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Benefits of Failed PreBenefits of Failed Pre‐‐screening screening 
ReportReport

 Will alert O/As of errors in tenant Will alert O/As of errors in tenant 
identifiers for correction in TRACS identifiers for correction in TRACS 
necessary for SSA and HHS matching necessary for SSA and HHS matching 
purposes. purposes. p pp p

 It is important for O/As to keep current It is important for O/As to keep current 
and accurate records to maximize theand accurate records to maximize theand accurate records to maximize the and accurate records to maximize the 
effectiveness of the EIV system.effectiveness of the EIV system.
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Deceased Tenants 
Report
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Deceased Tenant ReportDeceased Tenant ReportDeceased Tenant ReportDeceased Tenant Report

 Provides basic information on households Provides basic information on households 
and household members who are and household members who are 
reported by SSA as deceased. reported by SSA as deceased. 
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Searching for Deceased Tenant Searching for Deceased Tenant 
Report Report –– External UsersExternal Users

Select search 
tioption, a 

Contract(s) or 
Project(s), j ( ),
Recertification 
Month, and 
click “Getclick Get 
Report”
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Searching for Deceased Searching for Deceased 
Tenant Report Tenant Report –– Internal UsersInternal Users

Select search 
option, a p ,
Contract(s) or 
Project(s), 
RecertificationRecertification 
month, and click 
“Get Report”
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Deceased Tenant Report StatisticsDeceased Tenant Report StatisticsDeceased Tenant Report StatisticsDeceased Tenant Report Statistics
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Use/Benefit of Deceased Tenant Use/Benefit of Deceased Tenant 
ReportReport

 O/As should use this report monthly to O/As should use this report monthly to 
identify families and members appearing identify families and members appearing y pp gy pp g
on the report that are still receiving on the report that are still receiving 
subsidy. subsidy. yy

 O/As should follow up with HOH, next of O/As should follow up with HOH, next of 
kin or emergency contact to confirmkin or emergency contact to confirmkin or emergency contact to confirm kin or emergency contact to confirm 
tenant is deceased, as report information tenant is deceased, as report information 
is approximately 90% accurate.is approximately 90% accurate.is approximately 90% accurate.is approximately 90% accurate.
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Use/Benefit of Deceased Tenant Use/Benefit of Deceased Tenant 
Report (Cont.)Report (Cont.)

 If the O/A finds that the tenant is not If the O/A finds that the tenant is not 
deceased, the O/A should encourage the deceased, the O/A should encourage the , / g, / g
tenant to contact the SSA to get the tenant to contact the SSA to get the 
discrepancy resolved.discrepancy resolved.p yp y

 Update form HUDUpdate form HUD‐‐50059 or, if necessary, 50059 or, if necessary, 
process a form HUDprocess a form HUD‐‐50059 to terminate50059 to terminateprocess a form HUDprocess a form HUD 50059 to terminate 50059 to terminate 
tenancy.tenancy.

Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration

243243



Use/Benefit of Deceased Tenant Use/Benefit of Deceased Tenant 
Report (Cont.)Report (Cont.)

 Will help to identify and reduce payment Will help to identify and reduce payment 
of HUD subsidies for deceased tenants.of HUD subsidies for deceased tenants.

 HUD and CAs will be able to pull this HUD and CAs will be able to pull this 
information from EIV at any time forinformation from EIV at any time forinformation from EIV, at any time, for information from EIV, at any time, for 
review and audit purposes. review and audit purposes. 
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Deceased Tenant Report Deceased Tenant Report 
StatisticsStatistics

On December 16, 2008:On December 16, 2008:

 5,396 households were represented as having a 5,396 households were represented as having a 
deceased memberdeceased member

–– 3,686 of these households were receiving 3,686 of these households were receiving 
subsidy in a single person household subsidy in a single person household 

 233 individuals may have been deceased for 233 individuals may have been deceased for 
greater than 1 year greater than 1 year 

 122 individuals may have been deceased for 122 individuals may have been deceased for 
hhgreater than 2 yearsgreater than 2 years
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Effective Use of Verification Effective Use of Verification 
ReportsReports

 The overall goal in using these reports is The overall goal in using these reports is 
to reduce the number and amount of to reduce the number and amount of 
improper subsidy payments made on improper subsidy payments made on 
behalf of ineligible families. behalf of ineligible families. gg

Department of Housing and Urban Development                    Department of Housing and Urban Development                    
Office of Housing Assistance and Grant AdministrationOffice of Housing Assistance and Grant Administration

246246


