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the Ofice of Inspector General Intent To Consolidate, Update, Delete,
and | nmpl enent Privacy Act Systens of Records

AGENCY: O fice of the Chief Information O fice, HUD.

ACTION: Notification of Consolidation, Update, Deletion, and
| mpl ementation of Privacy Act Systens of Records.

SUMVARY: Pursuant to the Privacy Act of 1974 (5 U. S.C. 552a), notice is
hereby given that HUD s Ofice of Inspector General (O G proposes to
consol i date, update and del ete Systens of Records (SORs) within its

exi sting repository of SORs, and establish a new SORs to be maintai ned
by the 13 Regi onal Special Agents in Charge nationw de and the Deputy
Assi stant | nspector General for Investigations in Washington, D.C. The
O G pursuant to the Privacy Act of 1974, currently maintains six SORs:
(1) Investigative Files of the Ofice of Inspector General (HUDAO G 1);
(2) Hotline Conplaint Files of the Ofice of Inspector General (HUD
OG2); (3) Nane Indices Systemof the Ofice of Inspector General
(HUD) O G 3); (4) Independent Auditor Monitoring Files of the Ofice of
I nspector Ceneral (HUD)O G 4); (5) Auto Audit of the Ofice of

I nspector Ceneral (HUD)O G5); and (6) Auto Investigation of the Ofice
of I nspector General (HUD O G 6). The notice for these SORs was | ast
publ i shed on May 22, 2000 (65 FR 33242). The O G al so proposes to
create a seventh systemof records, OG Gglio Information File (HUD
O G7). Accordingly, the notice, pursuant to 5 U. S.C. 552a(e)(4) and
(11), of the establishnment of a new systemof records follows: HUD O G
is updating its Gglio Policy and is thereby creating a new system of
records for which no public notice consistent with the provisions of 5
U S.C. section 552(e)(4) and (11) has been published, OG Gglio
Information File, HUDU O G 7. The file is being created to ensure that,
upon the request of a Requesting Oficial within the Departnment of
Justice, OG Gglio Oficials are able to provide the information
necessary to allow the prosecuting attorneys to nmeet their
constitutional obligations under the United States Suprene Court case
of Ggliov. United States, 405 U. S. 150 (1972), and the case |aw
followi ng that decision. A new routine use was established for prior 6
SORs effective Cctober 15, 2007, as noticed in the Federal Register on
Sept enmber 14, 2007 (72 FR 52572). The new routine use pernits

di scl osure of records to respond to breach of personally identifiable
information. This consolidation refers to that routine uses for all 7
O G SORs. This consolidation and update anends routine use 3 for HUD



O0G1l, HUWAO G2, HIDAOG3, HIDAOG4, HIDDOGS5, and HUDW O G6 to
all ow rel ease of records to assist housing authorities who take
personnel actions based on an O G audit or investigation.

An el eventh routine use is added to HUDO G 1, HUDYO G 2, HUD O G
3, HUWAO E5, and HUDUO G 6 to allow release of information to
licensing authorities regulating professional services, when the
records reveal conduct related to activities associated with a HUD
programthat is appropriate for possible admnistrative or disciplinary
sanctions, such as license revocation.

The A G has al so changed the nane of HUD) O G 6, Autoinvestigation
of the Ofice of Inspector CGeneral to HUD O G 6 Autoinvestigation and
t he Case Managenent |nformati on SubSystem (CM SS), whil e nmintaining
t he sane
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routine uses and attributes of HUDUO G 6. CMSS is an updated data
system of the investigative case files, fornerly maintained in Auto

I nvestigation, which will continue to maintain its information and
data. This consolidation also updates routine use 9 due to | egislation
(1 G Reform Act of 2008) enacted in 2008 changi ng the nane of the
President's Council on Integrity and Efficiency (PCIE) to the Council
of I nspectors Ceneral on Integrity and Efficiency (ClG E) and corrects
t he di sposition schedul e.

The O G also del etes two obsolete SORs fromits inventory, the
Investigation Files (HUD DEPT 24) and Audit Pl anning and Operations
systens (HUD/ DEPT-77). This notice serves to update the O G repository
of SORs and reflects the current posture of each SOR Additionally,
this notice del etes and supersedes all prior notifications for the SORs
referenced in this publication.

DATES: Effective Date: This proposal shall becone effective January 28,
2011, unless conments are received on or before that date which would
result in a contrary deternination.

Comment Due Date: January 28, 2011.

ADDRESSES: I nterested persons are invited to submt coments regarding
this notice to the Rules Docket Cerk, Ofice of General Counsel, Room
10276, Departnent of Housing and Urban Devel opment, 451 7th Street,
SW, Washi ngton, DC 20410-0500. Commruni cati ons should refer to the
above docket nunber and title. Comments submitted by facsimle (FAX)
will not be accepted. A copy of each comunication submtted will be
avai l abl e for public inspection and copying between 8 a.m and 5:30
p.m weekdays at the above address.

FOR FURTHER | NFORVATI ON CONTACT: Donna Robi nson-Staton, Chief Privacy
O ficer, 451 Seventh Street, SW, Room 2256, Washi ngton, DC 20410,

Tel ephone Number (202) 402-8076. For O Grelated information: Richard
Johnson, Deputy Counsel to the Inspector General, Ofice of |Inspector
CGeneral, Tel ephone Nunber (202) 708-1613. (These are not toll free
nunbers.) A tel econmuni cations device for hearing- and speech-inpaired
persons (TTY) is available at 1-800-877-8339 (Federal Information Rel ay
Services). (This is a toll-free numnber.)

SUPPLEMENTARY | NFORVATION: Title 5 U S.C. section 552a(e)(4) and (11)
provide that the public be given a 30-day period in which to comment on
t he proposed changes. In accordance with section 5 U. S.C. 552a(r) and



the O fice of Managenent and Budget Circul ar A-130, the Departnent has
provided a report to OVB and the Congress of the proposed
consol i dati on, update, deletion, and Inplenment of SORs. The report will
be submitted to the Ofice of Managenent and Budget (OvVB), and to the
Chair of the Conmittee on Governnment Reform and Oversight, and the
Chair of the Conmittee on Honel and Security and Governnental Affairs
whi ch requires a 40-day period in which to conclude its review of the
submtted report.

Dat ed: Decenber 20, 2010.
Kevin R Cooke,
Deputy Chief Information O ficer
HUD O G 1

Syst em nane:
Investigative Files of the Ofice of Inspector General

System | ocati on:
HUD O G Headquarters, Wshington, DC

Cat egories of individuals covered by the system

I ndi vi dual s covered consist of: (1) HUD program partici pants and
HUD enpl oyees who are subjects of O Ginquiries or investigations; and
(2) conplainants and key witnesses where necessary for future
retrieval

Cat egories of records in the system

Records consi st of investigatory material conpiled for |aw
enf orcenent purposes, and include initial conmplaints filed agai nst
subj ects or other information relating to potential violations of |aw,
reports of investigation, findings of HUD officials, and
recomendati ons and dispositions to be nade.

Aut hority for maintenance of the system

The I nspector General Act of 1978, 5 U. S.C. Appx. authorizes the
I nspector Ceneral to conduct, supervise and coordi nate investigations
relating to the prograns and operations of HUD

Routi ne uses of records mmintained in the system including categories
of users and the purposes of such uses:

In addition to those disclosures generally permtted under
subsection (b) of the Privacy Act of 1974, 5 U. S.C. 552a(b), records
may al so be disclosed routinely to other users under the follow ng
ci rcumst ances:

1. In the event that records indicate a violation or potentia
violation of |law, whether crimmnal, civil or regulatory in nature, the
rel evant records may be disclosed to the appropriate Federal, State, or
| ocal agency charged with the responsibility for investigating or
prosecuting such violation or enforcing or inplementing such statute,
rul e or regul ation.

2. Records may be disclosed to a congressional office in response
to an inquiry fromthat congressional office nade at the request of the
i ndi vi dual who is the subject of the records.

3. Records may be disclosed to HUD contractors, Public Housing
Aut horities or managenent agents of HUD-assi sted housing projects, in
order to assist such entities in taking or defending actions to recover
noney or property, or take personnel actions based on an O G



i nvestigation or audit, where such recovery or personnel action serves
to pronote the integrity of the prograns or operations of HUD

4. Records may be disclosed during the course of an admi nistrative
proceedi ng where HUD is a party to the litigation and the disclosure is
rel evant and reasonably necessary to adjudicate the matter.

5. Records may be disclosed to any source, either private or
governmental, to the extent necessary to elicit information relevant to
an O G investigation.

6. Records may be disclosed to appropriate State boards of
accountancy for possible adm nistrative or disciplinary sanctions such
as license revocation. These referrals will be made only after the
i ndependent auditor has been notified that the O Gis contenplating
di sclosure of its findings to an appropriate State board of
account ancy, and the independent auditor has been provided with an
opportunity to respond in witing to the O G s findings.

7. Records may be disclosed to DQJ for litigation purposes
associated with the representation of O G and/or HUD before the courts

8. Records may be disclosed to persons engaged in conducting and
reviewi ng internal and external peer reviews of OGto ensure adequate
i nternal safeguards and managenent procedures exist within any office
that had received | aw enforcenent authorization

9. In the event that these records respond to an audit,

i nvestigation or review, which is conducted pursuant to an authorizing
law, rule or regulation, and in particular those conducted at the
request of the CIAE pursuant to Executive Order 12993, the records may
be disclosed to the CIAd E and ot her Federal agencies, as necessary.

10. Additional Disclosure for Purposes of Facilitating Responses
and Reredi ation Efforts in the Event of a Data Breach. A record froma
system of records maintained by this Departnent
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may be disclosed to appropriate agencies, entities, and persons when:

a. The Department suspects or has confirmed that the security or
confidentiality of information in a system of records has been
conprom sed

b. The Departnent has determined that as a result of the suspected
or confirmed conpromise there is a risk of harmto econom c or property
interests, identity theft or fraud, or harmto the security or
integrity of systens or progranms (whether maintai ned by the Depart nent
or anot her agency or entity) that rely upon the conprom sed
i nformation; and

c. The disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with the Departnent's
efforts to respond to the suspected or confirmed conprom se and
prevent, mninize, or remedy such harm

11. Records may be disclosed to private, State or Federal |icensing
aut horities or boards regul ati ng professional services, such as
apprai sers, attorneys, insurers, or nortgage brokers, when the records
reveal conduct related to activities associated with a HUD programt hat
is appropriate for possible admnistrative or disciplinary sanctions,
such as license revocation

Pol i cies and practices for storing, retrieving, accessing, retaining,
and di sposing of records in the system
St or age:

Records are stored nmanually in file jackets and electronically in



of fice automati on equi pnent.

Retrievability:
Records are retrieved by manual or conputer search of indices
contai ning the nane of the individual to whomthe record pertains.

Saf eguar ds:

Records are maintained in |ocked file cabinets or in metal file
cabinets in secured roons or premses with access linted to those
persons whose official duties require access. Conputer termnals are
secured in controlled areas which are | ocked when unoccupi ed. Access to
automated records is limted to authorized personnel who nust use a
password systemto gain access.

Ret enti on and di sposal
Retenti on and disposal is in accordance with Records Disposition
Schedule 3, Itens 79-1 to 86, Appendix 3, HUD Handbook 2225.6, Rev. 1

Syst em nanager (s) and address:

Assi stant | nspector CGeneral, Ofice of Managenent and Policy,
Ofice of the Inspector General, Department of Housing and Urban
Devel opnent, 451 Seventh Street, SW, Room Nunber 5254, Washi ngton, DC
20410.

Noti fication procedure:

Records are generally exenpt from Privacy Act access. However, the
System Manager will give consideration to a request from an individua
for notification of whether the system contains records pertaining to
t hat indivi dual

Record access procedures:

Records are generally exenpt from Privacy Act access. However, the
System Manager will give consideration to a request from an individua
for access to records pertaining to that individual. The procedures for
requesting access to records appear in 24 CFR parts 16 and 2003.

Contesting record procedures:

Records are generally exenmpt from Privacy Act anendment or
correction. However, the System Manager will give consideration to a
request from an individual for amendnent or correction of records
pertaining to that individual. The procedures for requesting anendnent
or correction of records appear in 24 CFR parts 16 and 2003.

Record source categori es:

The O G collects infornmation froma w de variety of sources,
i ncluding fromHUD, |aw enforcenent agencies, program participants,
subj ect individuals, conplainants, w tnesses and ot her nongover nnenta
sour ces.

Systens exenpted fromcertain provisions of the act:

This system of records, to the extent that it consists of
i nfornmati on conpiled for the purpose of crimnal investigations, has
been exenpted fromthe requirements of subsections (c)(3), (d)(1),
(d)(2), (e)(1), (e)(2) and (e)(3) of the Privacy Act pursuant to 5
U S.C 552a(j)(2). In addition, this systemof records, to the extent
that it consists of other investigatory naterial conpiled for |aw
enf orcenent purposes, has been exenpted fromthe requirenments of



subsections (c¢)(3), (d)(1), (d)(2) and (e)(1) of the Privacy Act
pursuant to 5 U.S.C. 552a(k)(2). Finally, this systemof records, to
the extent that it consists of investigatory material conpiled for the
purpose of determining suitability, eligibility, or qualifications for
Federal civilian enploynent or Federal contracts, the rel ease of which
woul d reveal the identity of a source who furnished information to the
CGovernment under an express promi se that the identity of the source
woul d be held in confidence, has been exenpted fromthe requirenents of
subsection (d)(1) of the Privacy Act pursuant to 5 U S.C 552a(k)(5).
Rul es have been pronul gated in accordance with the requirenments of 5

U S.C. 553(b), (c) and (e) and have been published in the Federa

Regi ster.

HUD O G 2

Syst em nane:
Hotline Conplaint Files of the Ofice of Inspector Ceneral

System | ocati on:
HUD O G Headquarters, Wshington, DC

Cat egories of individuals covered by the system

I ndi vi dual s covered consist of: (1) HUD program partici pants and
HUD enpl oyees who are subjects of hotline conplaints alleging possible
violations of law, rules or regulations, msmanagenent, gross waste of
funds, abuse of authority or a substantial and specific danger to the
public health and safety; and (2) HUD enpl oyees and nenbers of the
general public who are conpl ai nants.

Cat egories of records in the system
Records consist of all forns and documentati on generated by the
conpl ai nt, including recommended and final disposition of the natter.

Aut hority for maintenance of the system

The I nspector General Act of 1978, 5 U S.C. App., authorizes the
I nspector Ceneral to conduct, supervise and coordinate activities that
pronot e econony and efficiency in the prograns and operations of HUD,
and to receive and investigate conplaints concerning possible
violations of law, rules, or regulations, or nismanagenment, gross waste
of funds, abuse of authority or a substantial and specific danger to
the public health or safety.

Routi ne uses of records mmintained in the system including categories
of users and the purposes of such uses:

In addition to those disclosures generally permtted under
subsection (b) of the Privacy Act of 1974, 5 U. S.C. 552a(b), records
may al so be disclosed routinely to other users under the follow ng
ci rcunst ances:

1. In the event that records indicate a violation or potentia
violation of law, whether crimmnal, civil or regulatory in nature, the
rel evant records may be disclosed to the appropriate Federal, State, or
| ocal agency charged with the

[[ Page 82045]]
responsibility for investigating or prosecuting such violation or

enforcing or inplementing such statute, rule or regul ation.
2. Records may be disclosed to a congressional office in response



to an inquiry fromthat congressional office nade at the request of the
i ndi vidual who is the subject of the records.

3. Records may be disclosed to HUD contractors, Public Housing
Aut horities or managenent agents of HUD assi sted housing projects, in
order to assist such entities in taking or defending actions to recover
noney or property, or take personnel actions based on an O G
i nvestigation or audit, where such recovery or personnel action serves
to pronote the integrity of the prograns or operations of HUD.

4. Records may be disclosed during the course of an administrative
proceedi ng where HUD is a party to the litigation and the disclosure is
rel evant and reasonably necessary to adjudicate the matter.

5. Records may be disclosed to any source, either private or
governmental, to the extent necessary to elicit information relevant to
an O G investigation.

6. Records may be disclosed to appropriate State boards of
accountancy for possible adm nistrative or disciplinary sanctions such
as license revocation. These referrals will be made only after the
i ndependent auditor has been notified that the O Gis contenplating
di sclosure of its findings to an appropriate State board of
accountancy, and the independent auditor has been provided with an
opportunity to respond in witing to the O G s findings.

7. Records may be disclosed to DQJ for litigation purposes
associated with the representation of O G and/or HUD before the courts

8. Records may be disclosed to persons engaged i n conducting and
review ng internal and external peer reviews of OGto ensure adequate
i nternal safeguards and managenent procedures exist within any office
that had received | aw enforcenent authorization

9. In the event that these records respond to an audit,

i nvestigation or review, which is conducted pursuant to an authori zing
law, rule or regulation, and in particular those conducted at the
request of the PCIE pursuant to Executive Order 12993, the records may
be disclosed to the PCIE and ot her Federal agencies, as necessary.

10. Additional Disclosure for Purposes of Facilitating Responses
and Reredi ation Efforts in the Event of a Data Breach. A record froma
system of records nmintained by this Departnent nmay be disclosed to
appropriate agencies, entities, and persons when:

a. The Departnment suspects or has confirmed that the security or
confidentiality of information in a system of records has been
conpr om sed;

b. The Departnent has determined that as a result of the suspected
or confirnmed conpromise there is a risk of harmto econom c or property
interests, identity theft or fraud, or harmto the security or
integrity of systens or progranms (whether maintained by the Depart nent
or anot her agency or entity) that rely upon the conproni sed
i nformation; and,

c. The disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with the Departnent's
efforts to respond to the suspected or confirmed conpromn se and
prevent, mininze, or remedy such harm

11. Records may be disclosed to private, State or Federal |icensing
authorities or boards regul ati ng professional services, such as
apprai sers, attorneys, insurers, or nortgage brokers, when the records
reveal conduct related to activities associated with a HUD program t hat
is appropriate for possible admnistrative or disciplinary sanctions,
such as license revocation

Policies and practices for storing, retrieving, accessing, retaining,



and di sposing of records in the system
St or age:

Records are stored manually in file jackets and electronically in
of fice automati on equi pnent.

Retrievability:

Records are retrieved by manual or conputer search of indices
cont ai ni ng the nane, hone address, hone tel ephone nunber, and
identification number assigned to the individual to whomthe record
pertains.

Saf eguar ds:

Records are maintained in |ocked file cabinets or in nmetal file
cabinets in secured roons or premses with access linted to those
persons whose official duties require access. Conputer termnals are
secured in controlled areas which are | ocked when unoccupi ed. Access to
automated records is limted to authorized personnel who nust use a
password systemto gain access.

Retenti on and di sposal
Retenti on and disposal is in accordance with Records Disposition
Schedule 3, Itens 79-1 to 86, Appendix 3, HUD Handbook 2225.6, Rev. 1

Syst em nanager (s) and address:
Assi stant I nspector CGeneral, Ofice of Managenent and Policy,
O fice of the Inspector General, Department of Housing and Urban
Devel opnent, 451 Seventh Street, SW, Room Nunber 5254, Washi ngton, DC
20410.

Noti fication procedure:

Records are generally exenpt from Privacy Act access. However, the
System Manager will give consideration to a request from an individua
for notification of whether the system contains records pertaining to
t hat indivi dual

Record access procedures:

Records are generally exenpt from Privacy Act access. However, the
System Manager will give consideration to a request from an individua
for access to records pertaining to that individual. The procedures for
requesting access to records appear in 24 CFR parts 16 and 2003.

Contesting record procedures:

Records are generally exenpt from Privacy Act anendment or
correction. However, the System Manager will give consideration to a
request from an individual for amendnent or correction of records
pertaining to that individual. The procedures for requesting anendnent
or correction of records appear in 24 CFR part 16 and 2003.

Record source categori es:

The O G collects infornmation froma w de variety of sources,
i ncluding fromHUD, the General Accounting Ofice, other Federa
agenci es, program participants, subject individuals, conplaints,
wi t nesses and ot her nongover nnental sources.

Systens exenpted fromcertain provisions of the act:
This system of records, to the extent that it consists of
i nfornmati on conpiled for the purpose of crimnal investigations, has



been exempted fromthe requirenments of subsections (c)(3), (d)(1),
(d)(2), (e)(1), (e)(2) and (e)(3) of the Privacy Act pursuant to 5

U S.C 552a(j)(2). In addition, this system of records, to the extent
that it consists of other investigatory material conpiled for |aw

enf orcenent purposes, has been exenpted fromthe requirenents of
subsections (c¢)(3), (d)(1), (d)(2) and (e)(1) of the Privacy Act
pursuant to 5 U.S.C. 552a(k)(2). Finally, this systemof records, to
the extent that it consists of investigatory material conpiled for the
purpose of determining suitability, eligibility, or qualifications for
Federal civilian enploynent or Federal contracts, the rel ease of which
woul d
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reveal the identity of a source who furnished information to the
CGovernment under an express promi se that the identity of the source
woul d be held in confidence, has been exenpted fromthe requirenents of
subsection (d)(1) of the Privacy Act pursuant to 5 U S.C. 552a(k)(5).
Rul es have been promul gated in accordance with the requirements of 5

U S.C. 553(b), (c) and (e) and have been published in the Federa

Regi ster.

HUD O G 3

Syst em nane:
Nanme | ndices Systemof the Ofice of Inspector General

System | ocation: HUD O G Headquarters, Washi ngton, DC.
Cat egories of individuals covered by the system
I ndi vi dual s covered consist of HUD program partici pants and HUD
enpl oyees who have had sone significant association with an OG
i nvestigation, audit report, or hotline conplaint.

Cat egories of records in the system

Records are contained in a conputerized central reference system
and can consist of one or nore of the following itens: |ndividual's
nane; alias or associated nane; period covered by the audit; date of
birth; report date; city and State where the individual is |ocated;
Soci al Security number or enployer identification nunber; and the date
the case was closed. This information is cross-referenced to an
underlying O G investigation, audit report, hotline conplaint file
nunber, or a departnental suspension/debarnent or Mortgagee Review
Board acti on.

Aut hority for maintenance of the system

The I nspector General Act of 1978, 5 U S.C. Appx., authorizes the
I nspector CGeneral to conduct, supervise and coordinate audits and
i nvestigations related to the prograns and operations of HUD, to engage
in other activities that pronote econony and efficiency in the prograns
and operations of HUD, and to receive and investigate conplaints
concerning possible violations of |aw, rules, or regulations, or
m smanagenent, gross waste of funds, abuse of authority or a
substantial and specific danger to the public health or safety.

Routi ne uses of records mmintained in the system including categories
of users and the purposes of such uses:

In addition to those disclosures generally permtted under
subsection (b) of the Privacy Act of 1974, 5 U. S.C. 552a(b), records



may al so be disclosed routinely to other users under the follow ng
ci rcunst ances:

1. In the event that records indicate a violation or potentia
violation of law, whether crimmnal, civil or regulatory in nature, the
rel evant records may be disclosed to the appropriate Federal, State, or
| ocal agency charged with the responsibility for investigating or
prosecuting such violation or enforcing or inplenenting such statute,
rul e or regul ation.

2. Records may be disclosed to a congressional office in response
to an inquiry fromthat congressional office nade at the request of the
i ndi vidual who is the subject of the records.

3. Records may be may be disclosed to HUD contractors, Public
Housi ng Aut horities or nanagement agents of HUD-assi sted housing
projects, in order to assist such entities in taking or defending
actions to recover noney or property, or take personnel actions based
on an O Ginvestigation or audit, where such recovery or personne
action serves to pronote the integrity of the prograns or operations of
HUD.

4. Records may be disclosed during the course of an administrative
proceedi ng where HUD is a party to the litigation and the disclosure is
rel evant and reasonably necessary to adjudicate the natter.

5. Records may be disclosed to any source, either private or
governmental, to the extent necessary to elicit information relevant to
an O G investigation.

6. Records may be disclosed to appropriate State boards of
accountancy for possible adm nistrative or disciplinary sanctions such
as license revocation. These referrals will be made only after the
i ndependent auditor has been notified that the O Gis contenplating
di sclosure of its findings to an appropriate State board of
accountancy, and the independent auditor has been provided with an
opportunity to respond in witing to the O G s findings.

7. Records may be disclosed to DQJ for litigation purposes
associated with the representation of O G and/or HUD before the courts

8. Records may be disclosed to persons engaged in conducting and
review ng internal and external peer reviews of OGto ensure adequate
i nternal safeguards and managenment procedures exist within any office
that had received | aw enforcenent authorization

9. In the event that these records respond to an audit,

i nvestigation or review, which is conducted pursuant to an authori zing
law, rule or regulation, and in particular those conducted at the
request of the PCIE pursuant to Executive Order 12993, the records may
be disclosed to the PCIE and ot her Federal agencies, as necessary.

10. Additional Disclosure for Purposes of Facilitating Responses
and Reredi ation Efforts in the Event of a Data Breach. A record froma
system of records nmintained by this Departnent nay be disclosed to
appropriate agencies, entities, and persons when:

a. The Departnment suspects or has confirmed that the security or
confidentiality of information in a system of records has been
conpr om sed;

b. The Departnent has determined that as a result of the suspected
or confirnmed conpromise there is a risk of harmto economc or property
interests, identity theft or fraud, or harmto the security or
integrity of systens or progranms (whether maintained by the Depart nment
or anot her agency or entity) that rely upon the conproni sed
i nformation; and,

c. The disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with the Departnent's



efforts to respond to the suspected or confirmed conprom se and
prevent, mninize, or remedy such harm

11. Records may be disclosed to private, State or Federal |icensing
aut horities or boards regul ati ng professional services, such as
apprai sers, attorneys, insurers, or nortgage brokers, when the records
reveal conduct related to activities associated with a HUD programt hat
is appropriate for possible admnistrative or disciplinary sanctions,
such as license revocati on.

Policies and practices for storing, retrieving, accessing, retaining,
and di sposing of records in the system
St or age:

Records are stored manually in file jackets and electronically in
of fice automati on equi pnent.

Retrievability:
Records are retrieved through conputer search or nmanual search by
t he nane of the individual to whomthe record pertains.

Saf eguar ds:

Conputer termnals are secured in controlled areas which are | ocked
when unoccupi ed. Access to records is limted to authorized personne
who rmust use a password systemto gain access.

Ret enti on and di sposal
Retenti on and disposal is in accordance with Records Disposition

[[ Page 82047]]

Schedul e 3 (Admi nistrative Records), Item No. 84, Appendix 3, HUD
Handbook 2225.3 Rev. 1.

Syst em nanager (s) and address:

Assi stant I nspector CGeneral, Ofice of Managenent and Policy,
Ofice of the Inspector General, Department of Housing and Urban
Devel opnent, 451 Seventh Street, SW, Room Nunber 5254, Washi ngton, DC
20410.

Noti fication procedure:

Records are generally exenpt from Privacy Act access. However, the
System Manager will give consideration to a request from an individua
for notification of whether the systemcontains records pertaining to
t hat indivi dual

Record access procedures:

Records are generally exenpt from Privacy Act access. However, the
System Manager will give consideration to a request from an individua
for access to records pertaining to that individual. The procedures for
requesti ng access to records appear in 24 CFR part 16 and 2003.

Contesting record procedures:

Records are generally exenpt from Privacy Act anendnent or
correction. However, the System Manager will give consideration to a
request from an individual for amendnent or correction of records
pertaining to that individual. The procedures for requesting anendnent
or correction of records appear in 24 CFR part 16 and 2003.



Record source categori es:

The O G collects infornmation froma w de variety of sources,
i ncluding fromHUD, the General Accounting O fice, other Federa
agenci es, program participants, subject individuals, conplainants,
wi t nesses and ot her nongovernnental sources.

Systens exenpted fromcertain provisions of the act:

This system of records, to the extent that it consists of
i nformati on conpiled for the purpose of criminal investigations, has
been exempted fromthe requirenments of subsections (c)(3), (d)(1),
(d)(2), (e)(1), (e)(2) and (e)(3) of the Privacy Act pursuant to 5
U S.C 552a(j)(2). In addition, this systemof records, to the extent
that it consists of other investigatory material conpiled for |aw
enf orcenent purposes, has been exenpted fromthe requirements of
subsections (c¢)(3), (d)(1), (d)(2) and (e)(1) of the Privacy Act
pursuant to 5 U.S.C. 552a(k)(2). Finally, this systemof records, to
the extent that it consists of investigatory material conpiled for the
purpose of determining suitability, eligibility, or qualifications for
Federal civilian enploynent or Federal contracts, the rel ease of which
woul d reveal the identity of a source who furnished information to the
CGovernment under an express promi se that the identity of the source
woul d be held in confidence, has been exenpted fromthe requirenents of
subsection (d)(1) of the Privacy Act pursuant to 5 U S.C. 552a(k)(5).
Rul es promul gated in accordance with the requirements of 5 U. S. C
553(b), (c) and (e) and have been published in the Federal Register.
HUD O G 4

Syst em nane:
I ndependent Auditor Mnitoring Files of the Ofice of |Inspector
Gener al

System | ocati on:
HUD O G Headquarters, Cherry Hill, New Jersey.

Cat egories of individuals covered by the system

I ndi vi dual s covered are non-Federal independent auditors who have
conducted audits of recipients of Federal funds received under HUD s
programs. An independent auditor is: (a) A licensed certified public
accountant or a person working for a licensed certified public
accounting firm or (b) a public accountant |icensed on or before
December 31, 1970, or a person working for a public accounting firm
i censed on or before Decenber 31, 1970.

Cat egories of records in the system

Records consist of nmaterials generated in connection with quality
control reviews of the working papers of independent auditors,
i ncludi ng standardi zed checklists for eval uating an i ndependent
auditor's work performance.

Aut hority for maintenance of the system

The I nspector General Act of 1978, 5 U . S.C. App., requires the
I nspector Ceneral to assure that any work perfornmed by non-Federa
auditors conplies with the auditing standards established by the
Conptroller General of the United States for audits of Federa
est abl i shnents, organi zations, prograns, activities and functions.

Routi ne uses of records mmintained in the system including categories



of users and the purposes of such uses:

In addition to those disclosures generally permtted under
subsection (b) of the Privacy Act of 1974, 5 U. S.C. 552a(b), records
may al so be disclosed routinely to other users under the follow ng
ci rcunst ances:

1. In the event that records indicate a violation or potentia
violation of |law, whether crimmnal, civil or regulatory in nature, the
rel evant records may be disclosed to the appropriate Federal, State or
| ocal agency charged with the responsibility for investigating or
prosecuting such violation or enforcing or inplenenting such statute,
rul e or regul ation.

2. Records may be disclosed to a congressional office in response
to an inquiry fromthat congressional office nade at the request of the
i ndi vi dual who is the subject of the records.

3. Records may be disclosed to HUD contractors, Public Housing
Aut horities or managenent agents of HUD-assi sted housing projects, in
order to assist such entities in taking or defending actions to recover
noney or property, or take personnel actions based on an O G
i nvestigation or audit, where such recovery or personnel action serves
to pronote the integrity of the prograns or operations of HUD

4. Records may be disclosed during the course of an admnistrative
proceedi ng where HUD is a party to the litigation and the disclosure is
rel evant and reasonably necessary to adjudicate the matter.

5. Records may be disclosed to any source, either private or
governmental, to the extent necessary to elicit information relevant to
an O G investigation.

6. Records may be disclosed to appropriate State boards of
accountancy for possible admnistrative or disciplinary sanctions such
as license revocation. These referrals will be made only after the
i ndependent auditor has been notified that the O Gis contenplating
di sclosure of its findings to an appropriate State board of
accountancy, and the independent auditor has been provided with an
opportunity to respond in witing to the O G s findings.

7. Records may be disclosed to DQJ for litigation purposes
associated with the representation of O G and/or HUD before the courts

8. Records may be disclosed to persons engaged in conducting and
review ng internal and external peer reviews of OGto ensure adequate
i nternal safeguards and management procedures exist within any office
that had received | aw enforcenent authorization

9. In the event that these records respond to an audit,

i nvestigation or review, which is conducted pursuant to an authorizing
law, rule or regulation, and in particular those conducted at the
request of the PCIE pursuant to Executive Order 12993, the records may
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be disclosed to the PCIE and ot her Federal agencies, as necessary.

10. Additional Disclosure for Purposes of Facilitating Responses
and Reredi ation Efforts in the Event of a Data Breach. A record froma
system of records nmintained by this Departnent nmay be disclosed to
appropriate agencies, entities, and persons when:

a. The Departnment suspects or has confirmed that the security or
confidentiality of information in a system of records has been
conpr om sed;

b. The Departnent has determined that as a result of the suspected
or confirnmed conpromise there is a risk of harmto econom c or property
interests, identity theft or fraud, or harmto the security or



integrity of systens or progranms (whether maintained by the Depart nent
or anot her agency or entity) that rely upon the conprom sed
i nformation; and,

c. The disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with the Departnent's
efforts to respond to the suspected or confirmed conprom se and
prevent, mninze, or remedy such harm

Pol i cies and practices for storing, retrieving, accessing, retaining,
and di sposing of records in the system
St or age:

Records are stored nmanually in file jackets and electronically in
of fice automati on equi pnent.

Retrievability:
Records are retrieved by manual or conputer search of indices
contai ning the nane of the individual to whomthe record pertains.

Saf eguar ds:

Records are maintained in |locked file cabinets or in metal file
cabinets in secured roons or premses with access limted to those
persons whose official duties require access. Conputer termnals are
secured in controlled areas which are | ocked when unoccupi ed. Access to
automated records is limted to authorized personnel who nust use a
password systemto gain access.

Ret enti on and di sposal
Retenti on and disposal is in accordance with Records Disposition
Schedule 3, Itens 79-1 to 86, Appendix 3, HUD Handbook 2225.6, Rev. 1

Syst em nanager (s) and address:

Assi stant I nspector CGeneral, Ofice of Managenent and Policy,
Ofice of the Inspector General, Department of Housing and Urban
Devel opnent, 451 Seventh Street, SW, Room Number 5254, Washi ngton, DC
20410.

Notification procedure:

The System Manager will accept inquiries froman individual seeking
notification of whether the system contains records pertaining to that
i ndi vi dual

Record access procedures:
The procedures for requesting access to records appear in 24 CFR
parts 16 and 2003.

Contesting record procedures:
The procedures for requesting anmendnent or correction of records
appear in 24 CFR parts 16 and 2003.

Record source categori es:

The O G collects infornation fromthe subject independent auditor
HUD, auditees, program participants, conplai nants and ot her
nongover nnment sour ces.

Systens exenpted fromcertain provisions of the act:
None.
HUD O G 5



Syst em nane:
Auto Audit of the Ofice of |Inspector General

System | ocati on:

HUD O G Headquarters, Washington, DC, District Ofices, and Field
O fices (Boston, MA; New York City, NY; Philadel phia, PA, Atlanta, GA
Tampa, FL; New Ol eans, LA, Kansas City, KS; Chicago, IL; Fort Worth,
TX; Los Angeles, CA, Seattle, WA)

Cat egories of individuals covered by the system

I ndi vi dual s covered consist of: (1) HUD program partici pants and
HUD enpl oyees who are associated with an activity that OGis auditing
or reviewing; (2) requesters of an O G audit or other activity; and (3)
persons and entities perform ng sone other role of significance to the
O Gs efforts, such as relatives or business associ ates of HUD program
partici pants or enpl oyees, potential w tnesses, or persons who
represent legal entities that are connected to an O G audit or other
activity. The systemal so tracks information pertaining to O G staff
handl i ng the audit or other activity, and may contain contact nanes for
rel evant staff in other agencies.

Cat egories of records in the system

Records consist of materials conpiled and/or generated in
connection with audits and other activities performed by O G staff.
These materials include information regardi ng the planning, conduct and
resol ution of audits and reviews of HUD programs and participants in
t hose programs, internal |egal assistance requests, information
requests, responses to such requests, reports of findings, etc.

Aut hority for maintenance of the system

The I nspector General Act of 1978 (5 U S.C. App. 3) authorizes the
I nspect or CGeneral to conduct, supervise and coordinate audits and
i nvestigations relating to the prograns and operations of HUD, to
engage in other activities that pronote econony and efficiency in the
prograns and operations of HUD, and to receive and investigate
conpl ai nts concerning possible violations of law, rules, or
regul ati ons, or m smanagenment, gross waste of funds, abuse of
authority, or a substantial or specific danger to the public health or
safety.

Routi ne uses of records mmintained in the system including categories
of users and the purposes of such uses:

In addition to those disclosures generally permtted under
subsection (b) of the Privacy Act of 1974, 5 U. S.C. 552a(b), records
may al so be disclosed routinely to other users under the follow ng
ci rcunst ances:

1. In the event that records indicate a violation or potentia
violation of law, whether crimmnal, civil or regulatory in nature, the
rel evant records may be disclosed to the appropriate Federal, State, or
| ocal agency charged with the responsibility for investigating or
prosecuting such violation or enforcing or inplenenting such statute,
rul e or regul ation.

2. Records may be disclosed to a congressional office in response
to an inquiry fromthat congressional office nade at the request of the
i ndi vidual who is the subject of the records.

3. Records may be disclosed to HUD contractors, Public Housing



Aut horities or managenent agents of HUD-assi sted housing projects, in
order to assist such entities in taking or defending actions to recover
noney or property, or take personnel actions based on an O G
i nvestigation or audit, where such recovery or personnel action serves
to pronote the integrity of the prograns or operations of HUD

4. Records may be disclosed during the course of an admnistrative
proceedi ng where HUD is a party to the litigation and the disclosure is
rel evant and reasonably necessary to adjudicate the matter.

5. Records may be disclosed to any source, either private or
gover nnent al ,
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to the extent necessary to elicit information relevant to an O G
i nvestigation.

6. Records may be disclosed to appropriate State boards of
accountancy for possible adm nistrative or disciplinary sanctions such
as license revocation. These referrals will be made only after the
i ndependent auditor has been notified that the OGis contenplating
di sclosure of its findings to an appropriate State board of
accountancy, and the independent auditor has been provided with an
opportunity to respond in witing to the O G s findings.

7. Records may be disclosed to DQJ for litigation purposes
associated with the representation of O G and/or HUD before the courts

8. Records may be disclosed to persons engaged in conducting and
review ng internal and external peer reviews of OGto ensure auditing
standards applicable to Governnent audits by the Conptroller General of
the United States are applied and foll owed.

9. In the event that these records respond to an audit,

i nvestigation or review, which is conducted pursuant to an authorizing
law, rule or regulation, and in particular those conducted at the
request of the PCIE pursuant to Executive Order 12993, the records may
be disclosed to the PCIE and ot her Federal agencies, as necessary.

10. Additional Disclosure for Purposes of Facilitating Responses
and Renediation Efforts in the Event of a Data Breach. A record froma
system of records nmintained by this Departnent nay be disclosed to
appropriate agencies, entities, and persons when:

a. The Department suspects or has confirmed that the security or
confidentiality of information in a system of records has been
conpr om sed

b. The Departnent has determined that as a result of the suspected
or confirnmed conpromise there is a risk of harmto econom c or property
interests, identity theft or fraud, or harmto the security or
integrity of systens or progranms (whether maintained by the Depart nment
or anot her agency or entity) that rely upon the conprom sed
i nformation; and,

c. The disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with the Departnent's
efforts to respond to the suspected or confirmed conpromn se and
prevent, mninize, or remedy such harm

11. Records may be disclosed to private, State or Federal |icensing
authorities or boards regul ati ng professional services, such as
apprai sers, attorneys, insurers, or nortgage brokers, when the records
reveal conduct related to activities associated with a HUD program t hat
is appropriate for possible admnistrative or disciplinary sanctions,
such as license revocation



Policies and practices for storing, retrieving, accessing, retaining,
and di sposing of records in the system
St or age:

Records are stored electronically in office automati on equi pnent
and nmanually in file jackets.

Retrievability:
Records are retrieved by conputer search of the Auto Audit
software, and/or by reference to a particular file nunber.

Saf eguar ds:

Records are maintained in a secure conputer network, and in | ocked
file cabinets or in netal file cabinets in roons with controlled
access.

Ret enti on and di sposal

Retenti on and disposal is in accordance with (1) Records
Di sposition Schedule 3 (Administrative Records), Item Nos. 79-1 to 86,
Appendi x 3, HUD Handbook 2225.6 Rev 1; and (2) General Records
Schedul es, Appendi x 22 (I nspector General Records), HUD Handbook 2228.2
Rev. 4.

Syst em nanager (s) and address:

Assi stant Inspector CGeneral for Audit, Ofice of Managenent and
Policy, Ofice of the Inspector General, Departnent of Housing and
Urban Devel opnent, 451 Seventh Street, SW, Room Number 5254,
Washi ngt on, DC 20410.

Notification procedure:
The System Manager will accept inquiries fromindividuals seeking
notification of whether the systemcontains records pertaining to them

Record access procedures:
The procedures for requesting access to records appear in 24 CFR
parts 16 and 2003.

Contesting record procedures:
The procedures for requesting amendnent or correction of records
appear in 24 CFR parts 16 and 2003.

Record source categori es:

The O G collects infornmation froma w de variety of sources,
i ncluding fromHUD, other Federal agencies, the General Accounting
Ofice (GAO, |aw enforcenent agencies, program participants, subject
i ndi vidual s, conplai nants, w tnesses and other non-governnenta
sour ces.

Exenmptions fromcertain provisions of the act:
None.
HUD O G 6

Syst em nane:
Auto I nvestigation and Case Managenent |nformation Subsystem (Al/
CM SS)

System | ocati on:
HUD O G Headquarters, Washington, DC (Boston, MA; New York City,



NY; Phil adel phia, PA; Baltinore, MD, Atlanta, GA; Tanpa, FL; New
O leans, LA, Kansas City, KS; Chicago, IL; Ceveland, OH Fort Worth,
TX; Los Angeles, CA; Seattle, WA)

Cat egories of individuals covered by the system

I ndi vi dual s covered consist of: (1) HUD program partici pants and
HUD enpl oyees who are associated with an activity that OGis
i nvestigating or evaluating; (2) requesters of an O G investigative or
other activity; and (3) persons and entities perform ng some other role
of significance to the OGs efforts, such as relatives or business
associ ates of HUD program partici pants or enpl oyees, potentia
Wi t nesses, or persons who represent |legal entities that are connected
to an O G investigation or other activity. The system al so tracks
i nformation pertaining to O G staff handling the investigation or other
activity, and may contain contact nanes for relevant staff in other
agenci es.

Cat egories of records in the system

Records consist of investigatory material conpiled and/or generated
for | aw enforcenment purposes in connection with investigations and
other activities performed by O G staff. These materials include
i nformation regardi ng the planning, conduct and prosecution of
i nvestigations of HUD program participants and enpl oyees, |ega
assi stance requests, information requests, responses to such requests,
reports of investigations, etc. Data resources include the individual's
nane, Social Security Nunmber, date of birth, hone address, hone
t el ephone nunber, personal e-mail address, Enployee ldentification
Nunber, Tax ldentification, Driver License Nunmber and name, passport
information, State ldentification, Narcotics and Dangerous Drugs
Informati on System Federal Bureau |nvestigation Nunber; Race/
ethnicity, Gender, Enploynent Hi story, Education, |Incone, and Fi nanci al
i nformation.

Aut hority for maintenance of the system
The I nspector General Act of 1978 authorizes the |Inspector Genera
to
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conduct, supervise and coordinate audits and investigations relating to
t he prograns and operations of HUD, to engage in other activities that
pronot e econony and efficiency in the prograns and operations of HUD,
and to receive and investigate conplaints concerning possible
violations of law, rules, or regulations, or nismanagenment, gross waste
of funds, abuse of authority, or a substantial or specific danger to
the public health or safety.

Pur poses:

Al/CM SS provides HUD O G I nvestigations with an automated system
whi ch manages cases under investigation fromtheir inception to their
closing through a centralized data repository of case information. Al/
CMSS and its environment is a secure environment where access to
information is controlled through a formal process of checks and
aut horizations involving a hierarchical supervisory structure. Specia
Agents in Charge (SAC), Assistant Special Agents in Charge (ASAC),
Supervi sory Forensic Auditors (SFA), Forensic Auditors (FA), Specia
Agents (SA) and support staff, document all steps in their assigned



activities. Additionally, due to judicial involvenment in sone of the
cases, the files kept and mmi ntained by HUD O G may be nmde avail abl e
to the courts under discovery. AI/CM SS provides data that is currently
avai |l abl e through the intranet to the investigators and auditors. This
provides a nmethod for renmpbte HUD O G users and traveling enpl oyees to
access the AI/CM SS systens fromtheir | aptops regardl ess of whether or
not they are located within a HUD O G of fice. Both Systens support the
HUD O Grequirenent to naintain a detailed audit trail of cases to
closure. This requires a system which will be capable of capturing and
mai ntai ning data integrity during the conplete case cycle while
ensuring data privacy and confidentiality.

Routi ne uses of records mmintained in the system including categories
of users and the purposes of such uses:

In addition to those disclosures generally permtted under
subsection (b) of the Privacy Act of 1974, 5 U. S.C. 552a(b), records
may al so be disclosed routinely to other users under the follow ng
ci rcumst ances:

1. In the event that records indicate a violation or potentia
violation of |law, whether crimmnal, civil or regulatory in nature, the
rel evant records may be disclosed to the appropriate Federal, State, or
| ocal agency charged with the responsibility for investigating or
prosecuting such violation or enforcing or inplementing such statute,
rule, or regulation.

2. Records may be disclosed to a congressional office in response
to an inquiry fromthat congressional office nade at the request of the
i ndi vidual who is the subject of the records.

3. Records may be disclosed to HUD contractors, Public Housing
Aut horities or managenent agents of HUD assi sted housing projects, in
order to assist such entities in taking or defending actions to recover
noney or property, or take personnel actions based on an O G
i nvestigation or audit, where such recovery or personnel action serves
to pronote the integrity of the progranms or operations of HUD.

4. Records may be disclosed during the course of an administrative
proceedi ng where HUD is a party to the litigation and the disclosure is
rel evant and reasonably necessary to adjudicate the natter.

5. Records may be disclosed to any source, either private or
governmental, to the extent necessary to elicit information relevant to
an O G investigation.

6. Records may be disclosed to appropriate State boards of
accountancy for possible adm nistrative or disciplinary sanctions such
as license revocation. These referrals will be made only after the
i ndependent auditor has been notified that the O Gis contenplating
di sclosure of its findings to an appropriate State board of
accountancy, and the independent auditor has been provided it an
opportunity to respond in witing to the O G s findings.

7. Records may be disclosed to DQJ for litigation purposes
associated with the representation of O G and/or HUD before the courts

8. Records may be disclosed to persons engaged in conducting and
review ng internal and external peer reviews of OGto ensure adequate
i nternal safeguards and managenent procedures exist within any office
that had received | aw enforcenent authorization

9. In the event that these records respond to an audit,

i nvestigation or review, which is conducted pursuant to an authori zing
law, rule or regulation, and in particular those conducted at the
request of the PCIE pursuant to Executive Order 12993, the records may
be disclosed to the PCIE and ot her Federal agencies, as necessary.



10. Additional Disclosure for Purposes of Facilitating Responses
and Renediation Efforts in the Event of a Data Breach. A record froma
system of records maintained by this Departnent nmay be disclosed to
appropriate agencies, entities, and persons when:

a. The Departnment suspects or has confirmed that the security or
confidentiality of information in a system of records has been
conpr om sed

b. The Departnent has determined that as a result of the suspected
or confirmed conpromise there is a risk of harmto econom c or property
interests, identity theft or fraud, or harmto the security or
integrity of systens or progranms (whether maintained by the Depart nent
or anot her agency or entity) that rely upon the conprom sed
i nformation; and,

c. The disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with the Departnent's
efforts to respond to the suspected or confirmed conprom se and
prevent, mninize, or remedy such harm

11. Records may be disclosed to private, State or Federal |icensing
authorities or boards regul ati ng professional services, such as
apprai sers, attorneys, insurers, or nortgage brokers, when the records
reveal conduct related to activities associated with a HUD programthat
is appropriate for possible admnistrative or disciplinary sanctions,
such as license revocati on.

Policies and practices for storing, retrieving, accessing, retaining,
and di sposing of records in the system
St or age:

Records are stored electronically in office automati on equi pnent
and manually in file jackets.

Retrievability:

Records are retrieved by conputer search of the Auto I nvestigation
or CM SS software by reference to individual's nane, Social Security
Nunber, Enpl oyee ldentification Nunber, Tax Identification, Driver
Li cense Nunber and nanme, passport infornation, State ldentification,
Narcoti cs and Dangerous Drugs Information System or Federal Bureau
I nvestigation Nunber, and/or by reference to a particular file nunber.

Saf eguar ds:

Records are maintained in a secure conputer network, and in | ocked
file cabinets or in nmetal file cabinets in roons with controlled
access.

Retenti on and di sposal

Retention and disposal is in accordance with (1) Records
Di sposition Schedule 3 (Administrative Records), Item Nos. 79-1 to 86,
Appendi x 3, HUD
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Handbook 2225.6 Rev. 1; and (2) General Records Schedul es, Appendix 22
(I nspector General Records), HUD Handbook 2228.2 Rev. 4.

Syst em nanager (s) and address:

Assi stant I nspector General for Investigation, Ofice of the
I nspect or Ceneral, Departnent of Housing and Urban Devel opnent, 451
Seventh Street, SW, Washington, DC 20410.



Notification procedure:

Records are generally exenpt from Privacy Act access. However, the
System Manager will accept and give consideration to a request from an
i ndi vidual for notification of whether the system contains records
pertaining to that individual

Record access procedures:

Records are generally exenpt from Privacy Act access. However, the
System Manager will accept and give consideration to a request from an
i ndi vidual for access to records pertaining to that individual. The
procedures for requesting access to records appear in 24 CFR parts 16
and 2003.

Contesting record procedures:

Records are generally exenpt from Privacy Act anendnent or
correction. However, the System Manager wi |l accept and give
consideration to a request froman individual for anendnent or
correction of records pertaining to that individual that are indexed
and retrieved by reference to that individual's nanme and/or socia
security nunber. The procedures for requesting anendnent or correction
of records appear in 24 CFR parts 16 and 2003.

Record source categori es:

The O G collects infornmation froma w de variety of sources,
i ncluding fromHUD, other Federal agencies, GAQ, | aw enforcenent
agenci es, program participants, subject individuals, conplainants,
wi t nesses and ot her non-governmental sources.

Exenptions fromcertain provisions of the act:

This system of records, to the extent that it consists of
i nfornmati on conpiled for the purpose of crimnal investigations, has
been exenpted fromthe requirements of subsections (c)(3), (d)(1),
(d)(2), (e)(1), (e)(2) and (e)(3) of the Privacy Act pursuant to 5
U S.C 552a(j)(2). In addition, this systemof records, to the extent
that it consists of other investigatory nmaterial conpiled or generated
for | aw enforcenent purposes, has been exenpted fromthe requirenents
of subsections (c)(3), (d)(1), (d)(2) and (e)(1l) of the Privacy Act
pursuant to 5 U.S.C. 552a(k)(2). Finally, this systemof records, to
the extent that it consists of investigatory material conpiled or
generated for the purpose of determning suitability, eligibility, or
qualifications for Federal civilian enploynent or Federal contracts,
the rel ease of which would reveal the identity of a source who
furni shed information to the governnent under an express prom se that
the identity of the source would be held in confidence, has been
exenpted fromthe requirenents of subsection (d)(1) of the Privacy Act
pursuant to 5 U.S.C. 552a(k)(5). Rules have been pronulgated in
accordance with the requirements of 5 U S.C. 553(b), (c) and (e) and
have been published in the Federal Register.
HUDY O G 7

Syst em Nane:
OGGglio Information Files.

System Locat i on:
The offices of Special Agents in Charge and Regional Inspectors
CGeneral for Audit nationwi de and the office of the Deputy Assistant



I nspector General for Investigations and Deputy Assistant |nspector
CGeneral for Audit, all identified as Gglio Oficials inthe OGGglio
Policy (Boston, MA; New York City, NY; Philadel phia, PA; Baltinmore, M
Atl anta, GA; Tanmpa, FL; New Ol eans, LA, Kansas City, KS; Chicago, IL;
Cleveland, OH, Fort Worth, TX; Los Angeles, CA, Seattle, WA).

Cat egori es of Individuals Covered by the System

I ndi vi dual s who nmay serve as affiants or testify as witnesses in
crimnal proceedings brought by the U S. Department of Justice. AIl OG
enpl oyees are potential wi tnesses or affiants in Federal crimnal
prosecutions brought in connection with the work of O G Categories of
Records in the System This systemcontains potential wtness
i mpeachnent information including records of disciplinary actions.
Records will include, but are not Iimted to: (a) Specific instances of
wi t ness conduct that nay be used for the purpose of attacking the
witness' credibility or character for truthful ness; (b) evidence in the
formof opinion as to a witness' character or reputation for
trut hful ness; (c) prior inconsistent statenments; and (d) information
that may be used to suggest that a witness is biased. The system may
al so contain any judicial rulings, related pleadi ngs, correspondence,
or nmenoranda pertaining to a relevant crimnal case.

Aut hority for Maintenance of the System

The I nspector General Act of 1978 (5 U.S.C. App. 3) authorizes the
I nspector CGeneral to conduct, supervise and coordinate audits and
i nvestigations relating to the prograns and operations of HUD, and to
recei ve and investigate conplaints concerning possible violations of
law, rules, or regulations, or m smanagenment, gross waste of funds,
abuse of authority, or a substantial or specific danger to the public
health or safety. These activities can require O G enployees to testify
in Federal crimnal prosecution.

Pur pose of the System

This system has been established to enable OG Gglio Oficials
(Special Agents in Charge and Regional |nspectors General for Audit
nati onwi de and the office of the Deputy Assistant |nspector General for
I nvestigations and Deputy Assistant |Inspector General for Audit) to
mai ntai n and di scl ose records of potential inpeachnent infornmation on
O G enpl oyees who are expected to testify in crimnal cases as required
by the case law following Gglio. It permts the OGGglio Oficals to
acquire, maintain, and disclose for |aw enforcenment purposes, records
relating to i npeachnent information on O G enpl oyees. It pernits the
O G offices identified above to obtain information from Federal and
St ate agenci es and personnel records and to maintain and di scl ose for
| aw enf orcenment purposes records of inpeachnent information that is
material to the defense of Federal crimnal prosecutions. Prinmary users
of this systemw ||l be OG Gglio Oficials, who are the regional
Speci al Agents in Charge and Regional Inspectors General for Audit
nati onwi de and the office of the Deputy Assistant |nspector General for
I nvestigations and Deputy Assistant |Inspector General for Audit.
Secondary users will be Requesting Officials within the Departnent of
Justice, who are senior officials serving as the points of contact
concerning potential inpeachnent information within each of the United
States Attorneys' offices, and Assistant United States Attorneys who
are prosecuting cases and have an obligation to disclose inpeachnent
mat eri al under the G glio decision.



Routi ne uses of records mmintained in the system including categories
of users and the purposes of such uses:

In addition to those disclosures generally permtted under
subsection (b) of the Privacy Act of 1974, 5 U. S.C. 552a(b), records
may al so be disclosed routinely to other users under the follow ng
ci rcunst ances:
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A record maintained in this systemof records nay be di sseninated
as a routine use of such record as foll ows:

(a) Upon request by a Requesting Oficial within the Departnment of
Justice or a United States Attorney's office, to the Requesting
Oficial, as defined in the United States Attorney's Mnual, Title 9,
paragraph 5.100, for the United States Attorney for each district (see
Appendi x USA-999 or EOUSA Internet addresses at
http://frwebgate. access. gpo. gov/ cgi -
bi n/ 1 eavi ng. cgi ?fromel eavi ngFR. ht m & og=li nkl og&t o=htt p://ww. usdoj . gov/ eousa
) to be used in accordance with that policy.

(b) Arecord will be provided to a court and/or defense attorney in
sati sfaction of the prosecuting attorneys' obligations under the Gglio
deci sion and the case |law foll owi ng that decision.

(c) To the Department of Justice (including United States Attorney
O fices) or other Federal agency conducting litigation or in
proceedi ngs before any court, adjudicative or admi nistrative body when
it is necessary to the litigation and one of the following is a party
to the litigation or has an interest in such litigation

1. HUD or HUD O G or any component of either

2. Any enmployee of O Gin his/her official capacity;

3. Any enployee of O Gin his/her individual capacity where the
Depart nent of Justice has agreed to represent the enpl oyee; or

4. The United States or any agency thereof, is a party to the
l[itigation or has an interest in such litigation, and HUD O G
determ nes that the records are both rel evant and necessary to the
litigation and the use of such records is conpatible with the purpose
for which O G collected the records.

(d) I'n any case in which there is an indication of a violation or
potential violation of law, crimnal or regulatory in nature, the
record in question may be disseminated to the appropriate Federal
State, local, or foreign agency charged with the responsibility for
i nvestigating or prosecuting such violation or charged with enforcing
or inplenenting the | aw

(e) I'n the course of investigating any potential or actua
violation of any law, criminal, civil, or regulatory in nature, or
during the course of a trial or hearing or the preparation for a tria
or hearing for such violation, a record may be dissenmnated to a
Federal, State, local, or foreign agency, or to an individual or
organi zation, if there is reason to believe that such agency,

i ndi vidual, or organization possesses information relating to the

i nvestigation, trial, or hearing and the dissem nation is reasonably
necessary to elicit such information or to obtain the cooperation of a
wi tness or an informant;

(f) Arecord relating to a case or matter may be disseminated in an
appropriate Federal, State, local, or foreign court or grand jury
proceedi ng i n accordance with established constitutional, substantive,
or procedural |aw or practice;

(g) Subject to the limtations of 28 CFR 50.2, regarding the



http://frwebgate.access.gpo.gov/cgi-bin/leaving.cgi?from=leavingFR.html&log=linklog&to=http://www.usdoj.gov/eousa
http://frwebgate.access.gpo.gov/cgi-bin/leaving.cgi?from=leavingFR.html&log=linklog&to=http://www.usdoj.gov/eousa

rel ease of information during the pendency of crimnal trials, and
after a determnation that release of the specific record in the
context of a particular case would not constitute an unwarranted

i nvasi on of personal privacy, a record may be dissemnated to the news
nmedi a and publi c;

(h) Records not otherwise required to be released pursuant to 5
U S.C. 552a may be nmde available to a Menber of Congress or staff
acting upon the Menber's behal f when the Menber or staff requests
i nformati on on behalf of and at the request of the individual who is
t he subject of the record,;

(i) Arecord nay be disclosed as a routine use to the Nationa
Archives and Records Adm nistration (NARA) and to the General Services
Admi ni stration (GSA) in records nanagenment inspections conducted under
the authority of 44 U S.C. 2904 and 2906.

(j) Additional Disclosure for Purposes of Facilitating Responses
and Renediation Efforts in the Event of a Data Breach. A record froma
system of records nmintained by this Departnent nmay be disclosed to
appropriate agencies, entities, and persons when:

a. The Department suspects or has confirmed that the security or
confidentiality of information in a system of records has been
conpr om sed

b. The Departnent has determined that as a result of the suspected
or confirmed conpromise there is a risk of harmto econom c or property
interests, identity theft or fraud, or harmto the security or
integrity of systens or progranms (whether maintained by the Depart nent
or anot her agency or entity) that rely upon the conprom sed
i nformation; and,

c. The disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with the Departnent's
efforts to respond to the suspected or confirnmed conprom se and
prevent, mninze, or remedy such harm

Pol i cies and practices for storing, retrieving, accessing, retaining,
and di sposing of records in the system
St or age:

CGenerally, all records are recorded on basic paper/cardboard
material and stored in file folders in file cabinets. Sone Gglio
Oficials may maintain the records in electronic format avail abl e
through the Gglio Oficial's conputer term nal

Retrievability:

Records are retrieved primarily by the nane of the prospective
witness. ldentify the other means for retrieving records fromthe
system A record within this systemof records may be accessed by the
Gglio Oficial and provided to the Requesting Oficial.

Saf eguar ds:

Records in the systemare confidential and are located in file
cabinets in the offices of the Special Agents in Charge or Deputy
Assi stant I nspector General for Investigations. Ofices are | ocked
during non-working hours and are secured by either the Federa
Protective Service or in a private building with controlled access. The
ability to access electronically is restricted to those who have a
valid I D and password. Authorized access is limted to those with a
need-t o- know and for the appropriate functions.

Ret enti on and di sposal



Records are to be retained and di sposed of in accordance with
agency retention plans is in accordance with Records Disposition
Schedule 3, Itens 79-1 to 86, Appendix 3, HUD Handbook 2225.6, Rev. 1
and the OG Gglio Policy, which states " “Upon transfer or reassignnment
of the enployee within OG the Gglio file will be forwarded to the
Gglio Oficial at the enpl oyee's new duty station. Upon retirenent,
resignation, or transfer, the enployee's Gglio file will be destroyed
and anyone with a copy of the file will be inforned to destroy their
file on the enpl oyee.'

Syst em nanager (s) and address:

System Manager for the systemin each office is the OG Gglio
Oficial, defined in the OG Gglio Policy as the Special Agent in
Charge for each region and the Deputy Assistant |Inspector Ceneral for
I nvestigations. Point of Contact is the Assistant Inspector Ceneral for
Investigation, Ofice of the Inspector General, Department of Housing
and Urban Devel opnent, 451 Seventh Street, SW, Washi ngton, DC 20410.
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Notification procedures:

Records are generally exenpt from Privacy Act access. However, the
System Manager will accept and give consideration to a request from an
i ndi vidual for notification of whether the system contains records
pertaining to that individual. Address inquiries to the System Managers
i sted above.

Record Access Procedures:

Pursuant to 5 U.S.C. 552a(j)(2) and (k)(2), this record system has
been exenpted fromthe access provisions in 5 U S.C. 552a(d). However,
the System Manager will accept and give consideration to a request from
an individual for access to records pertaining to that individual that
are indexed and retrieved by reference to that individual's nane and/or
soci al security nunmber. The procedures for requesting access to records
appear in 24 CFR parts 16 and 2003.

Cont esting Records Procedure:

Pursuant to 5 U.S.C. 552a(j)(2) and (k)(2), this record system has
been exenpted fromthe record contesting provisions in 5 U S.C.
552a(d) (3)-(4). However, the System Manager wi ||l accept and give
consideration to a request froman individual for anendnent or
correction of records pertaining to that individual that are indexed
and retrieved by reference to that individual's name and/or socia
security nunber. The procedures for requesting anendnent or correction
of records appear in 24 CFR part 16 and 2003.

Records Source Categories:

Sources of records contained in this systeminclude, but are not
limted to, reports of Federal, State and |ocal |aw enforcenent
agenci es; official personnel files, reports by investigative agencies;
data, menoranda and reports fromthe Court and agencies; and pl eadi ngs
and ot her docunents relevant to the court proceedings in particular
cases. The O Gcollects information froma w de variety of sources,
i ncl udi ng other Federal agencies, |aw enforcement agencies, program
partici pants, subject individuals, conplainants, w tnesses and ot her
non- gover nment al sources.



System Exenpted From Certain Provision of the Act:

This system of records, to the extent that it consists of
i nformati on conpiled for the purpose of criminal investigations, has
been exenpted fromthe requirements of subsections (c)(3), (d)(1),
(d)(2), (e)(1), (e)(2) and (e)(3) of the Privacy Act pursuant to 5
U S.C 552a(j)(2). In addition, this systemof records, to the extent
that it consists of other investigatory nmaterial conpiled or generated
for | aw enforcement purposes, has been exenpted fromthe requirenents
of subsections (c)(3), (d)(1), (d)(2) and (e)(1l) of the Privacy Act
pursuant to 5 U.S.C. 552a(k)(2). Finally, this systemof records, to
the extent that it consists of investigatory material conpiled or
generated for the purpose of determning suitability, eligibility, or
qualifications for Federal civilian enploynment or Federal contracts,
the rel ease of which would reveal the identity of a source who
furnished information to the governnent under an express prom se that
the identity of the source would be held in confidence, has been
exenpted fromthe requirenents of subsection (d)(1) of the Privacy Act
pursuant to 5 U.S.C. 552a(k)(5). Rules have been pronulgated in
accordance with the requirements of 5 U S.C. 553(b), (c) and (e) and
have been published in the Federal Register.
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