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Appendix |

HUD’sLibrary of Routine Uses

Authorized disclosures applicable to one or more HUD Privacy Act system of records.
The Privacy Act allows HUD to disclose its Privacy Act records in the following manner to
appropriate agencies, entities, and persons below to the extent such disclosures are
compatible with the purpose for which the record was collected, as set forth in each system
of records notice and in the following paragraphs (1)-(19), provided that no routine use
specified herein shall be construed to limit or waive any other routine use or exemption
specified either herein or in the text of the individual system of records notice. (These
routine uses are not meant to exclude prior routine use publications and may overlap in some
cases.)

(1) Toarecipient who has provided the agency with advance adequate written assurance
that the record will be used solely as a statistical research or reporting record, and the record
isto be transferred in aform that is not individually identifiable.

(2) TotheNational Archivesand Records Administration (NARA) and the General
Services Administration (GSA) for records having sufficient historical or other value to
warrant its continued preservation by the United States Government, or for inspection under
authority of Title 44, Chapter 29, of the United States.

(3) Toacongressional office from the record of an individual in response to an inquiry

from the congressional office made at the request of that individual.



(4) Toappropriate Federa, state, local government, or person pursuant to a showing of
compelling circumstances affecting the health or safety or vital interest of an individual or
data subject, including assisting such agency(ies) or organizations in preventing the exposure
to or transmission of a communicable or quarantinable disease or to combat other significant
public health threats; if upon such disclosure appropriate notice is transmitted to the last
known address of such individua identify the health threat or risk.

(5) Toaconsumer reporting agency, when trying to collect a claim of the Government, in
accordance with 31 U.S.C. 3711(e).

(6) To contractors, grantees, experts, consultants, and the agents of thereof, and others
performing or working on a contract, service, grant, cooperative agreement with HUD, when
necessary to accomplish an agency function related to its system of records, limited to only
those data elements considered relevant to accomplishing an agency function. Individuals
provided information under this routine use is subject to the same Privacy Act requirements
and limitations on disclosure as are applicable to HUD officers and employees.

(7) To other Federa agencies or non-Federa entities with whom HUD has an approved
computer matching effort, limited to only those data elements considered relevant to
determine eligibility under a particular benefit programs administered by those agencies or
entities or by HUD or any component thereof, to improve program integrity, and to collect
debts and other monies owed under those programs.

(8) To contractors, experts, consultants with whom HUD has a contract, service agreement
or other assignment of the Department, when necessary to utilize relevant data for purposes
of testing new technology and systems designed to enhance program operations and
performance.

(9) To contractors, grantees, experts, consultants, Federal agencies, and non-Federa

entities including but not limited to state and local governments, and other research



institutions or their parties entities and their agents with whom HUD has a contract, service
agreement, grant, cooperative agreement with HUD, when necessary to accomplish an
agency function related to a system of records for the purposes of statistical analysis and
research in support of program operations, management, performance monitoring,
evaluation, risk management, and policy development, or to otherwise support the
Department’s mission. Records under this routine use may not be used in whole or in part to
make decisions that affect the rights, benefits or privileges of specific individuals. The
results of the matched information may not be disclosed in identifiable form.

(10) To other Federal agencies or non-Federa entities, including but not limited to state and
local government entities with whom HUD has a contract, service agreement, grant,
cooperative agreement, or computer matching agreement to assist such agencies with
preventing and detecting improper payments, or fraud, or abuse in major programs
administered by the Federal government, or abuse by individualsin their operations and
programs, but only to the extent that the information is necessary and relevant to preventing
improper payments for services rendered under a particular Federal or non-federal benefits
programs of HUD or any of their components to verify pre-award and pre-payment
reguirements prior to the release of Federal Funds.

(11) To appropriate agencies, entities, and persons when: a) HUD suspects or has confirmed
that the security or confidentiality of information in a system of records has been
compromised; b) HUD has determined that as aresult of the suspected or confirmed
compromise thereisarisk of harm to economic or property interests, identity theft or fraud,
or harm to the security or integrity of systems or programs (whether maintained by HUD or
another agency or entity) that rely upon the compromised information; and c) the disclosure
made to such agencies, entities, and persons is reasonably necessary to assist in connection

with HUD' s efforts to respond to the suspected or confirmed compromise and prevent,
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minimize, or remedy such harm for purposes of facilitating responses and remediation efforts
in the event of a data breach.

CASE SPECIFIC ACTIONS, HUD may disclosure records compatible to one of its system
of records notices during case specific circumstances, when appropriate, as follows:

(12) To appropriate Federa, state, local, tribal, or governmental agencies or multilateral
governmental organizations responsible for investigating or prosecuting the violations of, or
for enforcing or implementing, a statute, rule, regulation, order, or license, where HUD
determines that the information would assist in the enforcement of civil or criminal laws.
(13) To third parties during the course of alaw enforcement investigation to the extent
necessary to obtain information pertinent to the investigation, provided disclosure is
appropriate to the proper performance of the official duties of the officer making the
disclosure.

(14) To acourt, magistrate, or administrative tribunal in the course of presenting evidence,
including disclosures to opposing counsel or witnesses in the course of civil discovery,
litigation, or settlement negotiations or in connection with criminal law proceedings or in
response to a subpoena or to a prosecution request when such records to be released are
specifically approved by a court provided order.

(15) To appropriate Federal, state, local, tribal, or governmental agencies or multilateral
governmental organizations responsible for investigating or prosecuting the violations of, or
for enforcing or implementing, a statute, rule, regulation, order, or license, where HUD
determines that the information would assist in the enforcement of civil or criminal laws.
(16) To third parties during the course of alaw enforcement investigation to the extent
necessary to obtain information pertinent to the investigation, provided disclosure is
appropriate to the proper performance of the official duties of the officer making the

disclosure.



(17) Tothe Department of Justice (DOJ) when seeking legal advice for aHUD initiative or
in response to DOJ s request for the information, after either HUD or DOJ determine that
such information is relevant to DOJ s representatives of the United States or any other
componentsin lega proceedings before a court or adjudicative body, provided that, in each
case, the agency also determines prior to disclosure that disclosure of the records to the DOJ
isause of theinformation contained in the records that is compatible with the purpose for
which HUD collected the records. HUD on its own may disclose records in this system of
recordsin legal proceeding before a court or administrative body after determining that the
disclosure of the records to the court of administrative body is a use of the information
contained in the records that is compatible with the purpose for which HUD collected the
records.

(18) To another agency or to an instrumentality of any governmental jurisdiction within or
under the control of the United States for acivil or crimina law enforcement activity if the
activity is authorized by law, and if the head of the agency or instrumentality has made a
written request to the agency which maintains the record specifying the particular portion
desired and the law enforcement activity for which the record is sought.

(19) To contractors, grantees, experts, consultants, Federal agencies, and non-Federa
entities including but not limited to state and local governments, with whom HUD has a
contract, service agreement, grant, cooperative agreement with the Department of Housing
and Urban Development for statistical analysis to advance the goals of the nation’s federal
strategic plan to prevent and end veterans homelessness. The records may not be used to
make decisions concerning the rights, benefits, or privileges of specific individuals, or

providers of services with respect to homeless veteran's efforts.

Dated: June 27, 2012.

Kevin R. Cooke,



Deputy Chief Information Officer
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