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PIH.RHIIP.TA Message # 2011-11 Distributed on February 25, 2011

As outlined in paragraph 17 of the attached PIH Notice 2010-19, issued on May 17, 2010, PHAs
are authorized to maintain EIV Income Reports in the tenant file for the duration of tenancy
and no longer than three years from the end of participation (EOP) date. EIV Income Reports
may be retained beyond such retention period if such report is required for litigation which was
initiated before the expiration of the initial maximum record retention period.

This policy is consistent with the provisions outlined in the attached computer matching
agreement between HUD and the U.S. Department of Health and Human Services (HHS), which
became effective on February 4, 2011.

In accordance with revised regulations 24 CFR 908.101, PHAs are required to maintain at a
minimum, the last three years of the form HUD-50058, and supporting documentation for all
annual and interim reexaminations of family income. All records are to be maintained for a
period of at least three years from the effective date of the action.

Example 1: EOP date is 02/25/2011, and there is no pending litigation. EIV Income Reports
must be destroyed no later than February 24, 2014.

Example 2: EOP date is 02/25/2011, and litigation began on 02/23/2014. EIV Income Reports
must be destroyed after the expiration period of all possible judicial appeals.

Example 3: Active tenant as of 02/25/2011. EIV Income Reports do not have to be destroyed.
PHA is required to maintain at a minimum, the last three years of the form HUD-50058, and
supporting documentation (including the EIV Income Report) for all annual and interim
reexaminations of family income.

Note: HUD does not prohibit retention of the form HUD-50058 and non-EIV Income Reports for
longer periods of time.

Please direct all inquiries related to this message to PIH.RHIIP.TA@HUD.GOV.
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Special Attention of: Notice PIH 2010 - 19 (HA)

Public Housing and Section 8 Program Administrators,

Public Housing Hub Office Directors; Public Housing Issued: May 17, 2010
Resident Management Corporations; Resident Councils;

Applicants and Participants of Public Housing, Housing

Choice Voucher, Section 8 Moderate Rehabilitation, Expires: May 31, 2011
and Project-Based Certificate and Voucher Programs

Cross References; 24 CFR 85.233,
24 CFR 85.236, 24 CFR 8908.101

SUBJECT: Administrative Guidance for Effective and Mandated Use of the Enterprise
Income Verification (EIV) System

1. Purpose: ThisNotice provides Public Housing Agencies (PHAS) with administrative
guidance related to the mandated use of HUD’ s Enterprise Income Verification (EIV)
system, as required in accordance with the new HUD regulation, 24 CFR 85.233, as issued in
the Final Rule: Refinement of Income and Rent Determination Requirementsin Public and
Assisted Housing Programs: Implementation of the Enterprise Income Verification System-
Amendments, effective January 31, 2010, as published at 74 FR 68924, on December 29,
20009.

2. Applicability: ThisNotice appliesto the following HUD-PIH rental assistance programs:
Public Housing, Section 8 Moderate Rehabilitation, Project-Based Voucher, Project-Based
Certificate, and Housing Choice Voucher (HCV) Programs.

3. Background: On December 29, 2009, HUD issued the final rule entitled Refinement of
Income and Rent Determination Requirements in Public and Assisted Housing Programs:
Implementation of the Enterprise Income Verification (EIV) System-Amendments, which
requires PHAs to use the EIV system in its entirety to verify tenant employment and income
information during mandatory reexaminations of family composition and income; and reduce
administrative and subsidy payment errors in accordance with 24 CFR 85.236 and
administrative guidance issued by HUD.

Using EIV as an upfront income verification (UIV) technique will be valuable in validating
tenant-reported income during interim and annual reexaminations of family income; as well
as streamlining the income verification process. This will result in less administrative burden
in complying with third party verification requirements. Additionally, EIV will help to
identify and cure inaccuracies in housing subsidy determinations, which will benefit PHAS,
tenants, and taxpayers by ensuring that the level of benefits provided on behalf of familiesis
proper and will prevent fraud and abuse within Public and Indian Housing (PIH) rental
assistance programs.




4. Effective Date: ThisNotice is effective as of issuance date.

5. TheNew HUD Regulation: 24 CFR 5.233. Effective January 31, 2010, all PHAs are
required to usethe EIV system in its entirety. This means that PHAs must use all features of
the EIV system to:

a. Verify tenant employment and income information during mandatory reexaminations of
family composition and income in accordance with 24 CFR 85.236, and HUD
administretive guidance; and

b. Reduce administrative and subsidy payment errors in accordance with HUD
administrative guidance.

6. What isthe EIV System? The EIV System is aweb-based application, which provides
PHAs with employment, wage, unemployment compensation and social security benefit
information of tenants who participate in the Public Housing and various Section 8 programs
under the jurisdiction of the Office of Public and Indian Housing (PIH). This systemis
available to all PHAs nationwide. Information in EIV is derived from computer matching
programs initiated by HUD with the Social Security Administration (SSA) and the U.S.
Department of Health and Human Services (HHS), for al program participants with valid
personal identifying information (name, date of birth (DOB), and social security number
(SSN)) reported on the form HUD-50058.

All PHAs are required to review the EIV Income Report of each family before or during
mandatory annual and interim reexaminatiors of family income and/or composition to reduce
tenant under reporting of income and improper subsidy payments. EIV isclassified as an

UIV technique (or automated written third party verification), which helps to identify income
sources and/or amounts that the tenant may not have disclosed. This UIV technique in many
instanceswill reduce the need to mail or fax third party verification request formsto an
income source. EIV also provides various reports to assist PHAs with the following:

a. ldentifying tenants whose reported personal identifiers do not match the SSA database;

b. ldentifying tenants who need to disclose a SSN;

c. ldentifying tenants whose aternate identification number (Alt ID) needs to be replaced
with a SSN;

d. ldentifying tenants who may not have reported complete and accurate income

information;

Identifying tenants who have started a new job;

Identifying tenants who may be receiving duplicate rental assistance;

| dentifying tenants who are deceased and possibly continuing to receive rental

assistance;

Identifying former tenants of PIH rental assistance programs who voluntarily or

involuntarily left the program and have a reportable adverse status and/or owe money to

aPHA or Section 8 landlord.
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7. How to obtain accessto the EIV System. All PHA staff (including PHA-hired
management agents), who have a need to access the EIV system, isrequired to complete and
submit the EIV Access Authorization Form & Rules of Behavior and User Agreement to
their designated EIV Coordinator in the local HUD office.



The form is available online at:
http://www.hud.qov/offices/pi h/programs/ph/rhiip/uivsystemcfm.

The user’s access must be approved by the PHA Executive Director or designee in order for
the local HUD office to process al EIV access requests. Individuals who will not directly
access the EIV system, but will have access to the EIV datain printed or electronic form is
also required to complete the EIV Access Authorization Form & Rules of Behavior and User
Agreement and maintain on file (do not submit the form to the local HUD office).

. The Verification Hierarchy. PHAs should begin with the highest level of verification
techniques.

PHAs are required to access the EIV system and obtain an Income Report for each
household. The PHA is required to maintain the Income Report in the tenant file along with
the form HUD-50058 and other supporting documentation to support income and rent
determinations for all mandatory annual reexaminations of family income and composition.

If the Income Report does not contain any employment and income information for the
family, the PHA should attempt the next lower level verification technique, as noted in the
below chart.

L evel Verification Technique Ranking

Upfront Income Verification
(UIV) using nonHUD system
4 Written third Party Verification | High(Mandatory to supplement EIV-reported
income sources and when EIV has no datg
Mandatory for non-EIV reported income
sources; Mandatory when tenant disputes EIV-
reported employment and income information
and is unable to provide acceptable
documentation to support dispute)

3 Written Third Party Verification | Medium-L ow (Mandatory if written third party
Form verification documents are not available or
rejected by the PHA ; and when the applicant or
tenant is unable to provide acceptable
documentation)

2 Oral Third Party Verification L ow (Mandatory if written third party
verification is not available)

Note: This verification hierarchy applies to income determinations for applicants and
participants. However, EIV is not available for verifying income of applicants.

Highest (Optional)




Verification Technique Definitions

Third Party Verification Techniques

Upfront Income Verification (UI'V) (Level 6/5): The verification of income before or
during a family reexamination, through an independent source that systematically and
uniformly maintains income information in computerized form for a number of individuals.

It should be noted that the EIV system is available to all PHAs asa UIV technique. PHAS
are encouraged to continue using other nonHUD UIV tools, such as The Work Number (an
automated verification system) and state government databases to validate tenant-reported
income.

Written Third Party Verification (Level 4): An origina or authentic document generated
by athird party source dated either within the 60-day period preceding the reexamination or
PHA request date. Such documentation may be in the possession of the tenant (or applicant),
and iscommonly referred to as tenant-provided documents. It is the Department’ s position
that such tenant-provided documents are written third party verification since these
documents originated from a third party source. The PHA may, at its discretion, reject any
tenant- provided documents and follow up directly with the source to obtain necessary
verification of information.

Examples of acceptable tenant-provided documentation (generated by athird party source)
include, but are not limited to: pay stubs, payroll summary report, employer notice/letter of
hire/termination, SSA benefit verification letter, bank statements, child support payment
stubs, welfare benefit letters and/or printouts, and unemployment moretary benefit notices.
Current acceptable tenant-provided documents must be used for income and rent
determinations.

The PHA isrequired to obtain at a minimum, two current and consecutive pay stubs for
determining annual income from wages. For new income sources or when two pay stubs are
not available, the PHA should project income based on the information from atraditional
written third party verification form or the best available information.

Note: Documents older than 60 days (from the PHA interview/determinationor request
date) is acceptable for confirming effective dates of income.

Written Third Party Verification Form (Level 3): Also, known astraditional third party
verification. A standardized form to collect information from a third party source. The form
is completed by the third party by hand (in writing or typeset). PHAs send the form directly
to the third party source by mail, fax, or email.

It is the Department’ s position that the administrative burden and risk associated with use of
the traditional third party verification form may be reduced by PHAs relying on acceptable
documents that are generated by athird party, but in the possession of and provided by the
tenant (or applicant). Many documents in the possession of the tenant are derived from third
party sources (i.e. employers, federal, state and/or local agencies, banks, etc.).



The Department recognizes that third party verification request forms sent to third party
sources often are not returned. In other instances, the person who completes the verification
form may provide incomplete information; or some tenants may collude with the third party
source to provide false information; or the tenant intercepts the form and provides false
information.

The Department requires PHAs to rely on documents that originate from athird party
source's computerized system and/or database, as this process reduces the likelihood of
incorrect or falsified information being provided on the third party verification request form.
The use of acceptable tenant-provided documents, which originate from athird party source,
will improve the integrity of information used to determine a family’s income and rent and
ultimately reduce improper subsidy payments. This verification process will aso streamline
the income verification process.

Oral Third Party Verification (Level 2): Independent verification of informationby
contacting the individual income/expense source(s), as identified through the UIV technique
or identified by the family, via telephone or in-person visit. PHA staff should document in
the tenant file, the date and time of the telephone call (or visit to the third party), the name of
the person contacted and telephone number, along with the confirmed information.

This verification method is commonly used in the event that the independent source does not
respond to the PHA’ s faxed, mailed, or e-mailed request for information in a reasonable time
frame, i.e., ten (10) business days.

Non-Third Party Verification Technique

Tenant Declaration (L evel 1): The tenant submits an affidavit or notarized statement of
reported income and/or expenses to the PHA. This verification method should be used as a
last resort when the PHA has not been successful in obtaining information via all other
verification techniques. When the PHA relies on tenant declaration, the PHA must document
in the tenant file why third party verification was not available.

Exceptionsto Third Party Verification Reguirements

HUD is aware that in some situations, third party verification is not available for a variety of
reasons. Oftentimes, the PHA may have made numerous attempts to obtain the required
verifications with no success, or it may not be cost effective to obtain third party verification
of income, assets, or expenses, when the impact on total tenant payment is minimal. In these
cases, the PHA is required to document in the family file the reason(s) why third party
verification was not available.

The exception to third party verification can be found at 24 CFR §960.259(c)(1) and
§982.516(a)(2), which states, “The PHA must obtain and document in the family file third
party verification of the following factors, or must document in the file why third party
verification was not available.”
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Third party verification requirements. Inaccordance with 24 CFR 8§960.259(c)(1) and 24
CFR 8982.516(a)(2) for the Public Housing and the HCV programs, respectively, the PHA
must obtain and document in the tenant file third party verification of the following factors,
or must document in the tenant file why third party verification was not available: (i)
reported family annual income; (ii) the value of assets; (iii) expenses related to deductions
from annual income; and (iv) other factors that affect the determination of adjusted income.

How to comply with and reduce administrative burden of third party verification
requirements of family annual income. PHASs cancomply with and reduce administrative
burden of third party verification requirements for employment, wage, unemployment
compensation and social security benefits, and any other information that is verifiable using
EIV by:

a. Reviewing the EIV Income Report to confirm/validate tenant-reported income;
and

b. Printing and maintaining an EIV Income Report (or an EIV Individual Control
Number (ICN) page for interim reexaminations as prescribed in Section 12 of this
Notice) in the tenant file; and

c. Obtaining current acceptabl e tenant- provided documentation to supplement EIV
information; and

d. Using current tenant-provided documentation and/or third party verification to
calculate annual income.

Note: Socia Security benefit information in EIV is updated every three months. If the
tenant agrees with the EIV-reported benefit information, PHAS do not need to
obtain or request a benefit verification letter from the tenant. See PIH Notice
2010-03 for guidance on verifying Social Security benefit income through the
EIV system.

The PHA may also reduce the administrative burden of obtaining third party verification by
relying on acceptable documents that are generated by athird party, but provided by the
tenant. Many documents in the possession of the tenant are derived from third party sources
(i.e. employers, federal, state and/or local agencies, banks, etc.).

When the PHA isrequired to request writtenthird party verification The PHA must
request written third party verification under the following circumstances:

a. When the tenant disputes the EIV informationand is unable to provide acceptable
documentation to support his’her dispute (24 CFR 85.236(b));

b. When the PHA requires additiona information that is not available in EIV and/or the
tenant is unable to provide the PHA with current acceptable tenant- provided
documentation. Examples of additional information, includes but is not limited to:

i.  Effective dates of income (i.e. employment, unemployment compensation, or
socia security benefits)
ii.  For new employment: pay rate, number of hours worked per week, pay
frequency, etc.
iii.  Confirmation of change in circumstances (i.e. reduced hours, reduced rate of
pay, temporary leave of absence, etc.)



Note: 24 CFR 85.236(a), prohibits PHAs from taking adverse action based solely on EIV
information

12. Typeof filedocumentation required to demonstrate PHA compliance with mandated
useof EIV asathird party sourceto verify tenant employment and income infor mation
(24 CFR 85.233(a)(2)(i)).

A. For each new admission(form HUD-50058 action type 1), the PHA isrequired to do
the following:

Review the EIV Income Report to confirm/validate family-reported income
within 120 days of the PIC submission date; and

Print and maintain a copy of the EIV Income Report in the tenant file; and
Resolve any income discrepancy with the family within 60 days of the EIV
Income Report date.

B. For each historical adjustment (form HUD-50058 action type 14), the PHA is
required to do the following:

Review the EIV Income Report to confirm/validate family-reported income
within 120 days of the PIC submission date; and

Print and maintain a copy of the EIV Income Report in the tenant file; and
Resolve any income discrepancy with the family within 60 days of the EIV
Income Report date.

C. For each interim reexamination (form HUD-50058 action type 3) of family income
and composition, the PHA isrequired to have the following documentation in the
tenant file:

ICN Page when there is no household income discrepancy noted on the
household’ s Income Discrepancy Report tab or Income Discrepancy Report.
(PHAs have the discretion to print the EIV Income report, however, only the
ICN pageisrequired.) See sample screen shot below.

Summary Report  Income Report  RGTET ERVEL R GG TR T e o

Ho Income Discrepancy Report is availahle for the household.

Note: The ICN Pageis available from the Summary Report tab. See sample
screen shot below:



Income Information >> By Head of Household »> Summary Report

Print-All
TR Certification Page  Income Report  Income Discrepancy Report

Head of Household Identifiers

Name: TAIKILA
Social Security Number: -
Date of Birth (mm/ddiyyyy): K989
Program Type: Sec.§ Vouchers
Project:
Unit Address:
Participant Code:
Annual Reexamination Date: 05/01/2010
Tenant Data from Form 50058 as of: 10/20/2009
Most Recent Type of Action: JHnterim Reexamination
Effective Date: 10/01/2009
Household Members
Merber 54 murrs o & entr s e & oo & s stosip ity Vorcat s |
R IIKILA JHK1989 20 Head Verified
s IMALAYA KXNXI2009 Other youth under 18 Verified
The maonth and day values in the Date of Birth field have been masked far security reasans

Provide ICN

Confidential Privacy Act Data. Civil and Criminal pena

Report Generated By - H18XXX NICOLE X FAISON

EIV Income Report when there is an income discrepancy noted on the
household’ s Income Discrepancy Report tab or Income Discrepancy Report.
See sample screen shot below.

Summary Report Income Report Income Discrepancy Report

Name: DEERA

Social Security Humber:
Program Type: Fublic Housing
Project:
Effective Date of Action: 031022009
Annual Reexamination Date: 02012010
;;3%;1::1911 Annual Wages and Benefits from Form HUD- & 325.00
Period Of Income for Discrepancy Analysis 12/A10/2007 - 12/03/20035
Discrepancy Analysis —_______|actuals__lAnnualized Last Quarter |
Reported Annual Wages and Benefits from EIV Data: 24 919.06 $26,131.00
Amount of Annual Income Discrepancy: ($16,521.06) ($17,803.00)
Amount of Monthly Income Discrepancy: (h1,352.59) (31 ,4535.58)
Percentage of Income Discrepancy: (BE.55%) (55.13%)
HNote:Hegsative numbers represent potential under reporting of income. Please discuss this income discrepancy with the tenant.
Fositive numbers represent potertial decrease intenant income.
Confidential Privacy Act Data. Civil and Criminal penalties apply to misuse of this data.

Report Genersted By - H1SKXX MICOLE X FAISON




D. For each annual reexaminationof family incomeand composition, the PHA is
required to have the following documentation in the tenant file:

i.  NoDisputeof EIV Information: EIV Income Report, current acceptable
tenant- provided documentation, and if necessary (as determined by the PHA),
traditional third party verification form(s). See examples 1 and 3 below.

ii.  Disputed EIV Information: EIV Income report, current acceptable tenant-
provided documentation and/or traditional third party verification form(s) for
disputed information. See example 2 below.

iii.  Tenant-reported income not verifiable through EIV system: Current
tenant-provided documents, and if necessary (as determined by the PHA),
traditional third party verification form(s). See example 3 below.

Example 1: No Disputed ElV Information & Tenant Provided Documents

Y ou are conducting an annual reexam with tenant, Mary Jones. Ms. Jones reports that
she isemployed at the ABC Box Company. Y ou pull up the EIV income report for the
Jones family, which shows quarterly wages from the ABC Box Company for the full year
of 2008, and the first two quarters of 2009. Last year’s (2009) annual reexam reflects
wages from the same employer. There is no other income information on the report.

The PHA may streamline the income verification process by requesting Ms. Jones
provide current pay stubs dated within the last 60 days of the interview or PHA request
date. The PHA must obtain a minimum of two current and consecutive pay stubs from
Ms. Jones. Since there is no disparity between tenant-reported and EIV-reported income,
the PHA may obtain original and current tenant-provided pay stubs to calcul ate annual
income.

The PHA may not use quarterly EIV wage (or unemployment benefit) information to
caculate annual income since this information is at least six months old and more current
income information (from pay stubs) is available.

Example 2: Disputed EIV Information & No Tenant-Provided Documents

Y ou are conducting an annual reexam with tenant, Bob Miller. Mr. Miller reports that his
only source of income is monetary support from his sister, Betty Miller. You pull up the
EIV income report for the Miller family, which shows quarterly wages from the Home
Depot for the full year of 2008, and the first two quarters of 2009. There is no other
income information on the EIV report. Last year's (2009) annual reexam reflects no
wage information and only source of income is other non-wage income (monetary
support from family member).

You inform Mr. Miller that the EIV system shows wages from the Home Depot and ask
him to provide you with current pay stubs. Mr. Miller states that he does not work there
and has no pay stubs.
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Because Mr. Miller disputes the EIV-reported income and is unable to provide
documents to support his dispute, the PHA must request written third party verification
from Home Depot. You mail athird party verification request form to the address listed
for Home Depot.

A few days later, you receive the third party verification request form back from Home
Depot, whichindicates that Mr. Miller has been employed there since January 5, 2008,
and a payroll summary report, showing Mr. Miller’s bi-weekly gross and net pay since
January 2008. Since the disputed EIV information has been confirmed to be correct by
the independent third party source (Home Depot), the PHA will use the income
information from the payroll summary report to calculate annual income. The PHA
would also calculate the retroactive rent (using the information provided by Home Depot)
since Mr. Miller failed to disclose his employment at the 2008 and 2009, annual reexams.
The PHA would aso inform Mr. Miller of this retroactive rent and take action according
to PHA-established policies.

Example 3: Tenant Unreported | ncome, Income not Verifiablethrough EIV &
Tenant- Provided Documents

Y ou are conducting an annual reexam with tenant, Sharon Duvet. Ms. Duvet reports that
her only source of income is child support and provides you with four current and
consecutive child support pay stubs. You pull up the EIV Income Report for the Duvet
family, which shows: hire date at the District Police Department effective January 9,
2005; quarterly wages from the District Police Department for the full years of 2005,
2006, 2007, and 2008, and the first two quarters of 2009. There is no other income
information on the EIV Income Report. Last year's (2009) annua reexam reflects
income from only child support. You inform Ms. Duvet that the EIV system is showing
wages from the District Police Department and you ask her to provide you with current
pay stubs. Ms. Duvet admits that she has been working at the District Police Departmert
and indicates that she can provide you with current pay stubs. You inform Ms. Duvet that
you will also have to calculate her retroactive rent for the previous years in which she did
not disclose her employment. Y ou go over the EIV-reported wages with Ms. Duvet and
she indicates that she does not dispute the information.

Since Ms. Duvet does not dispute the EIV-reported information the PHA may use the
tenant provided documents to calculate income and rent for the 2010 annual reexam, and
use the EIV-reported earnings for years 2005 through 2008, to calcul ate the retroactive
rent Ms. Duvet will owe. The PHA should require Ms. Duvet to provide her last pay stub
from 2009, or her 2009 W- 2, to calculate the retroactive rent for 2009. The PHA will use
the terant-provided child support pay stubs (child support income is not available in EIV)
to calculate annual income from this source.



13.

14.

11

What if the tenant doesnot provide the PHA with requested information? If the tenant
does not provide the requested information, the PHA may mail or fax athird party
verification request form to the third party source. The PHA isrequired to request third party
verification when the tenant disputes EIV informationand the tenant is unable to provide
acceptable documentation to support disputed information However, the PHA should also
remind the tenant that ghe is required to supply any information requested by the PHA for
use in aregularly scheduled annual or interim reexamination of family income and
composition.

The PHA may determine that the tenant is not in compliance with program requirements and
terminate tenancy or assistance, or both, if the tenant fails to provide the requested
information in atimely manner (as prescribed by the PHA).

How to use EIV to reduce administrative and subsidy payment errors. EIV hasthe
ability to identify other potential issues which may impact a family’s level of assistance. EIV
contains stand-alone reports, which a PHA may generate at any time (i.e. Deceased Tenants
Report, New Hires Report, Multiple Subsidy Report, Identity Verification Report, Income
Discrepancy Report, Debts Owed to PHAs & Termination Report, and Immigration Report).
However, it should be noted that the information from these stand-alone reports are contained
in the Income Report for each household. PHASs are required to address any and all potential
issues at the time of the annual or interim reexam, as conveyed in the Income Report.

PHAs may use the stand-alone reports to monitor staff’ s progress in reducing the following
administrative and subsidy payment errors by using the listed reports:

Incorrect/invalid SSNs/name/date of birth — Identity Verification Report
Follow- up with familieswho need to disclose a SSN — Immigration Report
Duplicate rental assistance — Multiple Subsidy Report

Unreported increase in income — Income discrepancy Report

Improper payments on behalf of deceased tenants — Deceased Tenants Report
Unreported new employment (PHASs with interim increase policy) — New Hires
Report

g Adverse Termination/Outstanding Debt to PHA — Debts Owed to PHAS &
Termination Search

SO0 Qo0 T

In order to ensure PHASs are aware of potential subsidy payment errors, PHAs are required
to monitor the following EIV reports on a monthly basis:

1. Deceased Tenants Report
2. ldentity Verification Report
3. Immigration Report

In order to ensure PHASs are aware of potential subsidy payment errors, PHAs are required
to monitor the following EIV reports on aquarterly basis:

1. Income Discrepancy Report
2. Multiple Subsidy Report
3. New Hires Report (if your agency has an interim increase policy)
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15. Howto usethe EIV Income Report asathird party sourceto verify tenant employment
and income information. The EIV Income Report provides a variety of information about
each household member of the family. The report contains the following information for
each household member:

a

b.

C.

o

— TQ

Personal identifiers. name, date of birth, and SSN
Identity verification status (pending, verified, deceased, or failed)
Employment information
1. New Hire Information (W-4)
I. Date hired
ii. Employer name
2. Employer name, address, and employer identification number of current and past
employers
3. Quarterly earnings
Quarterly unemployment compensation
Socia Security benefit information
1. Social Security (SS) benefits
I. Payment status code
ii. Date of current entitlement
iii.  Current net monthly benefit amount (if payable)
iv. Gross monthly benefit history (last 8 changes in benefit amount)
V. Lump sum payment amount and date
vi. Payee name and address
2. Dua Entitlement (Socia Security benefits under another person’s SSN)
i. Claim Number (the other person’s SSN)
ii. Payment status code
li. Date of current entitlement
iv. Current net monthly benefit amount (if payable)
v. Gross monthly benefit history (last 8 changes in benefit amount)
vi. Payee name and address
3. Supplemental Security Income (SSI)
i. Payment status code
ii. Alien indicator
iii.  Current net monthly benefit amount
iv. Current monthly state supplement benefit amount (if available)
v. Gross monthly benefit history (last 8 changes in benefit amount)
vi. Payee name and address
4. Medicare data
i. Payee name and address
ii. Monthly hospital insurance premium amount, buy-in status, and buy-in
start and end dates
iii.  Monthly supplemental medical insurance premium amount, buy-in
status, and buy-in start and end dates
Disability status and onset date
Identity verification status
Indicator of possible multiple rental subsidy

Indicator of debt and/or termination information from another PHA (effective
September 2010)
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All EIV Income Reports contain the date the report was generated and by whom; and the date
EIV received each type of information.

To minimize tenant underreporting of income, PHAS are required to obtain an EIV Income
Report for each family any time the PHA conducts an annual or interim reexamination of
family income and composition.

In accordance with 24 CFR 85.236(b)(2) (3), PHAs are required to compare the information
on the EIV report with the family-reported information If the EIV report reveals an income
source that was not reported by the tenant or a substantial difference in the reported income
information, the PHA is required to take the following actions:

1. Discuss the income discrepancy with the tenant; and

2. Request the tenant to provide any documentation to confirm or dispute the unreported
or underreported income and/ or income sources; and

3. Inthe event the tenant is unable to provide acceptable documentation to resolve the
income discrepancy, the PHA is required to request from the third party source, any
information necessary to resolve the income discrepancy; and

4. If applicable, determine the tenant’s underpayment of rent as a result of unreported or
underreported income, retroactively* ; and

5. Take any other appropriate action as directed by HUD or the PHA’ s administrative
policies.

*The PHA isrequired to determine the retroactive rent as far back as the existence of
complete file documentation (form HUD-50058 and supporting documentation) to support
such retroactive rent determinations.

Note: A substantial difference is defined as an amount equal to or greater than $2,400,
annually.

The tenant must be provided an opportunity to contest the PHA’ s determination of tenant rent
underpayment. HUD regulatiors require PHAs to promptly notify tenants in writing of any
adverse findings made on the basis of the information verified through the aforementioned
income discrepancy resolution process. The tenant may contest the findings in accordance
with the PHA'’ s established grievance procedures, as required by HUD. The PHA may not
terminate, deny, suspend, or reduce the family’s assistance until the expiration of any notice
or grievance period.

When there is an unsubstantial or no disparity between tenant-reported and EI'V-reported
income information, the PHA is required to obtain from the tenant, any necessary
documentation to compl ete the income determination process. As noted previously, the PHA
may reject any tenant-provided documentation, if the PHA deems the documentation
unacceptable. The PHA may reject documentation provided by the tenant for only the
following HUD-approved reasons:

1. The document is not an original; or
2. Theorigina document has been altered, mutilated, or is not legible; or
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3. The document appears to be a forged document (i.e. does not appear to be authentic).

The PHA should explain to the tenant, the reason(s) the submitted documents are not
acceptable and request the tenant to provide additional documentation If at any time, the
tenant is unable to provide acceptable documentation that the PHA deems necessary to
complete the income determination process, the PHA is required to submit atraditional third
party verification form to the third party source for completion and submission to the PHA.

If the third party source does not respond to the PHA’s request for information, the PHA is
required to document the tenant file of its attempt to obtain third party verification and that
no response to the third party verification request was received.

The PHA should then pursue lower level verifications in accordance with the verification
hierarchy listed in section 8 of this notice.

Tenant Repayment Agreement. Tenants are required to reimburse the PHA if they were
charged less rent than required by HUD’ s rent formula due to the tenant’ s underreporting or
failure to report income. The tenant is required to reimburse the PHA for the difference
between the tenant rent that should have been paid and the tenant rent that was charged. This
rent underpayment is commonly referred to as retroactive rent. If the tenant refuses to enter
into a repayment agreement or fails to make payments on an existing or new repayment
agreement, the PHA must terminate the family’s tenancy or assistance, or both. HUD does
not authorize any PHA-sponsored amnesty or debt forgiveness programs.

All repayment agreements must be in writing, dated, signed by both the tenant and the PHA,
include the total retroactive rent amount owed, amount of lump sum payment made at time of
execution, if applicable, and the monthly repayment amount. At a minimum, repayment
agreements must contain the following provisions.

a. Reference to the paragraphs in the Public Housing lease or Section 8 information
packet whereby the tenant is in non-compliance and may be subject to termination of
tenancy or assistance, or both

b. The monthly retroactive rent repayment amount is in addition to the family’s regular
rent contribution and is payable to the PHA.

c. Theterms of the agreement may be renegotiated if there is a decrease or increase in
the family’s income.

d. Late and missed payments constitute default of the repayment agreement and may
result in termination of tenancy and/or assistance.

PHAS are required to determine retroactive rent amount as far back as the PHA has
documentation of family reported income. For example, if the PHA determines that the
family has not reported income for a period of five years and only has documentation for
the last three years, the PHA is only able determine retroactive rent for the three years for
which documentation is available.
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The monthly retroactive rent payment plus the amount of rent the tenant pays at the time
the repayment agreement is executed should be affordable and not exceed 40 percent of
the family’s monthly adjusted income. However, PHAs have the discretion to establish
thresholds and policies for repayment agreements in addition to HUD required
procedures.

Example:
- Family’s monthly adjusted income is $1,230.

Family’s monthly rent payment is $369 (30% of the family’s monthly adjusted
income).
40% of the family’s monthly adjusted income is $492.
The monthly payment for the repayment agreement should not exceed $123 per
month ($369 monthly rent + $123 repayment = $492, 40% of the family’s monthly
adjusted income.)

Repayment Time Period. The period in which the retroactive rent balance will be
repaid is based on the monthly payments and original retroactive balance.

Example: The tenant agreesto repay $1,000, by making a monthly payment of $25 for
40 months.

Repayment Options. Tenants have the option to repay the retroactive rent balance as
follows:

1. Inalump sum payment; or
2. Monthly installment; or
3. A combination of 1 and 2, above
a. For example, atenant may owe $1,000, make alump sum payment of $300
and enter into a repayment agreement for the remaining balance of $700.

How long should the PHA maintain EIV printoutsin atenant file? The PHA’srecord
retention policy will determine the length of time the PHA should maintain EIV printoutsin
atenant file. PHASs are authorized to maintain the EIV Income Report in the tenant file for
the duration of tenancy and no longer than three years from the end of participation (EOP)
date. In accordance with revised regulation, 24 CFR 8908.101, PHAs are required to
maintain at a minimum, the last three years of the form HUD-50058, and supporting
documentation for all annual and interim reexaminations of family income. All records are
to be maintained for a period of at least three years from the effective date of the action.

Disclosure of an Individual’s EIV Information. The Federal Privacy Act (5 USC 85523,
as amended) prohibits the disclosure of an individual’s information to another person without
the written consent of such individual. As such, the EIV data of an adult household member
may not be shared (or a copy provided or displayed) with another adult household member,
unless the individual has provided written consent to disclose such information.

However, the PHA is not prohibited from discussing with the head of household (HOH) and
showing the HOH how the household’' s income and rent were determined based on the total
family income reported and verified.
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EIV information and any other information obtained by the PHA for the purpose of
determining eligibility and level of assistance for a PIH rental assistance program may not be
disclosed to third parties for any reason (even for similar verifications under other programs,
such as eligibility for low income housing tax credit units, other federal or state assistance
programs), unless the tenant has authorized such disclosure in writing.

What to do if the EIV Information isincorrect.

Sometimes the source or originator of EIV information may make an error when submitting
or reporting information about tenants. HUD cannot correct data in the EIV system. Only
the originator of the data can correct the information. When the originator corrects the data,
HUD will obtain the updated information with its next computer matching process. Below
are the procedures tenants and PHASs should follow regarding incorrect EIV information.

Employment and wage information reported in EIV originates from the employer. The
employer reports this information to the local State Workforce Agency (SWA), who in turn,
reports the information to HHS' National Directory of New Hires (NDNH) database.

If the tenant disputes this information, s/he should contact the employer directly, in writing to
dispute the employment and/or wage information, and request that the employer correct
erroneous information.

The tenant should provide the PHA with this written correspondence so that it may be
maintained in the tenant file. If employer resolution is not possible, the tenant should contact
the local SWA for assistance.

Unemployment benefit information reported in EIV originates from the local SWA. If the
tenant disputes this information, she should contact the SWA directly, in writing to dispute
the unemployment benefit information, and request that the SWA correct erroneous
information. The tenant should provide the PHA with this written correspondence so that it
may be maintained in the tenant file.

SS and SSI benefit information reported in EIV originates from the SSA. If the tenant
disputes this information, s’he should contact the SSA at (800) 772-1213, or visit the local
SSA office. SSA office information is available in the government pages of the local
telephone directory or online at http://www.social security.gov.

Note: The tenant may also provide the PHA with third party documents which are in the
tenant’s possession to support their dispute of EIV information. The PHA, with the
tenant’s consent, is required to submit a third party verification form to third party
sources for completion and submission to the PHA, when the tenant disputes EIV
information and is unable to provide documentation to validate the disputed
information. The tenant’s failure to sign the consent form is grounds for termination
of tenancy and/or assistance in accordance with 24 CFR 85.232.
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Debts owed to PHAs and termination information reported in EIV originates from the PHA.
If a current or former tenant disputes this information, s/he should contact the PHA (who
reported the information) directly in writing to dispute this information and provide any
documentation that supports the dispute. If the PHA determines that the disputed information
isincorrect, the PHA will update or delete the record from EIV. Former tenants may dispute
debt and termination information for a period of up to three years from the end of
participation date in the PIH program.

| dentity Theft. Seemingly incorrect information in EIV may be a sign of identity theft.
Sometimes someone else may use an individual’s SSN, either on purpose or by accident.
SSA does not requirean individua to report alost or stolen SSN card, and reporting a lost or
stolen SSN card to SSA will not prevent the misuse of an individual’s SSN. However, a
person using an individual’s SSN can get other personal information about that individual
and apply for credit in that individuad’s name. So, if the tenant suspects someone is using
hisslher SSN, ghe should check their Social Security records to ensure their records are
correct (call SSA at (800) 772-1213); file an identity theft complaint with the local police
department and/or Federal Trade Commission (call FTC at (877) 438-4338, or visit their
website at:  http://www.ftc.gov/bcp/edu/microsites/idtheft/); and s/he should also monitor
their credit reports with the three national credit reporting agencies (Equifax, TransUnion,
and Experian). The tenant should provide the PHA written documentation of filed identity
theft complaint. (Refer back to paragraph on Employment and wage information regarding
disputed EIV information related to identity theft).

Tenants may request their credit report and place a fraud aert on their credit report with the
three national credit reporting agencies at: www.annual creditreport.com or by contacting the
credit reporting agency directly. Each agency’s contact information is listed below.

National Credit Reporting Agencies Contact I nfor mation

Equifax Credit Information Services, Inc.
P.O. Box 740241

Atlanta, GA 30374

Website: www.equifax.com

Telephone: (800) 685-1111

Experian

P.O. Box 2104

Allen, TX 75013

Website: www.experian.com
Telephone (888) 397-3742

TransUnion

P.O. Box 6790

Fullerton, CA 92834

Website: www.transunion.com

Telephone: (800) 680-7289 or (800) 888-4213
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20. Security of EIV Data. Thedatain EIV contains personal information on individual tenants
which is protected under the Federal Privacy Act. The information in EIV may only be used
for limited official purposes, as noted below.

A. Official Purposes Include:

1.

2.

3.

PHAs, in connection with the administration of PIH programs, for verifying
the employment and income at the time of interim and annual reexaminations.
HUD staff for monitoring and oversight of PHA compliance with HUD
program requirements.

Independent Auditors hired by the PHA or HUD to perform a financial audit
for use in determining the PHA’s compliance with HUD program
requirements, including verifying income and determining the accuracy of the
rent and subsidy calculations.

Restrictions on disclosure reguirements for I ndependent Auditors:

(@ May only access EIV income information within family files and only
within the offices of the PHA or PHA-hired management agent;

(b) May not transmit or transport EIV income information in any form;

(c) May not enter EIV income information on any portable media;

(d) Must sign non-disclosure oaths that the EIV income information will be
used only for the purpose of the audit; and

(e) May not duplicate EIV income information or re-disclose EIV income
information to any user not authorized by Section 435(j)(7) of the Social
Security Act to have access to the EIV income data.

B. Official Purposes DoesNOT I nclude:

1.

Sharing the information with governmental or private entities not involved in
the reexamination process specifically used for PIH rental assistance
prograns.

Disclosing the EIV information to other private or public entities for purposes
other than determining eligibility and level of assistance for PIH rental
assistance programs is prohibited since these entities are not a party to the
computer matching agreements with the HHS and SSA. The fact that these
entities may find the EIV beneficia for smilar eligibility and determination
purposes for other low-income housing programs or public benefits, does not
permit these entities to use or view information in the EIV system that is
covered by the computer matching agreements.
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The computer matching agreements are governed by the Privacy Act and the
Socia Security Act. Specifically, sections 453(j)(7)(E)(ii) and (iv) of the
Social Security Act (42 USC 8653j) limit disclosure of the data matched
between HUD and HHS' National Directory of New Hires (NDNH) database
to PHAS, Independent Auditors, the Inspector General (IG) and Attorney
Generd, private owners, management agents, and contract administrators of
Multifamily Housing programs.

C. Penaltiesfor Willful Disclosure or Inspection of EIV Data.

1. Unauthorized Disclosure— felony conviction and fine up to $5,000 or
imprisonment up to five (5) years, as well as civil damages.

2. Unauthorized I nspection — misdemeanor penalty of up to $1,000 and/or one
(2) year imprisonment, as well as civil damages.

Penalties for Noncompliance with Mandated EIV System Use. PHAs may be subject to
sanctions and/or the assessmert of disallowed costs associated with any resulting incorrect
subsidy or tenant rent calculation or both. It should be noted that HUD may impose a
sanction on any PHA who does not have access to the EIV system or the PHA

has access to the system, however, has not used the system within the last six months. To
avoid sanctions or disallowed costs, PHAs should follow all formal and informal guidance
provided to PHASs via webcast trainings, PIH Rental Housing Integrity Improvement Project
(RHIIP) periodic electronic mailings, and any other HUD Headquarters -generated guidance.

EIV System Tip Sheets (ETS). PHAs are required to comply with guidance provided via
ETS and HUD Headquarters sponsored EIV training, via webcast and satellite. PIH will also
post ETS to the PIH RHIIP technical assistance web pages at:
http://www.hud.gov/offices/pih/programs/ph/rhiip/training.cfim, and send via email to all
subscribers of the PIH RHIIP mailing list. ETS is designed to explain effective use of the
ElIV systemto ensure PHAS compliance with the third party verification requirements and
reduce administrative and subsidy payment errors, so that PHAs may avoid penalties for
failure to use the EIV system in its entirety.

EIV System Training Information. Asacondition of initial and continued access to the
ElV System, HUD and PHA staff are required to complete Annual Security Awareness
training and EIV system training (initial (complete system training) and update (interim
system changes) training) when offered by HUD Headquarters (HHQ). This training
requirement also applies to those individuals who will not access EIV, but will view or
handle printed and/or electronic EIV data. Individuals who will view and/or handle printed
ElV information are required to complete only annual Security Awareness training (EIV
system training is optional for these individuals). EIV training provided by third parties
(other than HUD Headquarters) does not fulfill the mandatory EIV training requirement.

HHQ offers training in Washington, DC and via webcast at least once ayear. EIV system
users who need to complete EIV training may view EIV training webcasts at:
http://www.hud.gov/webcasts/archives/iv.cfm. HUD offers a Certificate of Completion for a

period of six months following the broadcast date, for those who desire confirmation of
completed training.
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However, it should be noted that a certificate is not required in order for an individual to be
granted access to the EIV systemor be certified for continued EIV system access. The most
recent PIH RHIIP/EIV training was held on January 28, 2010. EIV system users may request
a Certificate of Completion for this training through October 30, 2010.

Training information is posted at the following websites:
http://www.hud.gov/offices/pih/programs/ph/rhiip/training.cfm and is emailed to all
subscribers of the PIH RHITP mailing list. To subscribe to this mailing list, paste the
following URL into your browser, enter your email address, and click OK:
http://www.hud.gov/subscribe/signup.cfm?listname=Publi c%20and%20I ndian%20Housing
%20Rental %620Housi ng%20I ntegrity %020l mprovement%20Proj ect& list=PIH-RHI I P-L

Instructions for requesting a Certificate of Completion is posted at
http://www.hud.gov/webcasts/archives/iv.cfm or
http://www.hud.gov/offices/pih/programs/ph/rhiip/training.cfm, and is automatically emailed
to al subscribers of the PIH RHIIP mailing list.

EIV system users must complete HHQ-offered training as follows:

Training Offered Training Must be Completed By
October 1¥ — March 31% April 29™
April 1% — September 30T October 30™

New employees, who begin employment after March 31%, are required to complete the
training by October 30",

New employees, who begin employment after September 30", are required to complete the
training by April 29", of the following year.

Note: Employees must complete the training prior to accessing the EIV system and/or
printed EIV reports.

Updating of PHA Policies and Procedures. PHAs are required to immediately implement
all new and modified regulatory requirements of the Refinement of Income and Rent
Determination Requirementsin Public and Assised Housing Programs I mplementation of
the Enterprise Income Verification System-Amendments.

The Department recognizes that many PHAS have already begun to modify existing policies
and procedures to reflect use of EIV during all mandatory annual and interim reexams.
PHA's should immediately update their policies and procedures to reflect these new
regulatory provisions.

Noticeto Applicantsand Tenants. PIH is providing PHAs with the attached EIV system

information guide that PHAs may provide to applicants and tenants of PIH rental assistance
programs. PHAs are not required to distribute this document. However, PHAs are strongly
encouraged to provide applicants and tenants with the What You Should Know About EI'V

Guide to educate families about EIV and inform them of how it affects their family.
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There are two versions of the document: 1) with a signature block; and 2) without a signature
block. HUD does not require applicants or tenants to acknowledge receipt of the document;
however, PHAs may, at their discretion, require the family to acknowledge receipt of the
guide. If your PHA will require families to acknowledge receipt of the guide, provide the
family with a copy of the guide to take with them, and maintain a signed copy in the family
file folder.

The guide is a two page document or one double-side printed document. To print the fileon
one page (if your printer has two-sided printing capability), select Print Properties when
printing the document, select 2-Sided Print, Flip on Short Edge, and then print. This
document is not available for ordering from HUD. Simply click and print the guide.

Faper/Output | Special Pages.if Image Optiu:uns.if La*_.fcu.rt.f"-"a'aterrnarl-:- ( Advanced |
Job Type: - 2-5ided Printing:
| Normal Prirt e Eg ? 2-Sided Prirt v
1-Sided Print
P B (1] ] |2:5ided P
-Letter (8.5 11" ' 2-Sided Print, Fip on Short Edge
White =
-Printer Default Tvpe
Output Destination
| Automatically Select b

Currently, the guide is only available in English, however, in the future; HUD may make this
document available in other languages. As a subscriber to the PIH RHIIP mailing list, you will
automatically receive the guide in other languages, when they become available.

Tip: Print on color paper to add alittle flare!

25. Rental Housing Integrity Improvement Project (RHIIP)/EIV Resources. For your
convenience, PIH EIV information is available on the web at the below listed URLsS. Many
of your questions can be answered by viewing information that is posted on the HUD web
pages. Bookmark these pages:

Overview of Upfront Income Verification (UI'V) Technique:
http://www.hud.qgov/offices/pih/pr ograms/ph/r hiip/uiv.cfm

Training and Technical Assistance (including webcast training materials):
http://www.hud.gov/offices/pih/pr ograms/ph/r hiip/training.cfm

EIV System, Access Authorization Form, and User Manuals:
http://www.hud.gov/offices/pih/programs/ph/r hiip/uivsystem.cfm
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Subscribeto PIH RHIIP Mailing list:
http://www.hud.gov/subscribe/signup.cfm?listname=Public% 20and% 20l ndian% 20H ou
sing% 20Rental % 20H ousing% 20! ntegr ity% 20l mpr ovement% 20Pr oj ect& list=PI H-
RHIIP-L

PIH EIV Webcasts Archives:
http://portal .hud.gov/portal/page/portal/HUD/webcastsar chivesiv

Latest EIV News: http://www.hud.gov/offices/pih/programs/ph/rhiip/uivnewsflash.cfm

I ncome Discrepancy Resolution:
http://www.hud.gov/offices/pih/pr ograms/ph/r hiip/indisr es.cfm

Public Notices: http://www.hud.gov/offices/pih/pr ogr ams/ph/r hiip/pubnotices.cfm

Report Fraud, Waste & Abuseto HUD OIG:
http://www.hud.qgov/offices/pih/pr ogr ams/ph/r hiip/uivr eporting.cfm

PIH Notices; http://www.hud.qgov/offices/pih/publications/notices/

26. Paperwor k Reduction: The information collection requirements contained in this notice
have been approved by the Office of Management and Budget (OMB under the Paperwork
Reduction Act of 1995 (44 USC §3520) and assigned OMB control number(s) 2577-0083
and 2577-0266. In accordance with the Paperwork Reduction Act, HUD may not conduct or
sponsor, and a person is not required to respond to, a collection of information unless the
collection displays a currently valid OMB control number.

27. For inquiries about this Notice contact: the designated EIV Coordinator in the local HUD
field office or Nicole Faison of HUD Headquarters' Office of Public and Indian Housing at
(202) 475-7949, or viaemail a PIH.RHIIP.TA@HUD.GOV.

19
Sandra B. Henriquez, Assistant Secretary for
Public and Indian Housing

Attachments:

1. What You Should Know About EI'V Guide (with signature block)
2. What You Should Know About EI'V Guide (without signature block)
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Dated: December 29, 2010.
Clifford Taffet,

General Deputy Assistant Secretary for
Community Planning and Development
(Acting).

[FR Doc. 2010-33299 Filed 1-4-11; 8:45 am]
BILLING CODE 4210-67-P

DEPARTMENT OF HOUSING AND
URBAN DEVELOPMENT

[Docket No. FR-5386—N-16]

Privacy Act of 1974; Computer
Matching Program Between the
Department of Housing and Urban
Development (HUD) and the
Department of Health and Human
Services (HHS): Matching Tenant Data
in Assisted Housing Programs

AGENCY: Office of the Chief Information
Officer, HUD.

ACTION: Notice of a New Computer
Matching Agreement between HUD and
HHS.

SUMMARY: Pursuant to the Computer
Matching and Privacy Protection Act of
1988, as amended, HUD is providing
notice of its intent to execute a new
computer matching agreement with
HHS for a recurring matching program
with HUD’s Office of Public and Indian
Housing (PIH) and Office of Housing,
involving comparisons of information
provided by participants in any
authorized HUD rental housing
assistance program with the
independent sources of income
information available through the
National Directory of New Hires
(NDNH) maintained by HHS.
Specifically, the HUD-HHS computer
matching program will now include
program participants of HUD’s new
Disaster Housing Assistance Program
(DHAP), in addition to participants of
previously authorized HUD rental
housing assistance programs and
conditions requiring HUD’s annual
Quality Control for Rental Assistance
Subsidy Determinations (“QC”) study to
provide a statistical measurement of
subsidy error within HUD rental
housing assistance programs. The most
recent renewal of the current matching
agreement expires on January 5, 2011.

DATES: HUD will file a report of the
subject matching program with the
Committee on Oversight and
Government Reform of the House of
Representatives, the Committee on
Homeland Security and Governmental
Affairs of the Senate, and Office of
Management and Budget’s (OMB),
Office of Information and Regulatory
Affairs. The matching program will

become effective as cited in Section V
of this notice.

ADDRESSES: Interested persons are
invited to submit comments regarding
this notice to the Rules Docket Clerk,
Office of General Counsel, Room 10276,
Department of Housing and Urban
Development, 451 Seventh Street, SW.,
Washington, DC 20410-0500.
Communications should refer to the
above docket number and title.
Facsimile (FAX) comments are not
acceptable. A copy of each
communication submitted will be
available for public inspection and
copying between 8 a.m. and 5 p.m.
weekdays at the above address.

FOR FURTHER INFORMATION CONTACT: For
Privacy Act Inquires: Office of the Chief
Information Officer, contact the Chief
Privacy Officer, Department of Housing
and Urban Development, 451 Seventh
Street, SW., Room 2256, Washington,
DC 20410, telephone number (202) 402—
8073. For program information: Office of
Public and Indian Housing, contact
Nicole Faison, Program Advisor for the
Real Estate Assessment Genter,
Department of Housing and Urban
Development, 451 Seventh Street, SW.,
Room PCFL1, Washington, DC 20410,
telephone number (202) 475-7963; and
for the Office of Housing, contact
Catherine M. Brennan, Director of the
Housing Assistance Policy Division,
Department of Housing and Urban
Development, 451 Seventh Street, SW,
Room 6160, Washington, DC 20410,
telephone number (202) 402-6732.
(These are not toll-free numbers.) A
telecommunications device for hearing-
and speech-impaired individuals (TTY)
is available at (800) 877—8339 (Federal
Information Relay Service).
SUPPLEMENTARY INFORMATION: On March
11, 2009, Section 239 of HUD’s 2009
Appropriations Act modified Section
904 of the Stewart B. McKinney Act of
1988, as amended, to include the
Disaster Housing Assistance Program
(DHAP) as a “program” of HUD for the
purpose of income verifications and
computer matching. Computer matching
for participants of the Disaster Housing
Assistance Program is expected to begin
no sooner than January 2, 2011. As
such, pursuant to the Computer
Matching and Privacy Protection Act
(CMPPA) of 1988, as amended, OMB’s
guidance on this statute entitled “Final
Guidance Interpreting the Provisions of
Public Law 100-503”, and OMB Circular
No. A-130, Appendix 1 to OMB’s
Revisions of Circular No. A-130,
“Transmittal Memorandum No. 4,
Management of Federal Information
Resources,” prescribes agencies
responsibilities for maintaining records

about individuals, HUD is providing the
public with notice of a new computer
matching agreement with HHS
(previous notice of a computer matching
program between HUD and HHS was
previously published at 73 FR 10046 on
February 25, 2008). The first HUD-HHS
computer matching program was
conducted in September 2005, with
HUD’s Office of Public and Indian
Housing. The scope of the HUD-HHS
computer matching program was
extended to include HUD’s Office of
Housing in December 2007. This notice
supersedes the previous notice and
changes the scope of the existing
computer matching program to now
include participants of HUD’s DHAP.

The matching program will be carried
out only to the extent necessary to: (1)
Verify the employment and income of
individuals participating in programs
identified in Section I below, to
correctly determine the amount of their
rent and assistance, (2) identify,
prevent, and recover improper
payments made on behalf of tenants,
and (3) after removal of personal
identifiers, to conduct analyses of the
employment and income reporting of
individuals participating in any HUD
authorized rental housing assistance
program.

HUD will make the results of the
computer matching program available to
public housing agencies (PHAs), private
housing owners and management agents
(O/As) administering HUD rental
assistance programs to enable them to
verify employment and income and
correctly determine the rent and
assistance levels for individuals
participating in those programs, and
contract administrators (CAs) overseeing
and monitoring O/A operations. This
information also may be disclosed to the
HUD Inspector General (HUD/IG) and
the Attorney General in detecting and
investigating potential cases of fraud,
waste, and abuse of the above named
programs.

In addition to the above noted
information disclosures, limited
redisclosure of reports containing
NDNH information may be redisclosed
to the following persons and/or entities:
(1) independent auditors for the sole
purpose of performing an audit of
whether these HUD authorized entities
verified tenants’ employment and/or
income and calculated the subsidy and
rent correctly; and (2) entities and/or
individuals associated with grievance
procedures and judicial proceedings
(i.e. lawyers, court personnel, agency
personnel, grievance hearing officers,
etc.) relating to independently verified
unreported income identified through
this matching program.
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HUD and its third party
administrators (PHAs, O/As, and CAs)
will use this matching authority to
identify, reduce or eliminate improper
payments in HUD’s rental housing
assistance programs, while continuing
to ensure that HUD rental housing
assistance programs serve and are
accessible by its intended program
beneficiaries.

I. Authority

This matching program is being
conducted pursuant to Section 217 of
the Consolidated Appropriation Act of
2004 (Pub. L. 108-199, Approved
January 23, 2004), which amended
Section 453(j) of the Social Security Act
(42 U.S.C. 653(j)), Sections 3003 and
13403 of the Omnibus Budget
Reconciliation Act of 1993 (Pub. L. 103—
66, approved August 10, 1993); Section
542(b) of the 1998 Appropriations Act
(Pub. L. 105-65); Section 904 of the
Stewart B. McKinney Homeless
Assistance Amendments Act of 1988, as
amended by Section 239 of HUD’s 2009
Appropriations, effective March 11,
2009 (42 U.S.C. 3544); Section 165 of
the Housing and Community
Development Act of 1987 (42 U.S.C.
3543); the National Housing Act (12
U.S.C. 1701-1750g); the United States
Housing Act of 1937 (42 U.S.C. 1437—
1437z); Section 101 of the Housing and
Community Development Act of 1965
(12 U.S.C. 1701s); the Native American
Housing Assistance and Self-
Determination Act of 1996 (25 U.S.C.
4101 et seq.); and the Quality Housing
and Work Responsibility Act of 1998 (42
U.S.C. 1437a(f)).

The Housing and Community
Development Act of 1987 authorizes
HUD to require applicants and
participants (as well as members of their
household six years of age and older) in
HUD-administered programs involving
rental housing assistance to disclose to
HUD their social security numbers
(SSNs) as a condition of initial or
continuing eligibility for participation
in the programs. Effective January 31,
2010, all applicants and participants
under the age of six, are required to
disclose their SSN to HUD, in
accordance with regulatory revisions
made to 24 CFR 5.216, as published at
74 FR 68924, on December 29, 2009.

Section 217 of the Consolidated
Appropriations Act of 2004 (Pub. L.
108-199, approved January 23, 2004)
authorizes HUD to provide to HHS
information on persons participating in
any programs authorized by:

(i) The United States Housing Act of
1937 (42 U.S.C. 1437 et seq.);

(ii) Section 202 of the Housing Act of
1959 (12 U.S.C. 1701q);

(iii) Section 221(d)(3), 221(d)(5) or
236 of the National Housing Act (12
U.S.C. 17151(d) and 1715z—1);

(iv) Section 811 of the Cranston-
Gonzalez National Affordable Housing
Act (42 U.S.C. 8013); or

(v) Section 101 of the Housing and
Urban Development Act of 1965 (12
U.S.C. 1701s);

The Refinement of Income and Rent
Determination Requirements in Public
and Assisted Housing Programs:
Implementation of the Enterprise
Income Verification (EIV) System—
Amendments; Final rule published at 74
FR 68924 on December 29, 2009,
requires program administrators to use
HUD’s EIV system to verify tenant
employment and income information
during mandatory reexaminations or
recertifications of family composition
and income and reduce administrative
and subsidy payment errors in
accordance with HUD administrative
guidance (new HUD regulation at 24
CFR 5.233).

This matching program also assists
HUD in complying with the following
federal laws, requirements, and
guidance related to identifying and
reducing improper payments:

1. Improper Payments Elimination
and Recovery Act of 2010 (IPERA) (Pub.
L. 111-204);

2. Presidential Memorandum on
Enhancing Payment Accuracy Through
a “Do Not Pay List” (June 18, 2010);

3. Office of Management and Budget
M-10-13, Issuance of Part IIT to OMB
Circular A—-123, appendix C;

4. Presidential Memorandum on
Finding and Recapturing Improper
Payments (March 10, 2010);

5. Reducing Improper Payments and
Eliminating Waste in Federal Programs
(Executive Order 13520, November
2009);

6. Improper Payments Information
Act of 2002 (Pub. L. 107-300); and

7. Office of Management and Budget
M-03-13, Improper Payments
Information Act of 2002 Implementation
Guide.

HHS shall then compare this
information provided by HUD with data
contained in the National Directory of
New Hires and report the results of the
data match to HUD. The Act gives HUD
the authority to disclose this
information to CAs, O/As, and PHAs for
the purpose of verifying the
employment and income of individuals
receiving benefits in the above
programs. HUD shall not seek, use or
disclose information relating to an
individual without the prior written
consent of that individual, and HUD has
the authority to require consent as a

condition of participating in HUD rental
housing assistance programs.

HHS’ disclosure of data from the
National Directory of New Hires is
authorized by Section 217 of the
Consolidated Appropriations Act of
2004 (Pub. L. 108-199). The disclosures
from the HHS system of records,
“Location and Collection System of
Records,” No. 09—90-0074, will be made
pursuant to “Routine Use” (17),
identified in the Federal Register last
published at 72 FR 51446 on September
7, 2007. This routine use authorizes
HHS to “disclose to the Department of
Housing and Urban Development
information in the NDNH portion of this
system for purposes of verifying
employment and income of individuals
participating in specified programs and,
after removal of personal identifiers, to
conduct analyses of the employment
and income reporting of these
individuals.”

II. Objectives To Be Met by the
Matching Program

HUD’s primary objective of the
computer matching program is to verify
the employment and income of
individuals participating in the housing
programs identified in Section I above,
to determine the appropriate level of
rental assistance, and to detect, deter
and correct fraud, waste, and abuse in
rental housing assistance programs. In
meeting these objectives HUD also is
carrying out a responsibility under 42
U.S.C. 1437f(K) to ensure that income
data provided to PHAs, and O/As, by
household members is complete and
accurate. HUD’s various rental housing
assistance programs require that
participants meet certain income and
other criteria to be eligible for rental
assistance. In addition, tenants generally
are required to report and recertify the
amounts and sources of their income at
least annually. However, under the
QHWRA of 1998, PHAs operating Public
Housing programs may now offer
tenants the option to pay a flat rent, or
an income-based rent. Those tenants
who select a flat rent will be required
to recertify income at least every three
years. In addition, the changes to the
Admissions and Occupancy final rule
(March 29, 2000 (65 FR 16692))
specified that household composition
must be recertified annually for tenants
who select a flat rent or income-based
rent.

An additional objective of this
computer matching program is to
facilitate the statistical measurement of
subsidy error by completing an annual
QC study. The QC study provides
national estimates of the extent,
severity, costs, and sources of rent errors
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for rental assistance programs,
administered by the Offices of Housing
and Pubic and Indian Housing. This
study is designed to measure the extent
of administrative error by housing
providers and tenant income reporting
errors. The errors evaluated in this
study affect the rent contributions
tenants should have been charged. HUD
will use NDNH information resulting
from this data comparison and
disclosure solely for the purpose of
conducting aggregate analyses of
employment and income reporting of
individuals participating in the rental
housing assistance programs. The study
will not contain personally identifiable
information of individuals.

III. Program Description

In this computer matching program,
tenant-provided information included
in HUD’s automated systems of records
known as Tenant Rental Assistance
Certification System (TRACS) (HUD/H-
11), Inventory Management System
(HUD/PIH—4, formerly the Public and
Indian Housing Information Center (PIC)
(HUD/PIH-4), and Enterprise Income
Verification (EIV) System (HUD/PIH-5)
will be compared to data from the
NDNH database. The notices for these
systems were published at 65 FR 52777,
67 FR 20986, and 70 FR 41780, which
was subsequently amended and
published at 72 FR 17589, respectively.
The notice for the EIV system was
subsequently updated and published in
the Federal Register on September 1,
2009, at 74 FR 45235. HUD will disclose
to HHS only tenant personal identifiers,
i.e., full name, Social Security Number,
and date of birth. HHS will match the
HUD-provided personal identifiers to
personal identifiers included in the
National Directory of New Hires
(NDNH) contained within their systems
of records known as “Location and
Collection System of Records,” No. 09—
90-0074. HHS will provide income data
to HUD only for individuals with
matching personal identifiers.

A. Income Verification

Any disparity between tenant-
reported income and/or sources and the
income and sources derived from the
match (i.e., a “hit”) will be further
reviewed by HUD, the program
administrator, or the HUD Office of
Inspector General (OIG) to determine
whether the income reported by tenants
to the program administrator is correct
and complies with HUD and program
administrator requirements.
Specifically, current or prior wage
information and other data will be
sought directly from employers and/or
tenants.

B. Administrative or Legal Actions

With respect to the “hits” that will
occur as a result of this matching
program, HUD requires program
administrators to take appropriate
action in consultation with tenants to:
(1) resolve income disparities between
tenant-reported and independent
income source data, and (2) use correct
income amounts in determining housing
rental assistance.

Program administrators must compute
the rent in full compliance with all
applicable occupancy regulations.
Program administrator must ensure that
they use the correct income and
correctly compute the rent. The program
administrator may not suspend,
terminate, reduce, or make a final denial
of any housing assistance to any tenant
as the result of information produced by
this matching program until: (a) The
tenant has received notice from the
program administrator of its findings,
and tenants are informed of the
opportunity to contest such findings
and (b) either the expiration of any
notice period provided in applicable
HUD requirements of the program or the
30-day period beginning on the date on
which notice of adverse findings was
mailed or otherwise provided to the
tenant. In all cases, program
administrators will resolve income
discrepancies in consultation with
tenants. Additionally, serious
violations, which program
administrators, HUD program staff, or
HUD OIG verify, should be referred for
full investigation and appropriate civil
and/or criminal proceedings.

IV. Records To Be Matched

HHS will conduct the matching of
tenant SSNs, full names, and dates of
births (DOBs) to tenant data HUD
supplies from its Tenant Rental
Assistance Certification System
(TRACS) (HUD/H-11) and Public and
Indian Housing Information Center (PIC)
system (HUD/PIH—4). Program
administrators utilize the form HUD—
50058 module within the PIC system
and the form HUD-50059 module
within the TRACS to provide HUD with
the tenant data.

HHS will match the tenant records
included in HUD/H-11 and HUD/PIH-
4 to NDNH records contained in HHS’
“Location and Collection System of
Records,” No. 09—90-0074. HUD will
place the resulting matched data into its
Enterprise Income Verification (EIV)
system (HUD/PIH-5). The notice for this
system was published at 72 FR 17589,
and subsequently updated and
published in the Federal Register on
September 1, 2009, at 74 FR 45235.

Routine uses of records maintained in
the system, including categories of users
and purposes of such uses was
published in that Notice.

V. Period of the Match

The matching program will become
effective and the matching may
commence after the respective Data
Integrity Boards (DIBs) of both agencies
approve and sign the computer
matching agreement, and after, the later
of the following: (1) 40 days after report
of the matching program is sent to
Congress and OMB; (2) at least 30 days
after publication of this notice in the
Federal Register, unless comments are
received, which would result in a
contrary determination. The computer
matching program will be conducted
according to agreement between HUD
and HHS. The computer matching
agreement for the planned match will
terminate either when the purpose of
the computer matching program is
accomplished, or 18 months from the
effective date. The agreement may be
renewed for one 12-month period, with
the mutual agreement of all involved
parties, if the following conditions are
met:

(1) Within three months of the
expiration date, all Data Integrity Boards
(DIBs) review the agreement, find that
the program will be conducted without
change, and find a continued favorable
examination of benefit/cost results; and
(2) All parties certify that the program
has been conducted in compliance with
the agreement.

The agreement may be terminated,
prior to accomplishment of the
computer matching purpose or 18
months from the date the agreement is
signed (whichever comes first), by the
mutual agreement of all involved parties
within 30 days of written notice.

Authority: 5 U.S.C. 552a; 88 Stat. 1896; 42
U.S.C. 3535(d).

Dated: December 16, 2010.
Jerry E. Williams,
Chief Information Officer.
[FR Doc. 2010-33298 Filed 1-4-11; 8:45 am]|
BILLING CODE 4210-67-P



COMPUTER MATCHING AGREEMENT
BETWEEN

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES
ADMINISTRATION FOR CHILDREN AND FAMILIES
OFFICE OF CHILD SUPPORT ENFORCEMENT

AND
U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT

Verification of Employment and Income and Analysis - HHS # 1008

I PURPOSE AND LEGAL AUTHORITY FOR CONDUCTING THE MATCHING
PROGRAM AND DEFINITIONS

A. Background
1. Introduction

This computer matching agreement, hereinafter referred to as “agreement”,
govemns a matching program between the Office of Child Support Enforcement
(OCSE) and the Department of Housing and Urban Development (HUD).

Pursuant to section 453(3)(7) of the Social Security Act, HUD requests a
computerized comparison of records maintained within the HUD system of
records, Enterprise Income Verification (E1V), and records from the National
Directory of New Hires (NDNH) maintained within the OCSE system of records,
“Location and Collection System” (LCS). 42 U.S.C. § 653(j)(7). NDNH records
sought by HUD pertain to individuals who are participating in certain HUD rental
assistance programs. HUD seeks this information comparison, and the disclosure
of the results of such comparison, for the purpose of assisting HUD in verifying
the employment and income of individuals who are participating in certain rental
assistance programs, A computerized comparison of “two or more automated
systems of records or a system of records with non-federal records for the purpose
of -- (I) establishing or verifying the eligibility of, or continuing compliance with
statutory and regulatory requirements by, applicants for, recipients or
beneficiaries of, participants in, or providers of services with respect to, cash or
in-kind assistance or payments under Federal benefit programs, or (II) recouping
payments or delinquent debts under such Federal benefit programs,” constitutes a
“matching program” as defined by the Privacy Act, as amended by the Computer
Matching Privacy and Protection Act. 5 U.S.C. § 552a(a)(8)(i).
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B.

The Privacy Act provides that no record contained in a system of records may be
disclosed to a recipient agency for use in a computer matching program except
pursuant to a written matching agreement containing certain provisions specified
in subsection (0). 5 U.S.C. § 552a(o). This computer matching agreement
contains the provisions required by subsection (0).

The agreement also contains, or incorporates by reference, requirements from
the Social Security Act, pursuant to which the matching program is authorized,
and other federal privacy and security guidance and requirements governing the
disclosure of personally identifiable information.

As defined by the Privacy Act, OCSE is the “recipient agency” inasmuch as
OCSE receives records from HUD and conducts the comparison of records and
HUD is the “source agency” inasmuch as HUD is the agency which discloses
records maintained in its system of records to be used in the matching program.
5U.S.C. §§ 552a(a)(9) and (11).

The Office of Public and Indian Housing (PIH) and the Office of Housing are
the components within HUD responsible for the agreement. The Office of
Automation and Program Operations, Division of F ederal Systems is the
component within OCSE responsible for the agreement.

This agreement includes a Security Addendum, as if fully incorporated herein;
Appendix A, Previous Computer Matching Agreements, Evaluation, and Other
Agreements Between OCSE and HUD; Appendix B, Authorized Users for
Analyses of Employment and Income Reporting; Appendix C, HUD Data Flow
Diagrams (DFD); Appendix D, Cost Benefit Analysis (CBA); Appendix E,
Overview and Use of NDNH Information for the Purpose of Analyses of
Employment and Income Reporting; Appendix F, HUD Consent forms; and,
reimbursement agreements (not attached or appended) executed each fiscal year
of the agreement in accordance with Section XI.

2. Previous Computer Matching Programs

OCSE and HUD have been parties to matching agreements since 2004. (See
Appendix A). The existing computer matching agreement expires on J anuary 5,
2011. Execution of this agreement terminates and supersedes the Renewal and

Amendment,

Purpose and Legal Authority for Conducting the Matching Program

The Privacy Act requires that matching agreements specify the purpose and legal
authority for conducting the matching program. 5 U.S.C. § 552a(o)(1)(A). The Social
Security Act, section 453(j)(7) provides such purpose and legal authority.

42 U.S.C. § 6533)(7).
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1. Purpose for Conducting the Matching Program

The primary purpose for the matching program is to assist HUD in verifying the
employment and income of individuals who are participating in certain rental
assistance programs. A secondary purpose is to allow HUD, after the removal of
personal identifiers, to conduct analyses of the employment and income reporting
of those individuals.

2. Legal Authority for Conducting the Matching Program

Section 453(j)(7)(A) and (C)(i) of the Social Security Act provide the authority
for conducting the matching program as follows:

(7) Information comparisons for housing assistance programs --

(A) Furnishing of information by HUD -- Subject to subparagraph (G), the
Secretary of Housing and Urban Development shall furnish to the
Secretary, on such periodic basis as determined by the Secretary of
Housing and Urban Development in consultation with the Secretary,
information in the custody of the Secretary of Housing and Urban
Development for comparison with information in the National Directory
of New Hires, in order to obtain information in such Directory with
respect to individuals who are participating in any program under - (i) the
United States Housing Act of 1937 (42 U.S.C. § 1437 et seq.); (ii) section
1701q of title 12; (iii) section 17151(d)(3), 17151(d)(5), or 1715z-1 of
title12; (iv) section 8013 of this title; or (v) section 1701s of title 12.

ke k

(C) Duties of the Secretary -- (i) Information disclosure -- The Secretary,
in cooperation with the Secretary of Housing and Urban Development,
shall compare information in the National Directory of New Hires with
information provided by the Secretary of Housing and Urban
Development with respect to individuals described in subparagraph (A),
and shall disclose information in such Directory regarding such
individuals to the Secretary of Housing and Urban Development, in
accordance with this paragraph, for the purposes specified in this

paragraph.
42 US.C. § 653())(7XA) and (C)(i).
3. Requirement to Seek Minimum Information

Subsection 453(j)(7)(B) requires HUD to seek information pursuant to this section
only to the extent necessary to verify the employment and income of individuals
described in subparagraph (A). 42 U.S.C. § 653(X7)(B).




HUD will comply with such requirement by ensuring that each individual
pertaining to whom information is requested is currently participating in the
programs described in section 453(j)(7)(A) of the Social Security Act, and each
data element requested (specified in Section II1.C), the frequency of transmission
(specified in Section II1.D), and the retention and disposition periods of NDNH
information (specified in Section VI) is necessary to accomplish the authorized
purpose -- to verify the employment and income of individuals described in
subparagraph (A).

4. Legal Authority for the Use of the Results of the Information
Comparison for the Analyses of Employment and Income Reporting

Section 453(j)(7)(D)(ii) of the Social Security Act provides the legal authority for
HUD to “use information resulting from a data match . . . after removal of
personal identifiers, to conduct analyses of the employment and income reporting
of individuals described in subparagraph (A). 42 U.S.C. § 653(G)(7)D).

Such analyses must pertain solely to individuals currently participating in the
programs specified in section (A) during the period of the matching program.

The authority to use NDNH information resulting from a match for analyses
extends only to HUD. Entities to which HUD may redisclose NDNH information
are authorized to use the information only for the purpose of the verification of
employment and income.

HUD users authorized to use the results of the information comparisons for the
purpose of analyses of employment and income reporting are identified in
Appendix B.

s. Prohibition against Disclosure if Interference with Child Support
Program

Section 453(j)(7)(C)(ii) of the Social Security Act permits disclosure only to the
extent that such disclosures do not interfere with the effective operation of the V-
D child support program. 42 U.S.C. § 633N TNC)(i).

OCSE may not commence, or may discontinue, disclosing NDNH information
upon a determination by OCSE that such disclosure interferes with the effective
operation of the IV-D child support program. OCSE will provide HUD with 10-
days advance notice prior to any discontinuation of the disclosure of NDNH
information.

oo




6.

Redisclosures

a.

Legal Authority

i) Legal Authority for the Redisclosure to Public Housing
Agencies, the HUD Inspector General, and the Attorney
General

Subsections 453()(7)E)(i), (ii), and (iii) of the Social Security Act
authorize the redisclosure of NDNH information to persons or
entities specified in section 453(j)(7)(E)(ii) for the purpose of
verifying the employment and income of individuals described in
subparagraph (A). Subsections 453(G)(7)E)(i), (ii), and (iii)
provide as follows:

(E) Disclosure of information by HUD.—

(i) Purpose of disclosure—The Secretary of Housing and
Urban Development may make a disclosure under this
subparagraph only for the purpose of verifying the
employment and income of individuals described in
subparagraph (A). (ii) Disclosures permitted.—Subject to
clause (iii), the Secretary of Housing and Urban
Development may disclose information resulting from a
data match pursuant to this paragraph only to a public
housing agency, the Inspector General of the Department of
Housing and Urban Development, and the Attorney
General in connection with the administration of a program
described in subparagraph (A). Information obtained by the
Secretary of Housing and Urban Development pursuant to
this paragraph shall not be made available under section
552 of title 5, United States Code. (iii) Conditions on
disclosure. -- Disclosures under this paragraph shall be - (I)
made in accordance with data security and control policies
established by the Secretary of Housing and Urban
Development and approved by the Secretary; (II) subject to
audit in a manner satisfactory to the Secretary; and (III)
subject to the sanctions under subsection (1)(2) of this
section. 42 U.S.C. § 653 TXE).

2) Legal Authoerity for the Redisclosure to Multifamily
Business Partners and Evaluation

Subsections 453()(7XE)(iv)(1) and (II) of the Social Security Act
authorize the redisclosures of NDNH information to persons or
entities specified in section 453(;))}(7WE)iv)(II) based on an
evaluation, the requirements for which are set forth in section
453 QUTHENGv)(T). Subsections 453()(THEXiv)(I) and (11)




provide as follows:

(iv) ADDITIONAL DISCLOSURES. —

() DETERMINATION BY SECRETARIES.—The
Secretary of Housing and Urban Development and the
Secretary shall determine whether to permit disclosure of
information under this paragraph to persons or entities
described in subclause (II), based on an evaluation made by
the Secretary of Housing and Urban Development (in
consultation with and approved by the Secretary), of the
costs and benefits of disclosures made under clause (ii) and
the adequacy of measures used to safeguard the security
and confidentiality of information so disclosed.

(I) PERMITTED PERSONS OR ENTITIES.—If the
Secretary of Housing and Urban Development and the
Secretary determine pursuant to subclause (D that
disclosures to additional persons or entities shall be
permitted, information under this paragraph may be
disclosed by the Secretary of Housing and Urban
Development to a private owner, a management agent, and
a contract administrator in connection with the
administration of a program described in subparagraph (A),
subject to the conditions in clause (iii) and such additional
conditions as agreed to by the Secretaries.

42 U.S.C. § 653G)(7T)NE)(iv)(I) and (ID).

The evaluation required pursuant to section 453G TUE)(v)(I) was
conducted by HUD and signed by HUD and OCSE authorized
officials on May 11, 2007.

Requested Entities for Redisclosure
1) Primary Redisclosures

HUD may redisclose NDNH information to an entity only if
redisclosure to such entity is specifically requested by HUD;
authorized under section 453(j)(7) and identified within this
section of the agreement; in Appendix B; and, Appendix C.

HUD requests redisclosure of NDNH information to the Public
Housing Agencies (PHA), the PHA management agents, the HUD
Inspector General, the Attorney General, and private owners,
management agents and contract administrators (Multifamily (MF )
business partners).

Further redisclosures by HUD or those specified entities are
prohibited under this agreement unless specifically requested by
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HUD and governed by a written modification to this agreement
and supported by agreements or other documentation agreed upon
by OCSE and HUD for ensuring compliance with the privacy and
security safeguards in this agreement.

2) Limited Redisclosure to Independent Auditors

HUD also requests redisclosure of written reports containing
NDNH information to certain approved Independent Auditors, as
defined herein, hired by the management agents, owners or PHAs
pursuant to HUD Inspector General audit requirements for the sole
purpose of performing an audit of whether these HUD authorized
entities verified tenants’ employment and/or income and calculated
the subsidy and rent correctly. Prior to redisclosure to Independent
Auditors for the stated purpose, HUD must implement procedures
to: 1) permit access only to NDNH information within hard copy
files, 2) prohibit transmitting or transporting NDNH information in
any form, 3) prohibit entering NDNH information on any portable
media, 4) require Independent Auditors to sign non-disclosure
oaths (or similar documentation) which permit the use of NDNH
information only for the purpose of the audit, and 5) prohibit the
Independent Auditors from redisclosing NDNH information to any
user not authorized by section 453(j)(7) and identified within this
agreement.

3) Limited Redisclosure to Entities Associated with Grievance
Procedures and Judicial Proceedings.

HUD requests limited redisclosure of NDNH information to 1)
lawyers and court personnel associated with judicial proceedings
relating to independently verified unreported income identified
through this matching program and 2) lawyers and certain agency
personnel associated with grievance procedures relating to
independently verified unreported income identified through this
matching program. Prior to redisclosure to these entities for the
stated purpose, HUD must implement procedures to: 1) permit
access only to NDNH information within hard copy files, 2)
prohibit transmitting or transporting NDNH information in any
form, 3) prohibit entering NDNH information on any portable
media, 4) require these entities to sign non-disclosure oaths (or
similar documentation) which permit the use of NDNH
information only for the purpose of the dispute, and 5) prohibit
these entities from redisclosing NDNH information to any user not
authorized by section 453(j)(7) and identified within this
agreement.




C.

HUD Responsibilities to Ensure Compliance by Authorized Entities
with Privacy and Security Safeguards Within the Agreement

HUD must ensure that authorized entities comply with all privacy and
security safeguards within this agreement, including its Security
Addendum, and must provide equivalent security and privacy safeguards
to NDNH information, even NDNH information that is not labeled as
such.

Prior to any redisclosure of NDNH information by HUD, HUD will
provide documentation to OCSE which demonstrates that the entities are
required to comply with the privacy and security safeguards in this
agreement. The documentation provided by HUD to OCSE may include
at least one of the following:

(1) the agreement herein executed by the authorized official for the
authorized entity to whom HUD rediscloses the information;

(2) a redisclosure agreement between HUD and the authorized
entity containing the privacy and security safeguards set forth in
this agreement;

(3) a certification signed by an authorized official of the entity that
the entity will comply with the privacy and security safeguards;
(4) a Statement of Work or contract between HUD and the entity
which includes the privacy and security safeguards; or

(5) other documentation agreed upon by HUD and OCSE.

Definitions

The terms contained in this agreement shall have the meaning given such terms in
subsection (a) of the Privacy Act. 5 U.S.C. § 552a(a). Additionally, other terms are
defined as follows:

1. New hire information is information pertaining to newly hired employees
reported to the NDNH by state and federal agencies pursuant to sections

453 A(g)(2)(A) and 453(i)(1) of the Social Security Act, respectively.

42 U.8.C. § 653a(g)2)(A) and § 653(i)(1).

2. Unemployment insurance information (Ul) is information pertaining to
benefits paid under state unemployment insurance compensation programs and
reported to the NDNH pursuant to section 453A(g)(2)(B) and 453(i)(1) of the
Social Security Act. 42 U.S.C. § 653a(g)(2)(B) and § 653 (i)(1).

3. Quarterly wage information (QW) is employee wage information reported to
the NDNH by state and federal agencies pursuant to sections 453A(g)(2)(B),
453(i1)(1), and 453(n) of the Social Security Act, respectively.

42 U.S.C. § 653a(2)(2)(B), § 653(1)(1), and § 653(n).



4. Contract administrator (CA) means the agency that has entered into an
Annual Contributions Contract with HUD. Such agency is a “public housing
agency” as defined as any state, county, municipality, or other governmental
entity or public body (or agency or instrumentality thereof) which is authorized to
engage in or assist in the development or operation of public housing.

42 U.S.C. § 1437a(b)(6). The agency monitors the housing assistance payments
contract entered into by owners.

5. Independent auditor means a Certified Public Accountant or a licensed or
registered public accountant, having no business relationship with the private
owner except for the performance of audit, systems work and tax preparation. If
not certified, the Independent Public Accountant must have been licensed or
registered by a regulatory authority of a state or other political subdivision of the
United States on or before December 31 , 1970. In states that do not regulate the
use of the title “public accountant,” only Certified Public Accountants may be
used. /

6. Low-income housing means decent, safe, and sanitary dwellings assisted
under the United States Housing Act of 1937.

7. Management agent (4) means the entity that enters into an agreement with the
owner of a housing project to manage the project in accordance with the housing
assistance payments contract and HUD’s requirements and regulations.

8. Multifamily (MF) business partners means “private owners”, “management
agents”, and “contract administrators” as these terms are defined herein.

9. Multifamily (MF) Housing Programs means the programs which are
administered by MF business partners under the following statutes:

i. The United States Housing Act of 1937 (42 U.S.C. § 1437 et seq.);

ii. Section 202 of the Housing Act of 1959 (12U.8.C. § 1701q);

iit. Section 221(d)(3), 221(d)(5), or 236 of the National Housing Act
(12U.5.C. § 1715l(d) and 17152-1);

iv. Section 811 of the Cranston-Gonzalez National Affordable Housing Act
(42 U.S.C. § 8013); or

v. Section 101 of the Housing and Urban Development Act of 1965 (12
U.S.C. § 1701s).

10. Personnel means HUD employees, HUD contractors, PHAs, and MF business
partners.

11. Private owner (O) means the person or entity who owns the housing project
containing the assisted dwelling unit and who enters into a contract with HUD to
operate the project in accordance with HUD’s requirements and regulations.




12. Public Housing means low-income housing, and all necessary appurtenances
thereto, assisted under the United States Housing Act of 1937, other than under
section 8, and includes dwelling units in a mixed finance project that are assisted
by a public housing agency with capital or operating assistance.

13. Public Housing Agency (PHA) means any state, county, municipality, or other
governmental entity or public body or agency or instrumentality of these entities
that is authorized to engage or assist in the development or operation of low-
income housing under the United States Housing Act of 1937.

14. Public and Indian Housing (PIH) Programs means the Disaster Housing
Assistance, Public Housing and section 8 tenant-based programs administered by
PHASs under the United States Housing Act of 1937.

15. Rental Assistance (also known as housing assistance or subsidy) means the
amount HUD pays the PHA or private owner for a unit occupied by a tenant
assisted under one of PIH’s or MF Housing’s assistance programs. It includes
HUD’s share of the contract rent and any utility reimbursement due to the tenant.

16. Subsidy (also known as housing assistance or rental assistance) means the
amount HUD pays the PHA or private owner for a unit occupied by a tenant
assisted under one of PIH’s or MF Housing’s assistance programs. It includes
HUD’s share of the contract rent and any utility reimbursement due to the tenant.

17. Tenant means an individual or family renting or occupying an assisted
dwelling unit.

IL. JUSTIFICATION FOR THE MATCHING PROGRAM AND ANTICIPATED
RESULTS

The Privacy Act requires that matching agreements specify the justification for the program
and anticipated results, including a specific estimate of any savings. 5 U.S.C. § 552a(o)(1)(B).

A.

Justification for the Matching Program
i. Necessity for the Matching Program

Disclosures of NDNH information pertaining to individuals participating in
certain HUD programs are required, subject to privacy and security safeguards, by
section 453(j)(7) of the Social Security Act. Additionally, such disclosures are
justified for several reasons. HUD provides various rental housing assistance
programs to eligible tenants who generally pay 30 percent of their income toward
rent. HUD, through authorized program administrators, provides the balance of
the rental payment. If tenants do not report their income accurately, or program
administrators do not process the information correctly, HUD may either overpay
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or underpay the rental subsidy.

Based on data from FY 2008, the most recent year for which data are available,
the total subsidy error associated with income reporting errors was approximately
$364 million. HUD estimates that approximately 401,520 (20%) and 47,422 (5%)
households participating in PIH and MF Housing programs, respectively, may not
have disclosed all wage, employment, unemployment compensation benefits,
and/or social security benefits.

Prior to the implementation of matching programs between HUD and OCSE,
HUD obtained income and employment information from State Wage
Information Collection Agencies (SWICAs). HUD estimates a total cost of
obtaining income and employment data from the SWICAs over a 10-year period
at $62.575 million compared to a cost of $21.208 million for NDNH information
for a total savings of $41.367 million. (See Appendix D).

HUD and OCSE believe the matching program is an effective and efficient
method for HUD to obtain information needed to verify the employment and
income of individuals participating in the specified programs.

2. Federal Law and Guidance Supporting the Matching Program

In addition to the legal authority for conducting the matching program (See
Section 1.B), which specifically requires the matching program, other federal
law and requirements also support a determination that the matching program,
and the analyses of employment and income reporting, is justified. The
matching program that is the subject of this agreement assists HUD in
complying with the following federal law, requirements, and guidance.

a. Reducing Improper Payments and Eliminating Waste in
Federal Programs (Executive Order 13520, November 2009)

The order is intended to reduce improper payments by intensifying efforts
to eliminate waste, fraud, and abuse in federal programs. It adopts a
comprehensive set of policies, including transparency and public scrutiny
of significant payment errors throughout the federal government: a focus
on identifying and eliminating the highest improper payments:
accountability for reducing improper payments among executive branch
agencies and officials; and coordinated federal, state, and local
government action in identifying and eliminating improper payments.

b. Improper Payments Information Act of 2002 (P.L. 107-300)
The Improper Payments Information Act of 2002 (IPIA) enhances the

accuracy and integrity of federal payments. The IPIA requires federal
agencies to 1) annually review all programs and activities they




administer, 2) identify those susceptible to significant improper
payments, 3) estimate and report annually on the amount of improper
payments, and 4) report annually to Congress on efforts to reduce
erroneous payments for programs where improper payments exceed $10
million.

c. Office of Management and Budget M-03-13, Improper
Payments Information Act of 2002 Implementation
Guidance

The Office of Management and Budget (OMB) issued guidance on May
21, 2003 requiring federal agencies to use a systematic method to
annually review and identify those programs and activities that are
susceptible to significant improper payments. Agencies must also
address the reporting requirements of that guidance in their
Performance and Accountability Reports for fiscal years ending on or
after September 30, 2004.

d. 42US.C.§ 1437(K)

HUD is required to establish procedures, which are appropriate and
necessary to assure that income data provided to PHAs and MF business
partners by families is complete and accurate. Under this section, HUD
must randomly, regularly, and periodically select a sample of families and
obtain information from external agency data sources pertaining to the
individuals within the families only for the purpose of verifying incomes
in order to determine eligibility of families for benefits (and the amount of
such benefits, if any). 42 U.S.C. § 1437f(k).

e. Verification Requirement for Subsidized Multifamily Housing
Programs

HUD program administrators are required to use accurate income amounts
in determining housing rental assistance, in accordance with 24 CFR 5.659
and Chapter 5, Section 3 of the Occupancy Requirements of Subsidized
Multifamily Housing Programs, 4350.3 REV-1.

f. Verification Requirement for Public and Indian Housing
Programs

In accordance with 24 CFR 960.259 and 24 CFR 982.516 for the public
housing and tenant-based section 8 programs, respectively, PHAs are
required to use accurate income amounts in determining housing rental
assistance and verifying a family’s annual income and other factors that
affect the determination of adjusted income or income-based rent.



B. Anticipated Results

HUD conducted an analysis of the cost and benefit of the matching program,
including a specific estimate of savings, as required by the Privacy Act. (See 5
U.S.C. § 552a(0)(1)(B)). The cost benefit analysis (CBA) analyzes the financial
and non-financial benefits to HUD derived from the use of NDNH information by
HUD and other authorized entities and the costs associated with the matching
program. In some cases, the data used in the cost benefit analysis is actual data;
however, estimated figures were used when actual data was not available. The
CBA measures the performance of the previous matching program and anticipates
results for the matching program which is the subject of this agreement.

HUD estimates that use of the EIV information, which includes NDNH
information, is projected to result in a total annual potential impact of $364
million per year. HUD achieved, and will continue to achieve, a positive
cost/benefit ratio and produce additional benefits to HUD. HUD anticipates a
substantial return on investment of 90:1 for the use of the information. HUD
conducted a CBA based on information from FY2008. The analysis, dated June
11, 2010, was submitted to OCSE on June 14, 2010. (See Appendix D)

III. DESCRIPTION OF RECORDS, FREQUENCY, STARTING AND COMPLETION
DATES, TRANSMISSION, AND ACCESS AND USE

The Privacy Act requires that each agreement specify a description of the records that will be
matched, including each data element that will be used, the approximate number of records that
will be matched, and the projected starting and completion dates of the matching program.

5 U.S.C. § 552a(0)(1)(C).

A.

Systems of Records
1. OCSE System of Records

The NDNH contains new hire, QW, and UI information provided by state and
federal agencies and is maintained by OCSE in its system of records, “Location
and Collection System” (LCS), No. 09-90-0074, last published at 72 FR 51446 on
September 7, 2007. “Routine Use” (17) of the system of records permits
disclosure of NDNH information to HUD,

2. HUD System of Records

The HUD records used in the information comparison are retrieved from, and the
results of the information comparison are maintained within, the HUD system of
records, “Enterprise Income Verification” (EIV), No. HUD/PIH-5, last published
at 71 FR 45066 on August 8, 2006, and updated on September 1, 2009, at

74 FR 45235. “Routine use” (1) of the system of records permits the disclosure of
records to OCSE.
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Number of Records Involved
1. HUD Input File

The HUD input files contain approximately 5.7 million records, which represent
approximately 5.7 million individuals participating in the authorized HUD
housing programs. Of this total, approximately 4.2 million records pertain to
individuals who participate in HUD’s PIH programs and approximately 1.5
million records pertain to individuals who participate in HUD’s MF Housing
programs.

2. HUD Input File for the Analyses of Employment and Income
Reporting

The HUD input file submitted annually for the purpose of conducting analyses of
employment and income reporting for the HUD QC Study, after the removal of
personal identifiers, will contain the records pertaining to approximately 5,000
individuals from 2,700 households.

3. OCSE Output File

The OCSE output files will contain the NDNH information, if any, pertaining to
the individuals whose records are contained in the HUD input file. The total
number of records in the output file depends upon the number of individuals
pertaining to whom there is available NDNH information and the amount of
NDNH information associated with those individuals.

Specified Data Elements Used in the Matching Program
1. HUD Data Elements Contained in the Input File Provided to OCSE

Input files contain records pertaining to individuals participating in programs
administered by HUD PHAs and HUD MF business partners, as specified in
section 453()(7)(A)(i) through (v) of the Social Security Act.

Each individual’s records within the HUD input files will contain the following
data elements:

First Name;

Last Name;

Date of Birth; and

Social Security number (SSN).

* » o @

Prior to transmitting records to OCSE, HUD verifies the accuracy of the
name/SSN combinations against Social Security Administration databases.




2. HUD and OCSE Data Elements Used to Conduct the Information
Comparison

OCSE will conduct the information comparison by using the SSNs provided by
HUD to the SSNs in the NDNH.

3. NDNH Data Elements Requested by HUD

In order to accomplish the purpose of this agreement, HUD requests the following
NDNH data elements:

L ] *® & & & & & 0 ¢ o 0
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New Hire File

Employee SSN;

Employee Last Name;

Employee First Name;

Employee Address;

Employer Name;

Employer Address;

Employee Date of Hire (optional for an employer to report);
Employee State of Hire (optional for an employer to report);
Employer Federal Employer Identification Number (EIN);
Employer State EIN (optional for an employer to report);
Employer’s Second Address, if any (optional for an employer to
report);

Department of Defense indicator, if any; and

Date New Hire Record processed by NDNH.

Quarterly Wage File

Employee SSN;

Employee Name;

Employer Name;

Employer Address;

(Quarterly Employee Wage Amount;

Date QW Record processed by NDNH;

Federal Employer Identification Number (EIN) (optional for an
employer to report);

State EIN (optional for an employer to report); and
Department of Defense indicator, if any.

Unemployment Insurance File

Claimant S8M;



Claimant Last Name;
Claimant First Name;
Claimant’s Address;

Benefit Amount; and
UI Reporting Period.

* & & o &

4. OCSE Output File Data Elements Provided to HUD

The output file will consist of the available information from the NDNH, if any,
associated with the individuals whose records are contained in the HUD input file.

D. Frequency of Information Comparisons

Section 453(j)(7)(A) of the Social Security Act authorizes HUD to furnish input files to
OCSE, “on such periodic basis as determined by the Secretary of Housing and Urban
Development in consultation with the Secretary [of HHS]” 42 U.S.C. § 653(G)(7)(A).
HUD has determined it will furnish input files to OCSE, in the following frequencies and
approximate numbers of records:

5.7 million records each month against the new hire file

5.7 million records, quarterly against the QW file

5.7 million records, quarterly against the Ul file

64,352 records submitted monthly in non-quarterly months (8 times per year)
against the wage and Ul files, pertaining to new program participants,
participants who have turned 18, or participants who have had a major change
of status.

® 5,000 annually against the new hire, QW and UI files for the purpose of
conducting analyses of the employment and income reporting.

*® & & 0

E. Projected Starting and Completion Dates

The projected starting and completion dates for the matching program are as set forth in
Section XIL

F. Method of Transmission of the Input and Output Files and Download to EIV

Input files from HUD to OCSE and output files from OCSE to HUD will be transmitted
via encrypted transmission link or another mutually-approved and secure method of data
transfer.

G. Access to and Use of NDNH Information by Authorized Entities

HUD transmits NDNH information to its EIV database to provide access to authorized
entities. HUD has documented the process by which NDNH information is accessed and
used within a Data Flow Diagram (DFD). (See Appendix C). The DFD characterizes the
physical system of records showing the processes and interactions by authorized entities’
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systems, where applicable. The DFD will: 1) specify where and how the information
comparison results are maintained by HUD at each step in the process; 2) identify the
categories of users within HUD, PHAs, MF business partners, and other authorized users
at each step in the process; and 3) specify the purpose for such access.

Explanation of the use of NDNH information for the HUD QC Study is included in
Appendix E, Overview of the Use of NDNH Information for the Purpose of Analysis of
Employment and Income Reporting.

NOTICE PROCEDURES

A. Individualized Notice that Information May Be Subject to Verification
through Matching Programs

The Privacy Act requires that matching agreements must specify procedures for
providing individualized notice at the time of application and, notice periodically
thereafter, as directed by the Data Integrity Board of the agency, to applicants for and
recipients of financial assistance or payments under federal benefit programs, that any
information provided by such applicants and recipients may be subject to verification
through matching programs. 5 U.S.C. § 552a(o)(1)(D).

Section 453(j)(7)(G) of the Social Security Act also provides that HUD “shall not seek,
use, or disclose NDNH information relating to an individual without the prior written
consent of such individual (or of a person legally authorized to consent on behalf of such
individual).” 42 U.S.C. § 653G)(7)(G).

HUD notifies individuals at the time of application, and periodically thereafter upon
annual recertification or reexamination that their records may be compared against those
of other agencies to assist HUD in verifying information provided by those individuals.
Such notice appears in the federal form, HUD-98 86, Authorization for the Release of
Information/Privacy Act Notice and HU D-9887, Notice and Consent for the Release of
Information, contained in the “Document Package for Applicant’s/Tenant’s Consent to
the Release of Information.” (See Appendix F).

B. General Notice, Publishing Notice of Matching Program in the Federal
Register

The Privacy Act also provides that agencies must, “with respect to any establishment or
revision of a matching program, at least 30 days prior to conducting such program,
publish in the Federal Register notice of such establishment or revision.”

5 US.C. § 552a(e)(12).

At least 30 days prior to the commencement of the matching program, HUD must
forward the Notice of Matching Program for publication in the Federal Register. The
matching notice will clearly identify the systems of records and categories of records
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being used, and state that the program is subject to the review period afforded OMB and
Congress. HUD shall also provide a copy of the Notice of Matching Program to OCSE.

C. Furnishing Report of Matching Program and Agreement to Congress and
OMB

The Privacy Act requires that a copy of the matching agreement must be transmitted to
the Committee on Homeland Security and Governmental Affairs of the Senate and the
Committee on Government Reform of the House of Representatives and be available
upon request to the public, in order to permit an evaluation of the probable or potential
effect of such proposal on the privacy or other rights of individuals. 5 U.S.C. § 552a(r)
and 5 U.S.C. § 552a(0)(2)(A). The Office of Management and Budget Circular No. A-
130, Appendix I, 4(d) requires agencies to provide a Report of Matching Program,
including the agreement, to the Congressional committees and to OMB.

HUD shall furnish a copy of this agreement and Report of Matching Program to the
Congressional committees and OMB, and make the agreement available upon request to
the public. HUD shall also provide a copy of the Report of Matching Program to OCSE.

PROCEDURES FOR VERIFYING INFORMATION AND OPPORTUNITY TO
CONTEST FINDINGS

A. Authority

The Privacy Act requires that each matching agreement specify procedures for verifying
information produced in the matching program and an opportunity to contest findings, as
required by subsection (p). 5 U.S.C. §§ 552a(0)(1)(E). Section (p) of the Privacy Act
provides as follows:

(1) In order to protect any individual whose records are used in a
matching program, no recipient agency, non-Federal agency, or
source agency may suspend, terminate, reduce, or make a final
denial of any financial assistance or payment under a Federal
benefit program to such individual, or take other adverse action
against such individual, as a result of information produced by such
matching program, until —

(AX(i) the agency has independently verified the information;

{(B) the individual receives a notice from the agency containing a
statement of its findings and informing the individual of the
opportunity to contest such findings; and

(C)(i) the expiration of any time period established for the program
by statute or regulation for the individual to respond to that notice;
or (i1} in the case of a program for which no such period is
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established, the end of the 30-day period beginning on the date on
which notice under subparagraph (B) is mailed or otherwise
provided to the individual.

(2) Independent verification referred to in paragraph (1) requires
investigation and confirmation of specific information relating to an
individual that is used as a basis for an adverse action against the
individual, including where applicable investigation and
confirmation of —

(A) the amount of any asset or income involved;

(B) whether such individual actually has or had access to

such asset or income for such individual's own use; and

(C) the period or periods when the individual actually had

such asset or income.

(3) Notwithstanding paragraph (1), an agency may take any
appropriate action otherwise prohibited by such paragraph if the
agency determines that the public health or public safety may be
adversely affected or significantly threatened during any notice
period required by such paragraph.
5 U.S.C. §§ 552a(p)(1),(2), and (3).

Further, subsection (q)(1) of the Privacy Act provides that no agency may disclose any
record which is contained in a system of records for a matching program if such
agency has reason to believe that the verification and opportunity to contest
requirements of subsection (p), or any matching agreement entered into pursuant to
subsection (0), or both, are not being met. 5 U.S.C. § 552a(q)(1). Also see OMB
“Final Guidance Interpreting the Provisions of Public Law 100-503, the Computer
Matching and Privacy Protection Act”, Sec. 6.g. Providing Due Process to Matching
Subjects.

B. Procedures

HUD recognizes that information obtained from the NDNH is not conclusive evidence
of the address and employment information of an identified individual. If adverse
action is to be taken against any such individual based on NDNH information, further
verification is required. HUD recognizes that the information is subject to the
individual’s right to dispute the information prior to HUD taking adverse action
against the individual.

HUD established procedures for HUD and authorized entities to which information is
redisclosed for the independent verification of information. These procedures are set
forth in 24 CFR §5.236, 24 CFR §966.4(1)(3), 24 CFR §982.555 and related HUD
directives. HUD will ensure compliance with such procedures by all entities
authorized to receive NDNH information.
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RETENTION AND DISPOSITION OF RECORDS

The Privacy Act requires that matching agreements specify procedures for the retention
and timely destruction of identifiable records created by a recipient agency or non-federal
agency in such matching program. 5 U.S.C. § 552a(o)(1X(F). The Privacy Act also
requires that matching agreements specify procedures governing the use by the recipient
agency or non-federal agency of records provided in a matching program by a source
agency, including procedures governing return of the records to the source agency or
destruction of records used in such programs. 5 U.S.C. § 552a(o)(1)(]).

The following sections specify disposition schedules for HUD and OCSE records
provided in the matching program. NDNH information retains its character, even NDNH
information that is not labeled as such.

A. Records Contained in Input Files in the Custody of OCSE

OCSE may retain the input files provided by HUD only for the period of time required
for processing related to the matching program, but no later than 60 days after the
transmission of the file to OCSE.

B. Records Contained in Output File or in the Custody of HUD or Authorized
Entities
1. OCSE Copy of Output Files
OCSE may retain copies of the output files provided to HUD only for the period
of time required for any processing related to the matching program, but no later
than 60 days after the transmission of the output files to HUD.
2. Output Files Provided to HUD and Transmitted to the EIV

HUD may retain output files, until such time as the records are transferred onto
the EIV, but no later than 60 days after the transmission of the files to HUD.

3. NDNH Information within EIV

HUD may retain NDNH information, until the authorized purpose of the matching
program has been achieved, but no later than two years from the date of the
disclosure of the information to HUD.

4. Printed NDNH Information

HUD and all authorized entities may retain printed NDNH information until the

authorized purpose of the matching program has been achieved, but no later than
the term of the tenancy plus three years from the end of participation or move out




date. Records may be retained beyond such retention period if such record is
required for litigation which was started before the expiration of the initial
maximum record retention period. (For MF Housing, see HUD Handbook 4350.3
REV-1, Occupancy Requirements of Subsidized Multifamily Housing Programs,
Paragraph 5-23; for PIH, see 24 CFR 908.101).

5. NDNH Information for QC Study

HUD may retain NDNH information — electronic and printed — used for the
purposes of analyses of income and employment reporting until the authorized
purpose has been achieved, but no later than two years from the date of the
disclosure of the information to HUD.

After the retention periods specified for HUD and OCSE records, HUD must destroy the
records.

VII. SECURITY PROCEDURES

The Privacy Act requires that each agreement specify procedures for ensuring the administrative,
technical, and physical security of the records matched and the results of such programs.

5 U.S.C. § 552a(0)(1)(G). Procedures to ensure the security of such records are specified in the
Security Addendum.

VIII. RESTRICTIONS ON DUPLICATION, REDISCLOSURE, AND USAGE OF
RECORDS

A. Privacy Act Restrictions

The Privacy Act requires that matching agreements specify prohibitions on duplication
and redisclosure of records provided by the source agency within or outside the recipient
agency or non-federal agency, except where provided by law or essential to the conduct
of the matching program. 5 U.S.C. § 552a(o)(1)(H). The Privacy Act also requires that
agreements specify procedures governing the use by a recipient agency or non-federal
agency of records provided in a matching program by a source agency, including
procedures governing return of the records to the source agency or destruction of records
“used in such program. 5 U.S.C. § 552a{o)(1 (1)

The Privacy Act requires that matching agreements specify procedures for the retention
and timely destruction of identifiable records created by a recipient agency or non-federal
agency in such matching program. 5 U.S.C. § 552a(0)(1)(F). The Privacy Act also
requires that matching agreements specify procedures governing the use by the recipient
agency or non-federal agency of records provided in a matching program by a source
agency, including procedures governing return of the records to the source agency or
destruction of records used in such programs. 5 U.S.C. § 552a(o)(1)(1).
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B. Social Security Act Restrictions

The Social Security Act requires that NDNH information and the results of comparisons
using NDNH information shall not be used or disclosed except as expressly provided in
section 453, subject to section 6103 of the Internal Revenue Code of 1986. The Social
Security Act also provides that an administrative penalty (up to and including dismissal
from employment), and a fine of $1,000 must be imposed for each act of unauthorized
access to, disclosure of, or use of, information in the NDNH by any officer or employee
of the United States or any other person who knowingly and willfully violates the
requirement. 42 U.S.C. § 653(1)(1) and (2).

The Social Security Act also requires the Secretary of the Department of Health and
Human Services to establish and implement safeguards with respect to the entities
established under section 453 designed to restrict access to confidential NDNH
information to authorized persons, and restrict use of such information to authorized
purposes. 42 U.S.C. § 653(m)(2).

The Social Security Act, subparagraph 453()(7)(D) authorizes HUD to use NDNH
information “only (i) for the purpose of verifying the employment and income of
individuals described in subparagraph (A); and (i1) after removal of personal identifiers,
to conduct analyses of the employment and income reporting of individuals described in
subparagraph (A)”. 42 U.S.C. § 653(j)(7)(D).

Subparagraph (E) permits entities to which HUD is authorized to redisclose NDNH
information to use such information only for the purpose of verifying the employment
and income of individuals described in subparagraph (A). 42 U.S.C. § 653(G)(7)E).

PHA and MFH authorized entities are permitted to access and use NDNH information
pertaining solely to applicants or tenants of the housing programs administered by those
entities.

All duplicates, copies, extracts, redisclosures, access and uses of NDNH information,
requested by HUD and approved by OCSE, are identified in this agreement and in the
DFD. (See Appendix C).

In accordance with the Privacy Act and the Social Security Act, any further duplicates,
copies, extracts, redisclosures, access, or uses are prohibited.
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IX. ASSESSMENT OF ACCURACY OF RECORDS

The Privacy Act requires that each agreement specify information on assessments that have been
made on the accuracy of records that will be used in the matching program. 5 U.S.C. §
552a(o)(1)(J).

A. OCSE Records

The information maintained within the NDNH is reported to OCSE by state and federal
agencies. The Social Security Administration (SSA) verifies the accuracy of name and
SSN combinations maintained by OCSE. 42 U.S.C. § 653(j)(1)(A) and (B).

A record from the NDNH is “verified by SSA” if the NDNH name and SSN combination
has a corresponding name and SSN combination within SSA databases. Ninety-four
percent of the employee name and SSN combinations reported to the new hire file and
ninety-nine percent of the claimant name and SSN combinations reported to the Ul file
have been verified by SSA. Sixty-six percent of the employee name and SSN
combinations in the QW file have been verified by SSA. Twenty-seven percent of QW
records reported to the NDNH have SSNs but no name associated with the SSN, which is
in part attributable to the fact that some State Workforce Agencies do not collect name
information. Because SSA verification processes require a name and SSN combination,
these records are considered valid but non-verifiable. Even though the records are not
verified by SSA, OCSE uses them to conduct information comparisons and obtains
reliable results.

B. HUD Records

HUD verifies tenant personal identifiers, including full name, SSN, and date of birth,
with SSA and includes within the input file to be compared to the NDNH only those
name/SSN combinations that have been verified by the SSA. Thus, HUD deems one
hundred percent of the name/SSN combinations that HUD transmits to OCSE to be
accurate.

X. ACCESS TO RECORDS BY COMPTROLLER GENERAL

The Privacy Act requires that each agreement specify that the Comptroller General of the United
States may have access to all records of a recipient agency or a non-federal agency that the
Comptroller General deems necessary in order to monitor or verify compliance with this
agreement. 5 U.S.C. § 552a(o)(1 K.

OCSE and HUD agree that the Comptroller General may have access to all records described
above for the authorized purposes.




XI. REIMBURSEMENT

Section 453(k)(3) of the Social Security Act provides that a state or federal agency that receives
information from the Secretary of Health and Human Services shall reimburse the Secretary for
costs incurred by the Secretary in furnishing the information, at rates which the Secretary
determines to be reasonable, which shall include the costs of obtaining, verifying, maintaining,
and comparing the information. 42 U.S.C. § 653(k)(3). Section 453G)(7)(F) of the Social
Security Act requires HUD to reimburse OCSE, in accordance with subsection (k)(3), for the
costs incurred by OCSE in furnishing the information. 42 U.S.C. § 653(G)(7)(F). OCSE has
established a full-cost reimbursement methodology for calculating user fees for each state or
federal agency receiving data from the NDNH.

Reimbursement Agreements shall be executed each fiscal year of the matching program and
HUD must timely reimburse OCSE in accordance with the terms of such agreement.

XII. DURATION OF AGREEMENT
A. Effective Date of the Agreement

The effective date of the agreement, after which the comparison and disclosure of
information under this agreement may commence, is based upon compliance with
Privacy Act notice and reporting requirements. 5 U.S.C § 552a(0)(2)(A) and (B);
5U.S.C. § 552a(e)(12); 5 U.S.C § 552a(r) and OMB Circular No.A-130, Appendix I,
4(d).

Unless OMB or Congress disapprove the agreement within the 40-day review period,
OMB grants a waiver of 10 days of the 40-day review period, or public comments are
received that result in cancellation or persuade the parties to defer implementation of the
program, this agreement shall be effective the later of the following dates:

¢ 30 days from the date the Notice of Matching Program is published in the
Federal Register; or

e 40 days from the date the Report of Matching Program is transmitted to the
Committee on Homeland Security and Government Affairs of the Senate and
the Committee on Oversight and Government Reform of the House of
Representatives, and the OMB Office of Information and Regulatory Affairs.

The parties to this agreement may assume OMB and Congressional concurrence if no
comments are received within 40 days of the date of the transmittal letter of the Report of
Matching Program.

B. Duration of the Matching Agreement

The Privacy Act requires that matching agreements shall remain in effect only for such
period, not to exceed 18 months, as the Data Integrity Board of the agency determines is



appropriate in light of the purposes, and length of time necessary for the conduct of the
matching program. 5 U.S.C. § 552a(o)(2)(C).

& Renewal of the Agreement

The Privacy Act provides that within three months prior to the expiration of a matching
agreement, the Data Integrity Boards may, without additional review, renew the matching
agreement for a current, ongoing matching program for not more than one additional year
if such program will be conducted without any change and each party to the agreement
certifies to the Boards in writing that the program has been conducted in compliance with
the agreement. 5 U.S.C. § 552a(o)(2)(D).

Sanctions in subsection (q) of the Privacy Act provide that no source agency may review
a matching agreement unless the recipient agency or non-federal agency has certified that
it has complied with the provisions of that agreement and the source agency has no
reason to believe the certification is inaccurate. 5 U.S.C. § 552a(q)(2)(A) and (B).

D. Modification of the Agreement

This agreement may be modified at any time by a written amendment to the agreement,
which is approved by the parties and the Data Integrity Boards of each agency.

E. Termination of the Agreement
This agreement may be terminated at any time with the consent of both parties.

Either party may unilaterally terminate this agreement upon written notice to the other
party, in which case the termination date shall be effective 90 days after the date of the
notice, or at a later date specified in the notice, provided this date does not exceed the
approved duration for the agreement.

If OCSE determines that the privacy or security of NDNH information is at risk, OCSE
may terminate the agreement and any further disclosures without prior notice to HUD.

IFHUD determines that the privacy or security of its input files provided to OCSE are at
risk, HUD may terminate the agreement and any further disclosures without prior notice
to OCSE.

If OCSE has reason to believe that the verification and opportunity to contest
requirements of subsection (p), or any matching agreement entered into pursuant to
subsection (0), or both, are not being met, OCSE may terminate the agreement pursuant
to 5 U.S.C. § 552a(q)(1). If OCSE determines that any authorized entity to which NDNH
information is redisclosed is not complying with any of the terms and provisions in this

-~ agreement, OCSE may terminate this agreement.

- A copy of any notification of termination will be submitted to the HHS and HUD Data =
Integrity Boards. et [ S IAM R iR
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XIII. WAIVER OF COST BENEFIT ANALYSIS

The Privacy Act provides that matching agreements specify “the justification for the program
and the anticipated results, including a specific estimate of any savings”.

5U.S.C. § 552a(0)(1)(B). The Privacy Act also provides that a “Data Integrity Board shall not
approve any written agreement for a matching program unless the agency has completed and
submitted to such Board a cost-benefit analysis of the proposed program and such analysis
demonstrates that the program is likely to be cost-effective.” 5 U.S.C. § 552a(u)(4)(A). Data
Integrity Boards must “review all matching programs . . . [to] assess the costs and benefits of
such programs™. 5 U.S.C. § 552a(t)(3)(B).

HUD has not requested a waiver of the CBA requirement. HUD provided a CBA to OCSE in
accordance with the Privacy Act. (See Appendix D).

XIV. PERIODIC REPORTING OF PERFORMANCE OUTCOMES

OMB requires OCSE to periodically report measures of the performance of the Federal Parent
Locator Service, including the NDNH, through various federal management devices, such as the
OMB IT Dashboard, the Annual Report to Congress, and the Exhibit 300. OCSE is required to
provide performance measures demonstrating how the system supports OCSE’s strategic
mission, goals and objectives, and cross-agency collaboration.

OCSE also requests such performance reporting to ensure matching partners use NDNH
information for authorized purposes. The reports can also be used to assist HUD in the
development of the CBA of the matching program required for any subsequent agreements in
accordance with 5 U.S.C. § 552a(0)(1)(B). (See Section I1.B).

To assist OCSE in its compliance with federal reporting requirements, and to provide assurances
that HUD uses NDNH information for the authorized purposes, HUD must provide OCSE with a
written description of the performance outputs and outcomes attributable to its use of NDNH
information for the purposes set forth in this agreement.

HUD must provide such reports in a format determined by HUD and approved by OCSE.

HUD must provide a report to OCSE on an annual basis, no later than three months after the end
of the fiscal year.

Upon completion of any analyses conducted by HUD pursuant to this agreement, HUD must
provide OCSE with a written summary of the results of the analyses, including the achievement
of the intended purposes underlying this agreement. The written summary will identify the
estimate of the erroneous rental housing assistance payments attributable to tenant reporting of
income that was determined through the comparison using NDNH information.



XV. RESPONSIBILITY IN THE EVENT OF A BREACH

Upon disclosure of NDNH information from OCSE to HUD, HUD is the responsible party in the
event of a breach or suspected breach of information in the custody of HUD, HUD contractors,
or any of the entities authorized under this agreement. HUD must ensure that entities authorized
to access NDNH information pursuant to the agreement provide equivalent security and privacy
safeguards to the NDNH information, even NDNH information that is not labeled as such.

HUD is responsible for reporting the breach or suspected breach to OCSE security officials in
accordance with the Security Addendum and OCSE will conduct a risk analysis to determine the
appropriate measures required by OMB M-07016, “Safeguarding Against and Responding to the
Breach of Personally Identifiable Information” (May 22, 2007), and other federal law, guidance,
and policy. These measures include, but are not limited to: investigating the incident,
communicating with US-CERT, notifying individuals whose information is breached, notifying
any third parties including the media, notifying any other public and private sector agencies
involved, responding to inquiries about the breach, responding to Congressional inquiries,
resolving all issues surrounding the information breach, performing any follow-up activities, and
correcting the vulnerability that allowed the breach.

Whether NDNH information is in the custody of HUD or an authorized entity, HUD is
responsible for all requirements pertaining to the breach or suspected breach and HUD will
implement and assume financial responsibility for such measures.

XVI. DISPUTE RESOLUTION

OCSE and HUD agree that any dispute between the agencies over financial or accounting
treatment shall be resolved by dispute resolution procedures required by and in accordance with
Treasury Manual Bulletin, No 2007-03, Attachment I, Section VI or a superseding directive.
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XIII. CONTACT PERSONS
The HHS/ACF/OCSE contact is:

Linda Boyer, Data Access and Security Manager
Division of Federal Systems

Office of Automation and Program Operations
Office of Child Support Enforcement
Administration for Children and Families

370 L’Enfant Promenade, SW, 4™ floor
Washington, DC 20447

Telephone: (202) 401-5410

Fax: (202) 401-5558

E-mail: linda.boyer@acf.hhs.gov

The HUD Program Office contacts are:

Kate Brennan, Director

Housing Assistance Policy Division

U.S. Department of Housing and Urban Development
451 7" Street, SW, Room 6138

Washington, DC 20410

Telephone: (202) 402-6732

Fax: (202) 708-3104

E-mail: Catherine.M.Brennan@hud.cov

Nicole Faison, Program Advisor

Office of Public and Indian Housing

Real Estate Assessment Center

U.S. Department of Housing and Urban Development
451 7™ Street, SW, Room PCFL2

Washington, DC 20410

Telephone: (202) 475-7963

Fax: (202) 485-0286

E-mail: nicole.faison@hud.gov

David Sandler, PMP, IT Project Manager

Office of Public and Indian Housing, IT

Real Estate Assessment Center

U.S. Department of Housing and Urban Development
550 12" Street, SW

Washington, DC 20410

Telephone: (202) 475-8941

Fax: (202) 485-0275

E-mail: david.sandler@hud.oov




XVIIL. SIGNATORIES
A. HHS Program Official

The authorized program official, whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed herein, confirm that no verbal agreements of
any kind shall be binding or recognized, and hereby commits the organization to the
terms of this agreement.

KAA— 7_1’7(—‘
Vicki Turetsky Date
Commissioner 9 // 2/io

B. HHS Data Integrity Board

The HHS Data Integrity Board, having reviewed this agreement and finding that it
complies with applicable statutory and regulatory guidelines, signifies its approval
thereof by the signature of the official appearing below.

E. J. Holland, Jr. .// Date

Chairperson {1 { L ‘f{; 10
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C. HUD Program Officials

The authorized program officials, whose signatures appear below, accept and expressly
agree to the terms and conditions expressed herein, confirm that no verbal agreements of
any kind shall be binding or recognized, and hereby commit their respective
organizations to the terms of this agreement.

Date

oCT 27 200

David H. Stevens
Assistant Secretary for Housing

wmw

Sandra B. Henriquez Date
Assistant Secretary for Pubhc and Indian Housing _2 7 /D

D. HUD Data Integrity Board
The HUD Data Integrity Board having reviewed this agreement and finding that it

complies with applicable statutory and regulatory guidelines signifies its approval thereof
by the signature of the official appearing below.

AL

Jerry E. 3 ?iigams Date
Chairpéfson, HUD Data Integrity Board 17 / b }?z,% O




SECURITY ADDENDUM

U.S. Department of Health and Human Services
Administration for Children and Families
Office of Child Support Enforcement

and

U.S. Department of Housing and Urban Development
Office of Public and Indian Housing
Office of Housing

I PURPOSE AND EFFECT OF THIS SECURITY ADDENDUM

The purpose of this addendum is to specify the safeguarding requirements that the Department of
Housing and Urban Development (HUD) will have in place to ensure the administrative,
technical, and physical security of the records compared and the results of the matching program.

By signing this addendum, HUD agrees to comply with the provisions of this security addendum,
the Social Security Act, the federal Privacy Act of 1974, Department of Health and Human
Services (HHS) security policies, and other federal laws and requirements governing the
protection of information. HUD also agrees to use the information for the authorized purpose in
accordance with the terms of the agreement between HUD and the Office of Child Support
Enforcement (OCSE).

As federal requirements change or new requirements are established, HUD shall comply with
such requirements.

II APPLICABILITY OF THIS SECURITY ADDENDUM

This security addendum is applicable to employees and contractors of HUD and employees and
contractors of entities to which HUD is authorized by law to redisclose information and are
specified in the computer matching agreement (See Section 1.B.6.(b)), hereinafter “personnel”,
This security addendum is applicable to facilities and information systems of HUD and facilities
and information systems of entities to which HUD is authorized by law to redisclose information
and are specified in the computer matching agreement (See Section [.B.6.(b)), hereinafter
“HUD”,

HUD must ensure that employees and contractors of such entities comply with the requirements
in the security addendum.
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III.  SECURITY AND PRIVACY SAFEGUARDING REQUIREMENTS

This section outlines the safeguarding requirements for receiving NDNH information
comparison results. The requirements are drawn from Secure One’s HHS security and privacy
policies and the OCSE Division of Federal Systems (DFS) Security Requirements for Federal
Agencies Receiving Federal Parent Locator Service (FPLS) Data, dated November 2007. HUD
was provided a copy of the HHS Information Security Policy and the Security Requirements for
Receiving FPLS Data on October 29, 2009. Additional copies are available upon request.

The security requirements are presented in three categories: administrative; technical; and

physical.

A. ADMINISTRATIVE SECURITY REQUIREMENTS

1.

HUD must ensure that access to and disclosure of the NDNH information
comparison results will be restricted to authorized personnel who need it to
perform their official duties as authorized in the matching agreement.

HUD must establish and/or maintain ongoing management oversight and quality
assurance capabilities to ensure that only authorized personnel have access to
NDNH information comparison results.

HUD must ensure that all personnel who will access NDNH information
comparison results are advised of the confidentiality of the results, the safeguards
required protecting the results, and the civil and criminal sanctions for non-
compliance contained in the applicable federal laws.

HUD must establish security awareness training for personnel that includes
information about their responsibility for proper use and protection of NDNH
information comparison results, and the possible sanctions for misuse. All
personnel shall receive security awareness training prior to accessing NDNH
information and at least annually thereafter. Such training shall include
instruction covering the other federal laws governing use and misuse of protected
information.

HUD must ensure that non-disclosure agreements, rules of behavior, or equivalent
documents are signed by all personnel with authorized access to the NDNH
information comparison results. The non-disclosure agreements, rules of
behavior, or equivalent documents will outline the authorized purposes for the
NDNH information and the civil and criminal penalties for unauthorized use.

" HUD will maintain a record of users with access to the NDNH information

comparison results. The records will contain a copy of each individual’s signed
non-disclosure agreement, rules of behavior, or equivalent document and proof of
participation in security awareness training.




HUD must ensure that personnel accessing NDNH information comparison
results remotely (e.g., telecommuting) abide by security safeguards as if working
on HUD premises.

HUD must have appropriate procedures in place to report security or privacy
incidents, or suspected incidents involving NDNH information. Confirmed and
suspected incidents in either electronic or physical form must be reported to the
FPLS Information Systems Security Officer designated on this security addendum
immediately upon discovery but in no case later than one hour after discovery.
The requirement for HUD to report suspected incidents of NDNH information to
OCSE exists in addition to, not in lieu of, any HUD requirements to report to US-
CERT or other reporting agency.

TECHNICAL SECURITY REQUIREMENTS

L.

HUD must utilize and maintain technological (logical) access controls that limit
access to NDNH information to only those users authorized for such access based
on their official duties.

HUD must ensure that NDNH information comparison results will not be subject
to browsing.

HUD must ensure the transmission and storage of all NDNH information
comparison results provided, pursuant to this addendum, and in a manner that
safeguards the data and prohibits unauthorized access. All files transmitted
between HUD and OCSE shall be via encrypted transmission link.

HUD must ensure that all NDNH information comparison results copied to and
stored on mobile media (e.g., laptops, CD-ROMS, USB connected devices) is

encrypted.

HUD must ensure that remote access to NDNH information comparison results
shall not be permitted.

HUD must implement and maintain a fully automated audit trail system, in
accordance with the OCSE Security Requirements for Receiving FPLS Data,
Section V(B).

HUD must log all computer-readable data extracts from databases holding NDNH
information and verify that it has been erased within 90 days after completing
required use or its use is still required according to the guidelines of the
agreement.




C. PHYSICAL SECURITY REQUIREMENTS

1. HUD must ensure that all NDNH information comparison results provided
pursuant to this agreement will be stored in an area that is physically safe from
access by unauthorized persons during duty hours as well as non-duty hours or
when not in use.

2. HUD must ensure that lists are maintained of persons authorized to access
facilities and systems processing sensitive information. Access to facilities and
systems is controlled wherever sensitive information is processed.

3. HUD must ensure that printed reports containing NDNH information comparison
results will include a label that denotes the sensitivity of the information and that
civil and criminal penalties apply to misuse of the information. These printed
reports are to be kept in a locked container when not in use and never transported
off HUD and permitted entities premises. When no longer needed, these printed
reports are to be destroyed by burning or shredding.

4. HUD must ensure that locks and other protective measures are used at access
points to prevent unauthorized access to computer and support areas.

IV.  SECURITY CERTIFICATION

NIST SP 800-37 states that security certification directly supports security accreditation
providing authorizing officials with important information necessary to make credible, risk-
based decisions on whether to place information systems into operation or continue their current
operation. This information is produced by assessing the security controls of the agency to
determine the extent to which the controls are implemented correctly, operating as intended, and
produced the desired outcome with respect to meeting the security requirements for the system.
Security certification can include a variety of assessment methods (interviewing, inspecting,
studying, testing, demonstrating, and analyzing) and associated procedures depending on the
depth and breadth of assessment required by the agency. OCSE utilizes a similar approach to
review and evaluate agency security documentation to determine if security controls are effective
prior to allowing receipt of NDNH information.

By signing the security addendum, the signatories confirm that HUD has reviewed the permitted
entities security controls in place to safeguard information and information systems and has
determined that the risk to federal data is at an acceptable level. The security controls in place at
all permitted entities are commensurate with those of a federal system categorized as ‘moderate’
according to the Federal Information Security Standards (FIPS) Pub 199 (OMB M-08-21).
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V. AUDIT REQUIREMENTS

The Social Security Act, section 453(m)(2), requires that the Secretary establish and implement
safeguards with respect to the NDNH designed to restrict access to confidential information in
the FPLS to authorized persons, and restrict use of such information to authorized purposes.

42 U.S.C. 653(m)(2). Additionally, OMB requires that since information security remains the
responsibility of the originating agency, procedures should be agreed to in advance that provide
for the monitoring over time of the effectiveness of the security controls of the recipient
organization, M-01-05 “Guidance on Inter-Agency Sharing of Personal Data — Protecting
Personal Privacy”, December 20, 2000. Also see the Social Security Act, section 453(1)(1).

42 U.S.C. § 653()(1).

Section 453(j)}(7)(E)(ii) and (iv)(II) of the Social Security Act provides that the disclosure of
NDNH information to HUD and additional authorized entities is conditioned upon the disclosure
being subject to audit in a manner satisfactory to the Secretary of Health and Human Services.
42 U.S.C. § 653(G)(T)E)(ii) and (iv)(II)

As a condition of receiving NDNH information, HUD recognizes that its security and privacy
policies, procedures and controls pertaining to the receipt and use of such information is subject
to audit by OCSE. Upon the request of OCSE, OCSE and HUD will enter into an agreement
governing the scope, terms, and costs of any such audit. The cost of any such audit will be
separate from, and in addition to, costs included within the reimbursement agreement between
the parties required pursuant to sections 453(k)(3) and (j)(7)(F) of the Social Security Act.

42 U.S.C. § 653(k)(3) and 42 U.S.C. § 653(j}(7)(F).




VI. CONTACT PERSONS
The OCSE contact for security is:

Linda Boyer

FPLS Information Systems Security Officer
Division of Federal Systems

Office of Automation and Program Operations
Office of Child Support Enforcement
Administration for Children and Families
370 L’Enfant Promenade, SW, 4th floor
Washington, DC 20447

Telephone: (202) 401-5410

Fax: (202) 401-5558

E-mail: linda.bover@acf.hhs.gov

The HUD contact for security is:

Marian Cody

Chief Information Security Officer

U.S. Department of Housing and Urban Development
451 7™ Street, SW, Room 4156

Washington, DC 20410

Telephone: (202) 402-3108

Fax: (202) 708-0027

E-mail: marian.p.cody@hud.gov
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VII. SIGNATURES

In witness whereof. the parties hereby execute this addendum.

OFFICE OF CHILD SUPPORT ENFORCEMENT

, / \ A

Linda Boyer

Date
FPLS Information Systems Security Officer ?f/ - C? - / 0

(ZM,’/'L_?;

Vicki Turetsky Date
Commissioner 7 / 2 // o

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT

agm ¥ Cock_
Marian P. Cody D“‘e/

LChief Information Security Officer / Q; cﬁﬁ/‘ézﬁ/ 0

| David H. Stevens

| Assistant Secretary for Housing

|
pﬁ’/ } Q&M (M/Z/‘ﬁ ifﬂ/ﬁ

Sandra B. Henriquez : /
Assistant Secretary for Public and' an Housing
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APPENDIX A

Previous Computer Matching Agreements, Evaluation, and Other Agreements

Between OCSE and HUD

Prior matching agreements and renewals, a legislatively-required evaluation, and other
agreements conducted between the Office of Child Support Enforcement (OCSE) and the
Department of Housing and Urban Development (HUD) are as follows:

1.

8.

9.

Computer Matching Agreement, Renewal and Amendment, “Verification of Employment
and Income Reduction and Measurement of Improper Payments™ - HHS DIB Approval
No. 0802, effective January 6, 2010 through January 5, 2011.

Computer Matching Agreement, “Verification of Employment and Income and
Reduction and Measurement of Improper Payments”, HHS DIB Approval No. 0802,
effective July 6, 2008 through January 5, 2010 (superseded previous matching
agreement).

Computer Matching Agreement, “Verification of Eligibility for Benefits for HUD
Multifamily Housing Programs,” HHS DIB Approval No. 0703, effective December 11,
2007 through June 11, 2009.

Memorandum of Understanding, “Measurement of Improper Payments,” August 15,
2007.

Computer Matching Agreement, Renewal, “Verification of Eligibility for HUD Housing
Programs,” HHS DIB Approval No. 0509, effective March 29, 2007 through March 28,
2008.

Computer Matching Agreement, “Verification of Eligibility for HUD Housing
Programs,” HHS DIB Approval No. 0509, effective July 12, 2005 through March 28,
2007.

“Evaluation, The Cost and Benefits and the Adequacy of Safeguarding Measures:
Comparisons of Information in the National Directory of New Hires and Information in
the Custody of the Department of Housing and Urban Development,” May 2007.
Memorandum of Understanding, “Measurement of Improper Payments,” September
2006.

Memorandum of Understanding, “Measurement of Improper Payments,” March 2005.

10. Memorandum of Understanding, “Measurement of Improper Payments,” June 2004.

Upon the effective date of the agreement herein, the renewal and amendment of the agreement,
“Verification of Employment and Income Reduction and Measurement of Improper Payments” -
HHS DIB Approval No. 0802, is terminated and superseded by this agreement.
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APPENDIX B

Authorized Users for Analyses of Employment and Income Reporting

The following individuals are authorized to use the results of the information comparisons for the
authorized purpose of analyzing employment and income reporting. Additional users may only
be authorized by OCSE’s written approval.

EIV Team

David Sandler, EIV IT Project Manager

Vasanth Kutty, EIV Contractor Manager/Development Lead
Maria Carmen Cabayan, EIV Contractor Requirements Lead

HUD Program Development & Research

Kurt Usowski, Deputy Assistant Secretary for the Office of Economic A ffairs
Yves Djoko, Government Technical Manager

Seth Marcus, System Administrator

Macro International Senior Managers and Programmers
Mary K. Sistik, Project Manager

Jagruti Patel

Frank Wann

Cecille Witt

Sophia Zanakos
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1




APPENDIX C

HUD Data Flow Diagrams

1. EIV-NDNH Data Flow Diagram (revised 8/20/10)
2. QC Study Data Flow Diagram (revised 8/20/10)
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L PURPOSE OF THIS ANALYSIS

The purpose of this cost/benefit analysis is to provide an assessment of the benefits attained by
the Department of Housing and Urban Development (HUD) through the matching program
between the HUD Enterprise Income Verification (EIV) system for Public and Indian Housing
(PIH) and Multifamily (MF) Housing programs tenant data and the National Directory of New
Hires (NDNH) administered by the Department of Health and Human Services (HHS) Office of
Child Support Enforcement (OCSE). HUD and HHS executed a computer matching agreement
(CMA) on May 23, 2008. This document is in support of the proposal for a new CMA, which
will encompass the matching processes for participants of HUD’s new Disaster Housing
Assistance Program (DHAP) and continued matching processes for HUD’s annual Quality
Control for Rental Assistance Subsidy Determinations (QC) study for the purpose of conducting
statistical analysis; as well as continued periodic data matching for the Office of Public and
Indian Housing (PIH) and Office of Housing.

This document is intended to satisfy the requirement found in Section 552a(u)(4)(A) of the
Privacy Act that requires the Secretary of HUD and the Secretary of HHS to evaluate the costs
and benefits of the proposed disclosure. 5 U.S.C. 552a(u)(4)(A). As such, this analysis updates
separate, earlier similar analyses that covered PIH and MF Housing.

1L DEFINITIONS OF TERMS/ACRONYMS

ElV Enterprise Income Verification system

FTE Full-time equivalent

FY Fiscal Year

GAD Government Accountability Office

HHS U.S. Department of Health and Human Services

HUD U.S. Department of Housing and Urban Development

IMS inventory Management System (formerly known as the Public and Indian Housing
Information Center (PIC))

IRS internal Revenue Service

Management | Entity that enters into an agreement with the owner of a project to manage the

Agent project in accordance with the housing assistance contract and HUD'’s requirements
and regulations

Multifamily

Housing Office of Multifamily Housing Programs

HMDNH National Directory of New Hires maintained by the Department of Hesalth and Human
Services in the Administration for Children and Famifies’ Office of Child Support
Enforcement (OCSE

NPV Net Present Value

OCSE Office of Child Support Enforcement

OMB Office of Management and Budget

Owner The person or entity that owns a housing project containing the dwelling unit and
who enters into a contract to operate the project in accordance with HUD's
requirements and regulations as part of the MF Housing program.

PIH Office of Public and Indian Housing

PD&R Office of Policy Development and Research
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: Public Any State, county, municipality, or other governmental éntity or pubisc t}ody

Housing agency or instrumentality of these entities that is authorized to engage or assist in
Agency the development or operation of low-income housing under the 1937 Housing Act.
{PHA)

Public Housing assisted under the 1937 Act, other than under Section 8. “Public Housing”
Housing includes dwelling units in a mixed finance project that are assisted by a PHA with

capital or operating assistance.
QC Study Quality Control for Rental Assistance Subsidies Determinations study

REAC PIH's Real Estate Assessment Center
Rent The amount payable monthly by the family to the PHA or owner.
Rental Also known as housing assistance or subsidy. The amount HUD pays the PHA or

Assistance owner for a unit occupied by a tenant assisted under a PIH or MF Housing
assistance programs including any reimbursements of expenses.
Rental Housing Integrity Improvement Project

RHIIP

S8 Social Security benefits

SSA Social Security Administration

Ssli Supplemental Security Income benefits

SSN Social Security Number

SS0O Single Sign On (used in WASS)

Subsidy Also known as housing assistance or rental assistance.

SWICA State Wage Information Collection Agencies

TASS Tenant Assessment Subsystem (the predecessor system of EIV)
Tenant An individual or family renting or occupying an assisted dwelling unit.
TRACS Tenant Rental Assistance Certification System

Uiv Upfront Income Verification

WASS Web Access Subsystem (the single-sign on portal used by EIV)

IIl. BACKGROUND

With the implementation in 2007 of the CMA authorizing EIV matching against NDNH on
behalf of MF Housing programs, HUD’s combined matching against NDNH for the PIH and MF
Housing programs is projected for fiscal year 2011 to amount to 5.7 million records against the
new hires file each month as well as the same number against the NDNH wage and
unemployment insurance benefit files each quarter. In non-quarterly months, 64,352 records will
be matched against the wage and unemployment insurance benefit files. Tenants matched in
non-quarterly months are new program participants, participants who have turned 18, or
participants where a major change of status was determined by examining the trend in the past
requests. This totals to approximately 68 millions records submitted for matching in FY2011.
The process that is followed is that ID information, consisting of Social Security Number {SSN),
last name, and date of birth (DOB), is first matched against Social Security Administration
(SSA) databases. EIV obtains tenant Social Security and Supplemental Security Income
(SS/S8I) benefit information as well as feedback from SSA as to whether or not there is a
problem with the accuracy of the tenant ID information. Only those tenant IDs that have been
verified by SSA are matched against the NDNH files.

The EIV system used by HUD for upfront verification of income is a critical component in
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HUD's department-wide Rental Housing Integrity Improvement Project (RHIIP) initiative. The
RHIIP initiative was developed in accordance with Presidential Management Agenda initiative
#10 to ensure that the right benefits go to the right persons. See
http://www.whitehouse.gov/omb/budget/fy2002/mgmt.pdf

The purpose of the EIV system is to compile tenant income information and serve as a central
repository and primary source of income and benefits data, securely accessible over the Internet,
for use by HUD business partners to improve the accuracy of income verification that underlies
rental subsidy determinations. The HUD business partners for PIH are the Public Housing
Agencies (PHAs). PHAs are generally state and local governmental chartered entities. As part
of their contractual relationship under which HUD funds PHAs, the PHAs assume responsibility
for acting on HUD's behalf in determining tenant income and subsidy level in the recertification
process. PHAs submit information gathered from their public housing tenants and Housing
Choice Voucher recipients (who are all being referred to as tenants in this document), including
the tenant's income, on form HUD-50058, Family Report. The HUD business partners for MF
Housing programs are property owners who have entered into contracts to have their buildings
available to tenants subsidized by the MF Housing programs. Owners typically are represented
by management agents. They will be referred to in this document as owners/agents (O/A). The
role of the O/As acting on behalf of HUD is determining tenant income and subsidy level and
closely parallels that of the PHAs in implementing PIH programs. O/As submit information
concerning tenants, including the tenant's income, on form HUD-50059, Owner’s Certification
of Compliance with HUD’s Tenant Eligibility and Rent Procedures.

HUD business partners access information online that has been compiled in EIV using NDNH
data. EIV is not treated as being dispositive. The tenant may dispute the accuracy of the data in
EIV or may have more recent data that reflects a change in income being received. If there is an
issue with the tenant's income or source of income, the HUD business partner must
independently verify the disputed information to resolve the issue.

As shown in the computations later in this document, the return on investment for EIV is huge. It
calculates to more than 90 times the investment for PIH and MF Housing. HUD rental housing
assistance programs represent the Federal Government’s investment in trying to assure that all
parts of our society have adequate housing. It is important that the public funds that are allocated
to this purpose are used as efficiently as possible to assure the maximum benefit goes to those
who have been designated by law and implementing regulation as being qualified. Using NDNH
data, the EIV system is able to do a more complete job of helping assure that those tenants
receiving benefits are qualified and that funds that should go to assisting additional qualified
families are not consumed by excessive or ineligible subsidy payments.

The efficiency of EIV as a tool in addressing HUD’s rental housing assistance subsidy error
problem was recognized by the Government Accountability Office (GAO) when on January 31,
2007, GAO removed the “At Risk” designation from HUD programs. In GAO 07-310 High Risk
Series - An Update that agency said at page 14:

“In 2006, HUD executed an important part of its plan in reducing improper rental assistance
payments by implementing a Web-based system that provides public housing agencies with an
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efficient method for validating the incomes of families receiving assistance. This system, which
HUD also plans to implement for multifamily property owners, utilizes a database containing
wage, unemployment, and new hire information compiled by the Department of Health and
Human Services. HUD expects that the system will avoid an estimated $6 billion in improper
rent subsidies over 10 years.”

In the OMB Improving the Accuracy and Integrity of Federal Payments Report released the same
day, OMB said at page iii:

“Key to HUD's success in reducing improper payments was the implementation of the
‘Enterprise Income Verification System.’ This system allows housing administrators controlled
access to existing Federal databases to verify amounts and sources of beneficiaries’ income,
including wages, social security benefits and unemployment insurance benefits.”

HUD also recently received a 2007 Presidential Quality Award for which the creation of EIV
was cited as the basis of the award.

IV. COST BENEFIT ANALYSIS

The basis for this cost benefit analyses is to compare the cost and benefits of the EIV
implementation of NDNH data with a projection of the costs and benefits had EIV not
implemented NDNH data in place of data obtained through matching against State Wage
Information Collection Agencies (SWICAs). This cost/benefit analysis reflects the availability
of data from the FY 2008 QC Study and a related supplemental analysis of unreported income.
The FY 2008 QC Study provides data on the nature and extent of the subsidy determination error
problem in FY 2008, a year when EIV had been implemented for both PIH and MF Housing

programs.
Methodology

This cost-benefit analysis continues the approach taken in previous analyses of demonstrating the
difference (delta) between the costs and benefits of using NDNH data as compared to the
previous methodology used by HUD of performing upfront income verification with data
obtained through matching agreements with individual states. The baseline data being used in
this analysis is actual costs for EIV starting in FY 2006 when NDNH data was first deployed.
This is being compared to the costs that HUD would have incurred had it continued to use data
from an expanding number of SWICAs. Projections are over the ten year expected life of the
EIV application.

Once cost and cost-saving estimates were determined, and assuming a useful life of 10 years, the
future value of each cost element was extrapolated from FY 2006 through FY 2015 by applying
an estimated 5 percent rate of inflation. The present value of the total costs and benefits was
subsequently calculated. )
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The Basis for Projecting the Altered Costs and Benefits from EIV Access to NDNH Data

The annual QC Study, conducted by the HUD Office of Policy Development and Research
(PD&R) for each FY since FY 2000, represents a continuous baseline for measuring HUD’s
progress in addressing the tenant subsidy error problem. It should be acknowledged that QC
Study data is extremely conservative in defining the scope of the problem. In particular, the
criticism has been that although QC Study coverage of underreported income was good,
additional information was needed covering tenants who failed to report income. HUD lacked
the statutory authorization to utilize NDNH data for this purpose until 2004. It did, however,
obtain authorization to do an income match study of data for FY 2000 period using Internal
Revenue Service (IRS) data to identify unreported income.

The income matching error estimate developed using IRS data had limitations. One was that it
had the potential to duplicate some of the income reporting errors found in the HUD QC studies.
Another was that the time lag between the availability of IRS data and the timing of the tenant
income certification and recertification actions matched made it very difficult to validate
apparent discrepancies, which were known to be likely to include a number of false positive
matches. These concerns led HUD to supplement its 2004 QC Study (of FY 2003 income
determinations) with data obtained by matching the tenants sampled for its annual QC studies
with NDNH data. This type of match permitted use of more current data, and was accompanied
by case-by-case validation of any apparently unreported new sources of income detected by the
match. This, in turn, permitted elimination of a number of false positive matches that were due
to duplicate reporting of the same income source under different names or income not earned
during the tenant income certification/recertification month. HUD would have preferred a larger
sample size than the 2,400 cases used in estimating the income reporting error, because the
confidence interval for the associated error estimate is relatively large, but there is a high cost to
conducting the extensive field work needed for this type of research and the estimate it provides
gives a useful gauge of the relative magnitude of the problem.

The corresponding subsidy error measurements for the Fiscal Years 2004 and FY 2005
(conducted in 2005 and 2006) used the normal QC study methodology plus a supplemental
income matching report based on a NDNH data match. The income matching process was
incorporated in the FY 2006 QC report and is incorporated into subsequent fiscal year reports.
As noted previously, this income match differed from that conducted covering the 2000 period
because it made use of more current NDNH data and because follow-up income verification
procedures were used in instances where apparent new sources of unreported income were
detected.

The QC Study report provides the only multiyear statistical overview of the progress being made
to address HUD's rental housing assistance (RHA) subsidy error problem. While it is true that
the sample size of 2,400 households results in a substantial variance in the data, the QC Study
nevertheless is a reliable tool for capturing the overall trend. The report over the years has
shown that HUD’s RHIIP, of which EIV is a notable part, has resulted in more than halving the
dimensions of the problem.

The FY 2006 QC Study report is important because it marks the point at which the QC Study
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measurements cover a period during which NDNH data was used in EIV. The FY 2006 QC
Study uses data gathered in the second and third quarters of FY 2006. In the table on the
following page, we have taken QC Study data for FY 2004, 2005 and 2006 to show the trends in
the data. The portion comparing FY 2004 and FY 2005 shows an almost 21% rate of change.

The roll out of NDNH data was well publicized and the PHAs knew that they would be subject
to substantial monitoring. This may account for part of the rate of change. However a
comparison of the FY 2005 data to the data for FY 2006 shows a 10% rise. Based on the
reviews that were conducted during FY 2006 and daily contacts between PIH and PHA
personnel, we would conclude that further data will not support that as a correct depiction of the
trend. This would be the inherent weakness of relying on a year’s data set that has a variance of
plus or minus 20%. Our conclusion (subject to later confirmation) would be that there probably
was a continuation of the trend of a lessening of the extent of subsidy error, but at a less torrid
pace than the 21% shown in the FY 2004/2005 data comparison. We would conclude that both
the -21% and +10% figures reflect distortion due to the small sample size but that the overall
trend in the multi-year data is valid. On that basis, we have included a 10% projection for the
future reduction of subsidy error in our analysis. This assumes the continued availability of
NDNH data and the present level of program review and oversight.

~ FY 2004 - 2006 Full-Year QC Study Data on
Error in Program Administrator Income,
Rent & Subsidy Determinations
YEGO . - Net ) % FY 2006 s
Assis! Change Change Assistance

~ Overpayments Overpaymems FY 2004 FY Overpayment FY toFY
($1,000’s) (51,000's) to FY 2004 to s ($1,000’s)
2005 FY

et s s 2005 B

Pblie L ai1am2 | S116952 | (85,020 A246%. . S119473 §

Houstnglss vies SRMg Il Wieiee e MRG0 S Lol 320200 2l
Voucher  $366492  $309,600  (§50.892) -1552%  $354,192° St 144J

Total PIH w (IS e e e e S R S 1
f e R el T e e e e
Multifamily  $141,708 SI57,836  (S16128° 1138%  Si7a540 - 1670 qo5
$681.372 $584,388 5648204 o o
| Total (+-8107,203)  (+/-$117,130)  (596.984) -14.23% (+/- e 10.92

$168,997)
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FY 2008 QC Study — Income Match Results

The FY 2008 QC Study included a separate analysis of tenant underreporting of income by
conducting an income (wages and unemployment benefits) match between the NDNH income
data and QC income data. All household members age 18 and over in the FY 2008 QC Study
were matched with NDNH files. The table below provides a summary of the Income Match
findings at the household (case) level.

Income Match Case Dispositions

PIH-administered

Public | Section 8 Orm.)er -
Housing | Vouchers administered | Total

1 | QC Household Sample 802 800 799 2,401

QC Households Reporting Eammgs or 330 358 168 356
Unemployment Compensation

Households with NDNH Identified
Income Sources Unmatched with QC

3 Study Sources
Earned Income 75 93 62 230
Unemployment Compensation 16 17 12 45
QC Households with Countable
Unreported Income
*1 Eamed Income 21 21 16 58
Unemployment Compensation 0 3 2 5
Total Countable Unreported Income
5 | that Affected Subsidy Determinations 21 24 18 63

for QC Households

Appendix D
9




The table below for FY 2008 provides a summary of weighted and unweighted subsidy costs
associated with the 63' households where new income sources were identified. The
discrepancies are presented by program type; however, those numbers are provided for
informational purposes and are not statistically reliable due to the low incidence of error.
Furthermore, program subsidy cost errors are less than expected based on the dollar reporting

errors. This occurs because seven of the households with discrepancies were flat rent cases. The

total subsidy error associated with the income from only NDNH data is estimated to be $364

million.

Summary of Subsidy Cost Estimates for both Earned Income

and Unemployment Compensation

Unweighted Values Nationally Weighted
Values
Cases w/ Unreported Cases w/ Unreported
Program Type I I
ncome ncome
Earned Income
PIH-administered - Public Housing
Households in Error 21 23,000
Unreported Income $290,132 $307,383,000
Subsidy Cost $40,656 $49,213,000
PIH-administered - Section 8 — Vouchers
Households in Error 21 53,000
Unreported Income $282,073 $696,496,000
Subsidy Cost $74,028 $180,264,000
Owner-administered
Households in Error 16 28,000
Unreported Income $230,620 $435,217,000
Subsidy Cost $63,288 $119,616,000
Unemployment Compensation
PIH-administered - Section 8 — Vouchers
Households in Error 3 7,000
Unreported Income $13,444 $32,092,000
Subsidy Cost $4,044 $9,644,000
Owner-administered
Households in Error 2 3,000
Unreported Income $11,780 $17,431,000
Subsidy Cost $3,528 $5,221,000
Total
Household in Error 63 114,000
Unreported Income $828.,049 $1,488,619,000

' 63 households in error include (58 households with new earned income, and 5 households with new unemployment

benefits.}
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$363,958,000

Subsidy Cost $185,544

The table below provides a comparison of the nationally weighted findings from the FY 2008
Income Match task with the FY 2007 findings. As the exhibit indicates, the subsidy costs
associated with unreported sources of income increased from $291.4 million in FY 2007 to $364
million in FY 2008, which is similar to the FY 2006 amount.

The increase could be attributed to two factors:

1. The NDNH file received for FY 2007 did not contain data for tenants who were not
receiving assistance in 2008 when the data file was generated. This missing information
may have caused a decrease in the number of household members with new unreported
income sources. However, for the FY 2008 study HUD was able to provide additional
data for those tenants who were not currently receiving assistance, and none of these
additional members had new unreported sources of income.

2. An increase in the number of tenants with new unreported unemployment compensation

benefits.

Comparison of FY 2007 and FY 2008 Findings Using Nationally Weighted Values

FY 2007 FY 2008
Program Type Cases w/ Unreported Cases w/ Unreported
Income Income
Earned Income
PIH-administered - Public Housing
Households in Error 21,000 23,000
Unreported Income $272,906,000 $307,383,000
Subsidy Cost $55,456,000 $49,213,000
PIH-administered - Section 8 — Vouchers
Households in Error 40,000 53,000
Unreported Income $410,918,000 $696,496,000
Subsidy Cost $97,543,000 $180,264,000
Owner-administered
Households in Error 27,000 28,000
Unreported Income $403,045,000 $435,217,000
Subsidy Cost $107,858,000 $119,616,000
Unemployment Compensation
PIH-administered - Section 8 — Vouchers
Households in Error 7,000
Unreported Income $32,092,000
Subsidy Cost $9,644,000
Owner-administered
Households in Error 2,000 3,000
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FY 2007 FY 2008
Program Type Cases w/ Unreported Cases w/ Unreported
Income Income
Unreported Income $10,172,000 $17,431,000
Subsidy Cost $2,589,000 $5,221,000
Total
Household in Error 90,000 114,000
Unreported Income $1,097,041,000 $1,488,619,000
Subsidy Cost $263,446,000* $363,958,000

#$263.44 million in subsidy cost from Unreported Income does not include $27.96 million in
subsidy cost from unresolved cases. The total subsidy cost in FY 2007 was $291.4 million.

The use of NDNH data by HUD business partners will help to identify more potential unreported
income sources, verify the accuracy of tenant-reported income, improve the accuracy of subsidy
determinations, reduce improper payments, as well as, reduce the occurrences of tenant
misrepresentation of income.

Baseline Costs and Benetfits

This analysis compares the baseline of FY 2007 EIV operations (using NDNH) to a projection of
costs and benefits that would have been had EIV not switched to NDNH as its data source for
wage and unemployment benefits information. At the time of NDNH implementation, HUD had
entered into computer matching agreements with 28 SWICAs. Our assumption in structuring
costs and benefits for comparison would be as if HUD had projected to continue to use SWICA
data. This assumes that the effort to sign matching agreements ultimately would have reached 45
states. A few states (with large tenant populations) had legal impediments to executing computer
matching agreements or simply were not interested. Based on the time that it took to negotiate
and implement agreements with the first 28 SWICAs and the known difficulties in finalizing
agreements with additional SWICAs, we estimate that it would have taken until the end of FY
2007 to reach agreements with the additional 17 states.

Use of SWICA data was considerably more complex and expensive for HUD than NDNH. A
substantial number of states could not agree to follow standard matching input and output
parameters nor arrangements for overlaying later data over earlier data. Scheduling,
transmission and correction processes required substantial hands-on IT staff support. Data
quality issues required considerable attention.

The Cost Delta

We have identified the following additional costs that would have been entailed had we
continued with matching with the SWICAs instead of implementing NDNH data:

» SWICA negotiations and coordination with SWICAs required 75 percent of the time of
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one senior staff member. That would continue until the process of negotiating with
additional SWICAs ended and then would continue at the rate of 50 percent per year for
coordination and renegotiation activities.

e Technical arrangements with new and existing SWICAs required 50 percent of the time
of one senior IT staff member and 100 percent of the time of one database analyst FTE.
Once the process of making technical arrangements with new SWICASs had been
completed, the requirements on the time of the senior IT staff member would be reduced
to 25 percent of the time and the requirement for database analyst assistance would be
reduced to half a FTE per year.

e By the time that EIV was using data from 28 states, development and maintenance
operations in support of data matching activities with new and existing SWICAs
consumed 25 percent of the time of one IT project manager and three IT staff FTEs. The
need to support additional states would increase the needed IT staff FTEs by two. Once
the process of making technical arrangements with new SWICAs has been completed, the
development work would be reduced to working with the states when they change their
system reducing the requirements on the time of contractor staff to four IT staff FTEs.

e SWICA-related data quality and maintenance support activities by the EIV team
consumed 25 percent of the time of one senior project manager and 50 percent of the time
of one junior project manager as well as six EIV IT staff FTE. With the progression to
45 SWICAs, that would have increased to 75 percent of the time of the junior project
manager as well as 9.5 FTE. (The delta for this continuing need is calculated by
subtracting the resources devoted to supporting the current mode of operation, which is
with the senior project manager and 2.5 FTE.)

Expanding SWICA agreements to the additional states and to cover MF Housing program
participants would have entailed additional costs

¢ Expanding SWICA agreements to cover the 17 additional states is estimated to increase
state reimbursement costs from $1.5 million to $2.7 million.

e Expanding SWICA agreements to cover MF Housing program participants is estimated
to raise state reimbursement costs by an additional 25 percent.

Over the ten year planned system life the cost of continuing to use SWICAs would be
considerably higher than those of using NDNH:

Cost Elements (FY 06 - FY 15) SWICA NDNH
“Total Costs. LT ks S
1.0 Planning $18,072.90 $11,463.30
2.0 Acquisition $27,541.40 $5,331.20
3.0 Operations and Maintenance $16,961.00 $4,414.30
“Total Costs (Discounted $Kj RTINS T $62,57530 | $21,208.80
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The Benefits Delta

Coverage using SWICA data was a problem. With 28 states, we covered 59 percent of the tenant
population. Our experience was that additional SWICA matching agreements became
increasingly difficult and time consuming to conclude. Many of the remaining states were small.
Some of the most resistant states were large. By working over a two-year period to increase the
number of SWICASs to 45, we would have increased coverage to 70 percent. Some of the largest
PHAG still would not have been covered. In addition, SWICA data did not include State and
Federal employees and most importantly did not cover employment or unemployment insurance
benefits across state lines. As result, data for 40 percent of all wages and unemployment benefits
for covered states were not captured. Employment across state lines is a major fact of life in
states. Indeed, many major metropolitan areas cover multiple states. As result of these inherent
limitations in the scope of SWICA data, 40 percent of all wages and unemployment benefits for
covered states were not captured. NDNH brought national coverage for wage and
unemployment insurance benefit data that was not possible with intra-state data from a
patchwork of states.

The continued use of SWICA data rather than NDNH data would impact the derived benefits in
terms of less ability to reduce subsidy overpayments:

¢ Reaching and implementing agreements with the final 17 SWICAs would have been
phased over the course of an additional two-year period.

o The 28 states represent 59 percent of the tenant population while the additional 17 states
represent 11 percent.

e Agreements with the individual SWICAs expressly did not cover jobs that crossed state
lines, nor was there coverage of State and Federal employees. No new hires data was
included. This had the cumulative effect of reducing information about tenant income for
those covered by SWICA agreements to roughly 60 percent of the jobs of the covered
tenant population.

Appendix D
14

RO



The difference in benefits is very substantial:

Cost Elements (FY 06 - FY 15) SWICA NDNH
Total Costs
1.0 Planning $18,072.90 $11,463.30
2.0 Acquisition $27.541.40 $5,331.20
3.0 Operations and Maintenance $16,961.00 $4.414.30
Total Costs (Discounted SK) $62,575.30 $21,208.80
INCREMENTAL BENEFITS SWICA NDNH
External Customer Benefits $383,635.30 $959,006.20
Internal Benefits (Cost Savings/Cost $173,184.30 $562,286.60
Avoidance)
Total (Discounted SK) $556,819.60 $1,521,292.80

INCREMENTAL NET PRESENT VALUE

On-Budget Incremental Net Present Value $127,570.00 $545,492.10
Off-Budget Incremental Net Present Value $338,021.00 $942.211.70
Total Incremental Net Present Value $465,591.00 $1,487,703.80

RETURN ON INVESTMENT (ROI)

On-Budget ROI 380% 3348%
Off-Budget ROI 841% 5710%
Total ROI - 1221% 9058%

C. Costs and Benefits for PIH and MF Housing

EIV’s High Net Present Value and Return on Investment

EIV has an extraordinarily high return on investment as a project. That simply is because it
compiles data from existing sources and re-uses them for its analyses and because of the size of
the subsidy error for HUD assisted rental housing. The cost is relatively minor when compared
to the size of the benefit.
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= n
Cost Elements (FY 06— FY 15) Rotal Value s Mll;:::.t;’linlglly
INCREMENTAL COSTS
1.0 Planning $11,463.30 $5,731.65 $5,731.65
2.0 Acquisition $5,331.20 $2,665.60 $2,665.60
3.0 Operations & Maintenance $4,414.30 $2,207.15 $2,207.15
Total Incremental Costs (Discounted SK) $21.208.80 $10,604.40 $10.604.40
INCREMENTAL BENEFITS
External Customer Benefits $959,006.20 $663,657.80 | $295,348.40
Internal Benefits
(Cost Savings/Cost Avoidance) $562,286.60 $408,426.80 | $153,859.80
Total (Discounted $K) $1,521,292.80 | $1,072,084.60 | $449,208.20
INCREMENTAL NET PRESENT VALUE
On-Budget Incremental Net Present Value $545,492.10 $400,029.55 | $145,462.55
Off-Budget Incremental Net Present Value $942,211.70 $655,260.55 | $286,951.15
Total Incremental Net Present Value $1,487,703.80 | $1,055,290.10 | $432,413.70
RETURN ON INVESTMENT (ROI)
On-Budget ROI 3348% 4864% 1832%
Off-Budget ROI 5710% 7903% 3517%
Total ROI 9058% 12767% 5349%

It should be noted that the proportionately smaller measurements of incremental net present
value and return on equity for MF Housing reflect the correspondingly smaller numbers for the
size of the subsidy error problem for MF Housing. This difference should be viewed in
perspective. A return on equity of 5349 percent, meaning that for every dollar spent on EIV for
MF Housing, more than $53.49 is retumed is so huge that it would be difficult to find another
investment with a return that even approaches that number.

One factor that did not go into the cost/benefit analysis is how useful EIV has become as a
source for investigation of possible criminality. HUD’s Office of Inspector General (OIG) is a
significant user of EIV, with 188 authorized users. Although they do not quantify their actions to
a degree that would allow us to attribute how much impact there is due to the use of EIV by OIG
investigators, the most recent available semi-annual report of the HUD OIG includes numerous
cases of rental assistance fraud that have been successfully pursued. See
http://www.hud.gov/offices/oig/sar61.pdf, starting at page 23.
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Investigative actions with prosecutions when appropriate have a well-understood effect of
leveraging compliance.

Non-Recurring Benefits

All benefits are recurring.

Cost Reduction

As was demonstrated above, the costs of NDNH implementation are sharply lower for HUD than
it would have been to continue to deal with the individual SWICAs.

Value Enhancement

By implementing NDNH data for use by HUD’s PIH business partners, EIV has improved on the
extent of its coverage and its effectiveness over what was possible by obtaining intra-state data
for most, but not all states. The total annual potential impact from using the data from EIV is
approximately $364 million per year, of which $125 million is for MF Housing, based on the FY
2008 QC study. The study also reported subsidy costs made in error due to approximately $1.5
billion in unreported income data (for both programs) identified through the HUD-HHS
computer matching program. These are huge numbers for HUD. Access to NDNH data allows
MF Housing business partners as well as their PIH counterparts to reach their intended audiences
with better service, provide stakeholders with more accurate information on subsidies, and
drastically reduce subsidy error and unreported income rates.

Recurring Benefits

Using data from the EIV system has had a dramatic effect in reducing the size of the income
subsidy error for PIH and MF Housing programs.

Non-Quantifiable Benefits

Reducing the error rate in public and assisted housing programs will:

e Better ensure that tenants receive the correct level of assistance;
Help identify tenants who are not qualified for assistance;

s Allow HUD business partners administering HUD rental housing assistance programs {o
optimize the use of the funding that they receive from HUD so as to provide assistance to
more qualified households;

e Maintain the public's trust in HUD's management of its programs; and

e Increase HUD's credibility with Congress, OMB and other stakeholders.
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APPENDIX E

Overview of the Use of NDNH Information
for the Purpose of Analyses of Employment

and Income Reporting
Submitted by HUD July 26, 2010

RE: Response to OCSE Questions Regarding Matching HUD Data Against QW and Ul
files in the NDNH to Conduct the HUD QC Study.

1. Purpose of the QC Study. The purpose of the Quality Control for Rental Assistance

Subsidies Determinations Studies is to provide national estimates of rent subsidy errors for
the U.S. Department of Housing and Urban Development’s (HUD’s) Public Housing
Agencies (PHAs) and owner-administered housing programs. These studies, which are
conducted annually, provide the Department with updated estimates of the type, severity, and
cost of errors associated with the income certification and rent calculation process. This
information is used by HUD to better focus its management efforts on correcting the most
serious such errors, as well as to determine the effectiveness of corrective measures placed in
effect since the prior study. In addition, annual reports on this matter are required by the
Improper Payments Act of 2002 and for inclusion in the Department’s annual financial

statement.

QC error measurement studies are a crucial part of the Department’s efforts to address the
concerns of senior HUD program management officials, the Office of Management and
Budget, and HUD’s Office of Inspector General. Three studies are conducted to measure the
error associated with rent calculation and income certification — the QC tenant subsidy
determination error measurement study, which primarily measures errors attributable to
program sponsor errors and omissions; the income matching study to identify intentional
tenant misreporting of income; and the program sponsor billing error study.

It is the second study, known as the income matching study, that requires the use of NDNH
QW and Ul files. The income matching study provides national estimates of the subsidy cost
to the Department resulting from assisted housing tenants who intentionally misreport their

imncome.

. Describe how the Income Matching Study is to be conducted. The revised procedures are
described below. The analytical steps described in the FY2009 Income Match Plan basically

remain the same,

a. After completing the tenant subsidy determination error measurement study, the
contractor will submit a list of all household members in the study sample of 2,700
households (divided between HUD’s Public Housing, Voucher Management and
Multifamily Housing programs) to the IT Project Manager of the HUD Enterprise
Income Verification (EIV) system. A program is first run against Social Security
Administration (SSA) databases to obtain Social Security and Supplemental Security
Income benefits data. The match against SSA databases also returns information

Appendix E
i




=

concerning the validity of household member IDs. A match file of those adult
household IDs that have been validated by SSA is then run against the NDNH
database to obtain four quarters of NDNH income and W4 (new hires) information
for the members of the sample houscholds. Previous QC matches were requested
according to quarters of the NDNH chronological file. The file request is now going
to be with data selected according to the date that the individual received the income
and date of the new job covered by a W-4 (“New Hires™) form.

The IT Project Manager of the HUD Enterprise Income Verification (EIV) system
produces a data file with the income sources of the household members. This data is
provided to the contractor via a CD (which is encrypted and password protected) and
couriered to the contractor’s office.

The contractor’s project director receives the CD and copies the data on to a secured
network, where the file is available to a limited number of staff members for further
analysis. These staff members have received the appropriate security clearances from
HUD. The CD is shredded.

QC Study field personnel verify the income of household members from the sample
from those sources that they were not able to identify from the tenant files at the PHA
or owner/agent (depending on program) or to the extent employment verifications
with monthly income reporting is not available from the tenant files. This includes
information about recent employment obtained from EIV W-4 (new hires) data.

In instances where a potentially new source of income is identified through the match
process, when attempts are made to contact the source, one issue is to determine
whether this, indeed, is a new income source. Duplications that need to be weeded
out may arise from situations such as where there is a difference between the name of
the business entity and the commercial (doing business as) name or when
documentation is from a payroll center or a commercial servicing entity such as a
CPA firm.

Files from QC field staff are consolidated. The contractor will provide a summary
file that contains a listing of all tenants and their income sources and a case
determination categorization that includes why any income source was removed from
consideration as a countable source of unreported income. These files will be
provided to HUD at the end of the study for review by program office and audit staff.

Data is compiled from the QC field files concerning tenant income.

The QC data file is matched by the contractor analyst against the EIV data extract file
to create the QC Study file.

The program offices and OIG auditors review the draft report, and data from the QC
Study file. Where issues arise, they review the source QC field files. Differences
between the characterizations are discussed and new characterizations of the data in
some records may result. If so, additional statistical analysis is conducted by the
contractor QC Study team. Otherwise the report is finalized.
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j.  The NDNH data extract is destroyed at the conclusion of the study.

Provide a data flow diagram that depicts who has access to the matched results
throughout the analyses process. As provided earlier.

Can the analyses be conducted without personal identifiers? No. Personal identifiers are
essential to matching the QC and the New Hires data, and to obtaining verification from third
party sources. However, the statistical analysis is performed using records that contain no
personal identifiers.

Can NDNH matched resuits from the previously conducted matches be used to conduct
the analyses? No. It is critical that current, complete information be available when
conducting the match and determining unreported sources of income.

Explain how personal identifiers are removed to conduct your analyses and what is
done with the removed personal identifying data. Personal identifiers are not used in the
statistical analysis that underlies the report. The source data that contains personal identifiers
are used to identify the sources of income information that are to be contacted so that the
study team may report on the differences between the income information that HUD has used
in determining tenant income and subsidy level and that identified by the study team. That
information is summarized as numbers and percentages in the report. All report information
are kept on file pending review by the program offices and the HUD Office of Inspector
General as part of the review of the draft report. Files are maintained pending possible
review by the General Accounting Office at a later date in accordance with section (0)(1)(K)
of the Privacy Act. 5 U.S.C. § 552a(0)(1)(K). All electronic files and paper documents are
stored in locked file cabinets in a locked survey room and are disposed of in accordance with
the computer matching agreement. Access is limited to the study team. HUD employees
involved in the study are subject to background investigations. Both the HUD employees
and contractors working on the study are bound by nondisclosure agreements and have been
informed of the applicable penalties under the Privacy Act for unwarranted disclosure.

Appendix E
3



1.

1o

APPENDIX F

HUD-9886 — Authorization for the Release of Information/Privacy Act Notice to the
U.S. Department of Housing and Urban Development (HUD) and the Housing
Agency/Authority (HA), Office of Public and Indian Housing.

Document Package for Applicant’s/Tenant’s Consent to the Release of Information

HUD-9887 — Notice and Consent for the Release of Information to the U.S.
Department of Housing (HUD) and to an Owner and Management Agent (O/A), and
to a Public Housing Agency (PHA), Office of Housing.

HUD-9887-A — Applicant’s/Tenant’s Consent to the Release of Information,
Verification by Owners of Information Supplied by Individuals Who Apply for
Housing Assistance, Office of Housing.
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Authorization for the Release of Information/

U.S. Department of Housing

) and Urban Development
Privacy Act Notice Office of Public and indian Housing
to the U.5. Depantment of Housing and Urban Development (HUD}
and the Housing Agency/Authoriy (HA) )
PHA of ,{'ﬁmzmﬁwam&e} HA EE 7l ,){&mmisgm?m}

Full adé:@a&, game of contact person, and date)

ey
{Full address, name of contact person, and datel

Authority: Section 984 of the Stewant B, McKinney Homeless
Assistance Amendments Act of 1988, asamended by Section 903
of the Housing and Community Development Act of 1997 and
Section 3603 ofthe Omnibus Budget Reconciliation Act of 1 993,
This law is found at 42 US.C. 3544,

This law requires that vou sign a consent fomm authorizing: (1}
HUD and the Housing Agency/ Authority (HA) o equest verifi-
cation ofsalary and wages from currentor previous employers; (2)
HUD and the HA © request wage and unemployment compensa-
ton clam information from the state apency responsible for
keeping that information; (3) HUD to request certain tax return
mformation from the U.S. Social Security Administration and the
LS. Internal Revenue Service, Thelaw alsorequires independent
verification of income information. Therefore, HUD or the HA
may request information from financial institations to verify vour
eligibility and level of benefits,

Purpeses Insigning this consent form, youare authorizing HUID
and the sbove-named HA o request income information from the
sources Jisted onthe form. HUD andthe HA need this information
to verdy your household™ s income, in order to ensure that you are
cligible for assisted houstng benefits and that these benefits are set
atthe correctievel. HUD and the HA may participate in computer
matching programs with these sources in order 1o vers ¥y your
eligibility and level of benefis,

Uses of Information to be Obtained: HUD is reguired to protect
the income information it oblains in accordance with the Privacy
Act of 1974, SU8.C. 5322 HUD may disclose mfprmation
{other than tax seturn information } fbr certain routine uses, such as
io other government agencies for law enforcement purposes. to
Federatagencies foremploy ment suitability purposesand to HAs
for the purpose of determining housing assistance, The HA isalso
required toprotect the inveme information oblains inaccordance
with any applicable Smie privacy law. HUD and HA smplovoes
may be sublect to penalties for unauthorized disclosures or -
proper uses of the income information il B obisined based on the
consent fomm. Private owaers muy not reguest sy recelve
information sniborized by this form,

Who Mast Sign the Consent Form: Fuch member of your
houschold who 15 18 yeurs of age or older must sign the consent
form,  Additional signatures must be obtained from new adult
members joining the houschold or whenever members of the
houschold become 18 years of ape.

Persons who apply for or receive assistance under the following
programs ar¢ required 1o sign this consent forpy:

PHA-owned restal public ousing

Tumkey HE Homeow nership Opportunities

Mutual Help Homeownership Opportunity

Section 23 and 19(¢) leased bousing

Section 23 Housing Assistance Pavments

HA-owned rental Indian housing

Section 8 Rental Certificate

Section 8 Rental Voucher

Section § Moderate Rehabilitation
Failure to Siga Consent Fornr: Your fadure to s zn the consent
form may result in the denial of eligbihity or termination of
assisted housing benefits, or both, Denigl of eligibility or terms-
nation of benefits is subjeetto the HA s gricvance procedures and
Section § miormal hearing procedures,

Sources of Information To Be Obtained

State Wage Information Collection Agencies. ({This consent 1s
timited o wages and unemplovment compensation | have re-
cerved during period(s) within the last 5 vears when 1 have
received assisted housing benefils 3

U8, Social Sccurity Administration { HUD only H{Thisconsent is
tumited to the wage and self employment information and pay-
ments of retirement income as referenced st Section 61 O3 THA)Y
of the Internal Revenue Code.)

US, temal Revenue Service (HUD onlyl {Ths consent s
limited © uncarmed income [ic. inferest and div idendsly

Information may also be sbianed directly from. {2} current and
tormer emplovers concerning salary and wages and (b) financia
instiutions concerming uncamed income (o, interest and divie
dendsy {undersiand tatincome informarion shiained from these
sources will be wed w0 veri® information that | provide i

igibility for avsisted housing programs and thels o)
. s consent form only authores release
disectly from employers and Financsad institutions of informmation
egarding anv periodis) within the last 5 vears when | have
recsived assisted housing benefits,

Griginal & by e g sraw

rof Hamilbooks 74207 74208, & 74551

forrn HUD-GESE (7734
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Consent: Tconsent to allow HUD or the HA to request and obtain income information from the sources listed on this form for
the purpose of verifving my eligibifity and level of benefits under HUD s assisted housing programs, | understand that HAs that
receive income information under this consent form cannot use it (o deny, reduce or terminate assistance without first
independently verifying what the amount was, whether I actually had access to the funds and when the funds were received. In
addition, | must be given an opportunity to contest those determinations.

This consent form expires 15 months after signed.

Signatures:
Head of Mousenold Daw
Socal Secunty Number (F any of Head of Housenois Othar Farly Mlembar overage 18 pe
Spause Caw T Farly Momber gvarage 18 Dats
Otar Famely Membar over age 13 Date Qtar Famly Mamber ovarags 13 Date
Cther Famely Meoar over age 13 Date Cthar Famsly Mamaer gverage 13 Cate

Privacy Act Netice. Authority. The Departmentof Housing and Urban Development (HUD) 15 avthonzed to collect this information
by the -Housing Act of 1937 (42 U7.8.C. 1437 et seg.). Trde Viof the Civil Rights Actef 1964 (42 US.C. 2000d). and by the Faw
Housing Act (42 US.C 3601-19). The Housing and Community Development Act of 1987 (42 U 8.C. 35433 requires applicants and
participants to submit the Social Security Number of cach houschold member who s six vears old or older. Purpose. Your meome amd
other information are being collected by HUD to determine vour eligibidity, the appropriate bedroom size, and the amount vour family
will pay toward rentand utibiies, Other Uses: HUD uses vour family income and other intbrmation to assstin managing and momtonng
HUD-agssisted housing programs., toprotect the Government's financial interest, and toy enfy the accuracy ofthe information vouprovide.
This informatson may be released © appropriate Federal, State. and local agencies. when relevant. and to civil. enminal, or regulatory
mvestigators and prosecutors. However, the information will not be otherwise disclosed or released outside of HUD, exceptas permitted
or required by faw. Penalty: You must provide all of the information requested by the HA including all Soctal Security Numbers vou,
and all ethier houschold members age six vears and older. have and use. Giving the Social Security Numbers of @l household members
six years of age and older s mandatory, and not providmg the Social Security Numbers will affect vour eligebility. Failure to provide
any of the requested mformation may result ma delay or rerection of your eluubility approval,

Panaitisz for Misusing this Consent

HUE, the HA @l any owner (or any employes of HUD g HA of the owner may be subiest © penaliies by unagthonized daciosures or aniopsr uses of
inforrmation coffected based on the consent form

User of tne wriemation coflected baser on the form HUD 5888 is restroted o the purposes oled on the form HUD 9886 Any person who knovwngly of wiifully
requests, obtaing or discioses any information under false prefense s concerning an appheant or parhcipant may be sublectto a misdemeanor and fined rol mors

an §5 000

Avvy applicant or parhcipant affected by negigent disdosure of information may bring vl action for damages, and seel otherrelief. a5 may be appropriate, aganst
#w officer or amployee of HUD, tha HA or the owner responsible for the unauthorized disciosure or inproper use

(vigingl s retwned by e requesting orgarezston. et Handoooks 74207 74208 8 74551 form: HUD-9888 (77543
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U.S. Departiment of Housing and Urban Development

Document Package for
Applicant's/Tenant's Consent

to the
Release Of Information

This Package cdntaim the fotlowing documents:
4 HUD-9887/A Fact Sheet describing the necessary verifications
2.Form HUD-9887 (to be signed by the Applicant or Tenant)

3.Form HUD-9887-A (to be signed by the Applicant or Tenant and Housing Owner)

4.Relevant Verifications (to be signed by the Applicant or Tenant)

Fach houschold must recersve 3 copy of the 988774 Faet Shoet. forim HUTRORET. undd form U I-988T-A

Stachment o forrs HUD-S887 & 9887-A (011872007

Appendix F



HUD-9887/A Fact Sheet

Verification of Information Provided by
Applicants and Tenants of Assisted Housing

What Verification involves

To recens housng assistance, appicants and tenants who are @t least 15
years of age and each famiy head. spouse, or co-head regardiess of age
must prowde the owner or management agent {0/A) or public housing agency
{PHA} with cartan information specfied by he U.S Department of Housing
ardd Urban Davelopment (HUDY

To make swe thal the assistance s used property Federai laws require
that the imformation you provaie be venfied, This informaton is verdied in two

Wy

t HUD. O/As, and PHAs may verfy the information you provide by
checking wilh the records kept by certain public agences (ey.,
Sociat Security Adminstration (SSA), State agency that keeps wage
and  unemployment  compensation  daim  information, and e
Ospartment of Health and Human Services' (HHS) National Directory
of New Hires (NDNH) database that stores wage, new hires, and
unemployment compensation], HUD (ony) may verdly information
covered in your tax retums Fom the U S Intamal Revenus Service
1Sy, You gve your consent 1o the release of (his information by
sigreng form HUD-O837. Oniy HUD, (A8 and PHAS can receive
nformation authorized by this form.

2. The O/A must verfy the mibrmation that & used 1o determing your
eligibility and the amount of rent you pay. You give your consent 1o the
refeass of Fus nformation by signing the form HUD-9887 the form
HUD-98BT-A, and the individual veriication and consent forms that
apply 1o you. Federai taws imit the kinds of information the (VA zan
receive aboul you. The amounl of incoms you receive haips to
determing the amount of rent you will pay. The O7A will verfly ali of e
sources of moome hat you report. There are codtan aflowances that
reduce the income usad in delermning tenant rents,

Example: Mrs Anderson is 52 years old. Her age qualifies her for a
medical allowance. Her annual income v be adjusted because of
s aflowance, Beocause Mrs. Anderson’s medical axpenses wil
heip delerming the amount of rent she pays, the (YA is required
verfy any medical expenses that she reports
Example: Mr Haris doss not quablfy for the medical aliowance
because he is not at ieast 62 years of age and he & not
handicapped or disabled Because he s not aligible for the medical
altowance, the amount of his madcal expenses doss not changs
the amount of rent he pays. Therefore. the (VA cannot ask Mt
Harris anything about tus medical expenses and cannot verfy veth
a third party about any medical expenses he has,

Customer Protections

information received by HUD s protected by the Federal Privacy Act.
Information received by the (/A or the PHA is subject to State privacy
‘aws. Employees of HUD, the O/ and the PHA are subiect to
penaities for using these consent forms wmproperly. You do not have lo
sign the form HUD-B887. e form HUDSBBTA of the ndivdual
verification consent forms when they are gwen 1o you at your
certficaion of recertificaton intereew You may laks (ham home with
youl to read or 1o distuss wath & ird party of your choice. The /A wit
gevee you anofier date when you can relem (o sign thess oms,

i you cannot read andfor sign a consent form due o a disabity, he
Ot shalt rake s reasonable accommodation in accordancs et
Secton 504 of the Rehabiftation Act of 1973 Such accommodations
may include: home visits when he applicant’s or lenanf's disability
pravet imier from coming lo the office fo complets the rms: the
apphicant of tenant suthoriing another person D sign on sher
s gnd for persons with visusl sopmrrenis e fons may
wnclude prowding the forms o lamge sorpt oo vadlle or cfirigy

1

I an adull merrber of yowr household, due to extenuating crcumsiances, s
unable © sign tha form HUD-9887 or the indiwdual venfication forms on bime,
the O/A may document the file as 10 the reason for the delay and me spectic
pians 1o obtain the proper signature as So0n as possible,

The O/A must tell you or a twd party which you choose. of the
findings made as a resull of the (FA verfications authorzed by your
consent. The O/A must give you the opportundy to conlast such
fndings n accoance wih HUD Handbook 43503 Rev. 1 Howewer, for
mformation received under the form HUD-9887 or form HUD-9887 A, HUD. the
QA of the PHA, may inform you of thess fndings.

O/As must keep tenant tiss m a bcaton tal ensures confidentishty
Any empoyee of the (YA who fails to keep tenant mformaton
confidental 5 subjedt o the enforcement provisions of the Siste Privacy Act
and s subedt to enforcement actions by HUD. Aiso, any applicant of tenant
affected by negligent disclosure or improper use of information may bang cwi
action for damages, and seek other refief, as may be appropriate, against the
smployse,

HUD-9887/A requires the O/A 1o gve each household a copy of the Fact
Shest, and forms HUD-9887. HUD-9887-A aiong with approprate ndvidual

consent  forms.  The package you will receive wil  incude the
followaing documents:
THUD-9887/A Fact Sheet Describes the requrement o venfy

information provided by individuals who apply for housing assistance This
fact sheet atso describes consumer prolections under the verdication

process.
2Form HUD-9887: Allows ihe o wation twesen
government agencies.

3Form HUD-9887-A: Deswibes the requremsnt of ihird party
vertfoation along wih consumer protectons

4individual verification consents: Used 1o venly lhe refevant

information provided by applicantsenants to detarmine their algpbiddy and
favet of benefis

Consequences for Not Signing the Consent Forms

i you fwi 1o sign e form HUD-9887, the form HUD-9BBT-A, or the
ndividual vedfication forms. this may resuit in your assistance being
denied {for apphicanis) of your assistance being terminated (for tsnanis), Sea
turther explanation on the forms HUD-9887 and 9887.4

if you are an applicant and are denied assstance for this reason, the (VA
must notty you of the reason for your reection and gve you an
apporturily o appeal the decision.

if you are a tenamt and your assistance is terminated for tus reason
the O/A mast foliow the procedures set out 0 the Lease. This includes
the opportundy for you to meet with the (VA
Programs Covered by this Fact Shest

Rental Assistanca Program  (RAP)

Rent Suppiement

Section B Housng Assistance Paymenis Programs {admnistered by the

Clice of Housing}

Section 202

Sectons 202 and 811 PRAC

Secton 2021182 PAC

Secton 721443} Relow Markel Interest Rate

Sedion 2535

HOPE 2 Homs Owrersfip of Baaitdamily Unitg

v g copy of this HUT Paot Sheeet 1o cuch household, S

oo the

Tuchionts on L HIUTTRUERT. A

Allgtiret by by rs HUD-9887 & SBST-4 01182007
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Notice and Consent for the Release of Information i’f‘,‘ S,g;,, geve;;’é,;mt
to the U.S. Department of Housing and Urban Development (HUD}and to Office of Housing o
an Owner and Management Agent (O74), and to a Public Housing Federal Housing Comemissioner
Agency (PHA}
HUD Office roquestng ass of ion | A ragueshing slpase of | PHA requeskng refease of information {Owner should

{Owner mmaﬁpmma the full address of the | information {Owner should provde the Rull provide the i name and address of e PHA and he i of

consent on a date you have worked out with the housing ownerimanager.

Authority: Secton 217 of the Consoidaled Approprations Act of 2004
Pub L. 108-199). This law is found at 42 US.C 8530 This law authorizes
HHE 1o disciose 1o he [ t of Housing and Urban Development
(HUD) inforrmation i the NDNH portion of the “Location and Coltection
System of Records” for the purposas of verdying empioyment and incorme of
individuale participating in specfied programs and, after removal of personad
identifiers. to conduct analyses of the employment and ncome reporting of
these individuals. Information may be disciosed by the Secrelary ofHUuD to a
prvate ownar, a management agenl, and a condract administrator in the
administration of rental housing assistance.

Saction 904 of the Stevad B MoKinmey H 8 s
Act of 1988, as amended by section 903 of the Housnig and Communily
Development Act of 1992 and section 3003 of the Omnibus Budget
Reconciation Act of 1993, This law is found at 42 US C. 3544.This law
requires you to sign a consent form authorizng: (1) HUD and the PHA fo
request wage and unempioyment compensation slaim information from the
state agency rasponsibie for that i jon: and (2} HUD, O/A, and
the PHA responsible for determining eligibiity to verlly salary and wage
information perinent to e applicant’s or partcipant's ekgibility of mvel of
venefits: {3} HUD o request cedain tax retumn mformation from the US.

Purpose: In signing this consent forn, you are authorgang HUD, the above-
narmed O7A. and the PHA 16 request income information from the govemment
agencies @sted on e form HUD, the O/A, and e PHA need this
formation to verfy your household's income 1o ensure thal you are eligibla
for assisted housing benefits and that these benalits are set at e correct
tavel, HUD. e O, and the PHA may patticpate in compuler matching
programs with fese sources to verify your eigloiity and fevel of benefits.
This form aiso authorizes HUD, the /A, and the PHA 1o seek wage, new hire
-4}, and unemployment ciaim information from currant o former employers
t verify information obtained through computer matching.

Uses of iInformation to be Obtained: +HUD s required fo protect e income
information it oblains in accordance with the Privacy Ad of 1974,
5US.C.552a The O/A and ths PHA is also required to protect the income

Sovial Setur tyAdministraton (SSAjand the US. Internal Revenue Servica (IRS),

HUD Fieid Office. jon Direclor, Muttfamy | name and address of the Ovnar . the director or administrator, i there 15 no PHA Owner or

Urvision i PHA contract administrator for this project, mark an X
Hrough s entire box )

Notice To Tenant: Do not sign this form if the space above for org ations requosting rek of inf ion is left blank. You do not have to sign

this form when it is given to you. You may take the form home with you to read or discuss with a third party of your choice and retum o sign the

infarmation it oblains in accordance with any applicable State privacy law.
After receiving the information covered by this notice of consent, HUD, the
A, and the PHA may inform you fhat your ehgibilty for, of level of, assistance
is uncertain and needs to be verfied and nothing else.

HUD, O7A, and PHA employees may be subject 1o penalies for unauthorized
disciosines or irproper uses of he & 1 tion fut is i based
on the consemt brm

Who Must Sign the Consent Form: Each member of your nousehoid who 5
at lsast 18 years of age and sach famiy head, spouse of co-heay, regardess of
age must sign the consert form at e s cenficaton and at each
rocertfication, Addifonal signatures must be obtaned from new adull
mambers when they join the hold or whan 5 of the househoid
become 18 yemrs of age.

Persons who apply for or receive assistance under the foliowing programs are
requrad 1o sign this consent farm:

Rental Assistance Program (RAP)

Fant Supplement

Section 8 Housing Assistance Paymants Programs (adminislerad by the
Oftice of Housing)

Section 202: Sections 202 and 811 PRAC: Section 202/162 PAC Section
221{d 13} Below Market Interest Rate

Saction 2356

HOPE 2 Homeownarship of Multfamdy Units

Faiture to Sign Consert Form: Your faiure to sign the consent orm may
rasuit i the denial of & or wation of assisted housing fils. if
an appicant & denied assistance for this reason, the owner must foilow the
notifcation procedures in Handbook 4350.3 Rev 1 ff a tenant is denied
aswstance for 1S resson. the owner of manuEng agent must folow the
procedures set oul in the lsase.

Consert: | consent to allow HUD, the O/A, or the PHA to req t and obt i inf ation from the federal and state agencies
fisted on the back of this form for the purpose of verifying my eligibility and tevel of benefits under HUD's isted hc g prog
Signatures: Additional Signatwres. if reeded

tsad of Housenoid Law Trner Facrely iaa ey 13 and Over vate
ESsiuse T e T SEers 18 BAG Vet (355
Oter Famdy Mabers 15 end Ovet Sue Omer Frereyy WBembers 18 ang Uver Oaie
Otmae F aendy Mamdars 13 ang Cear Cate Crer Favely Memters 18 and Ower Dats

Yol Hamibooks 4350 3 Rew-1, 4571 1.4571/2 & o HUD- G887 (1182007

Trpngi is retainad on Bie 4t the proect sl

4571 3 and HOPE il Notce of Program Guidetnes
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A " 1065-K1 Partners Share of income. Credis. Deductions,
Agencies To Provide Information Y

State Wage Information Collection Agencies. (HUD and 1041-K1 Beneficiary's Share of income, Credits. Deductions. etc,
PHAY This consent is limited © wages and unemployment
compensation you have received during period(s) within the last 5
years when you have received assisted housing benefits

U.8. Sodial Security Administration (HUD only). This consent is

limited 10 the wage and self erployment information from your
current form W-2.

Credits, Deductions, slc.
 understand that income information obtained from these sources
will be used to verify information that | provide in determining initial
or continued eligibility for assisted housing programs and the level

of benefils.
National Directory of New Hires contained in the Department of
Heaith and Human Services’ system of records. This consent is No action can be taken o tenminate. deny. suspend, or reduce the
limited © wages and unemployment compensation you have assistance your household receives based on information obtained
received during period(s} within the last 5 years when you have about you under this consent until the HUD Office, Office of
received assisted housing benelits Inspector General (OIG} or the PHA (whichever is applicable) and

the O/A have independently verified: 1) the amount of the income,
wages, of unemployment compensation involved, 2) whether you
actually have (or had) access to such income, wages. or benefits

U.8. internal Revenue Service (HUD only). This consent is limited
to information covered in your current tax return.

This consert is limited {o the following information that may for your own use, and 3) the period of periods when, or with
appear on your current tax retum: respect ‘o which you actually received such income. wages, or
10849-8 Staement for Recipients of Proceeds from Real Estate benefits A photocopy of the signed consent may be used o
Transactions request a third party 1o verify anry information received under this

1099-8 Statement for Recipients of Froceeds from Real Estate consent {2.g., employer)

Brokers and Barters Exchange Transactions HUD, the OfA. or the PHA shall inform you, or a third party which
1099-A Information Return for Acquisition or Abandonment of you designate. of the findings made on the basis of information
Secured Property verified under this consent and shall give you an opponunity 1o

. . cont findings in @ with Handbook 4350 3 Rev.
1069-G  Statement for Recipients of Cerain  Government ntest such gs in accordanc and v 1

Payments if a member of the household who is reguired o sign the consent
form is unable to sign the form on time due to exenuating

1089-01V Statement for Recipients of Dividends and Distributions ’
circumstances, the (/A may document the file as o the reason for

1088 INT Statement for Recipients of inkrest income the delay and the specific plans % obltain the proper signature as
1099-MISC  Statement for Recipients of Miscellaneous s00n as possible.
Income

This consent form expires 15 months after signed.
1099-010 Statement for Recipients of Original Issue Discount

1099-PATR Siatement for Recipients of Taxable Distributions
Received from Cooperatives

1089-R Staternent for Recipients of Retirerment Plans W2.G

Staternent of Gambiling Winnings

Privacy Act Statement. The Department of Housing and Urban Development (HUD) is authorized to collect this information by the U.8.
Housing Act 0f 1937 as amended (42 U 5.C. 1437 et seq.): the Housing and Urban-Rural Recovery Act of 1983 (P L. 98-181}; the Housing
and Community Development Technical Amendments of 1984 (P.L. 98-479); and by the Housing and Community Development Act of 1987
(42 U.8.C. 3543} The information is being collected by HUD 1o determine an applicant's eligibility, the recommended unit size. and the
amount the tenant(s) must pay toward rent and utilities. HUD uses this information to assist in managing certain HUD properties, to protect
the Government's financial interest, and to verify the accuracy of the information furnished. HUD, the owner or managemaent agent /A, or
a public housing agency (PHA] may conduct a computer maich to verify the information you provide. This information may be released to
appropriate Federal. State, and focal agencies, when relevant, and o civil, criminal, or regulatory investigators and prosecutors. However,
the information will not be otherwise disclosed or released outside of HUD, except as permitted or required by law. You must provide all of
the information requested. Failure to provide any information may  result in a delay or rejection of your eligibility approval.

Penalties for Misusing this Consent:
HUD. the /A, and any PHA (or any employee of HUD, the O/A or the PHA) may be sublect 10 penalties for unauthorized disciosures or
nproper uses of information collected based on the consent form

Use of e informaton collected based on the form MUD 9887 is restrictad o the purposes cited on the form HUD 9887 Any person who
krmwingly o wilfully requesis, oblaing, or di any i son under false o E conceming an 3 of enant may be sublsgt
to & risdemeanoy aryl Bned not more than §5 008

Any applicant or tenant affected by negligent discioswe of information may bring civil action for damages. and seek other relfist, as may ba
appropriate against the officer or employee of HUD. the Owner or the PHA responaible for the unauthorized disclosure or improper use

Crigmsd g relanad on e ol e projed sde rel, Handbooks 4350 3 Rev-1 45711, 45712 3 formn HUD-9887 (0 1/18/2007)
45713 and HOPE 1 Natice of Program Guideiines
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Applicant's/Tenant's Consent to the
Release of Information
Verification by Owners of Information

U.8. Department of Housing
and Urban Development
Office of Housing

Federal Housing Commissioner

Supplied by individuals Who Apply for Housing Assistance

instructions to Owners

1. Give the documents listed below to the applicantsftenants o sign.
Staple or clip them together in one package in the order listed.
a. The HUD-8887/A Fact Sheet.
b Form HUD-9887
¢. Form HUD-9887-A
d . Relevant verifications (HUD Handbook 4350.3 Rev 1),

2. Verbally inform applicants and tenants that
a. They may take these forms home with them o read or to
discuss with a third party of their choice and to return 10 sign
them on a date they have worked out with you, and
b. if they have a disability that prevents them from reading and/
or signing any consent. that you, the Owner, are required to
provide ressonable ascommodations.

3. Owners are required to give each household a copy of the
HUD98B7/A Fact Sheet form HUD-9887, and form HUD-9887-A
after oblaining the required applicanisftenants signature(s). Also,
owners must give the applicantsftenants a copy of the signed
individual verification forms upon their request.

Instructions to Applicants and Tenants

This Form HUD-9887-A contains customer information and
protections concerning the HUD-required verfications that Cwners
must perform.

1. Read this material which explains:

« MUD's requirements concerning the release of information,
and
« Other customer protections.

2 Signon the last page that
» you have read this form. or
« the Owner or a third party of your choice has explained it to you.

and
* you consent to the release of information for the purposes and
uses described

Authority for Requiring Applicant's/Tenant's Consent to the
Release of Information

Section 904 of the Stewar! B McKinney Homeless Assistance
Amendments Act of 1988, as amended by section 903 of the Housing
and Community Development Act of 1992. This law is found at 42 U.S.C
3544,

In part, his aw requires you o Sign g consent form aulhionzing the Cwner o
request current or previous employers to verify salary and wage
information  pertinent D your sligibilty or level of bendils

in addiion. HUD regulaions (24 CFR 5459 Family information and
Vertfication} require as a condition of recelving housing assistance that
you must sign a HUD-approved relesse and consent authotizitg any
depository or private source of income to furnish such information that is
recessary in delarmining your eligibility or leve! of benefits. This includes
irformation that vou have provided which will affedt the amount of rent you
pay. The nformation includes incorme and assels. such 99 salary, welfae
benefits, and interestearmed on savings acoounts. They alsoinclude certain
adustments o your income, such as the allowances for dependenis and for
households whoss heads or spouses are sldurly hendicapped, o disabled.
and stiowances for child care expenses, medical sepenses, and handicap
AFBIGIANCE SHPENses.

Purpose of Requiring Consent to the Release of Information

in signing this consent form, you are authorizing the Owner of the
housing project ©© which you are applying for assistance 10 requast
information from a third party about you. HUD requires the housing
owner (o verify all of the information you provide that affects your
eligibility and level of benefits o ensure tha! you are eligible for
assisted housing benefits and that these benefils are set at the
correct levels. Upon the request of the HUD office or the PHA (as
Contract Administrator), the housing Owner may provide HUD or the
PHA with the information you have sutmitted and the information
the Owner receives under this consent.

Uses of information to be Obtained

The individual listed on the verification form may request and
receive the information requested by the verification, subject to the
fimitations of this form. HUD is required to protect the income
information i oblains in accordance with the Privacy Act of 1974, 5
U.B.C. 552a. The Owner and the PHA are also required to protect
the income Information they obfain in accordance with any
applicable state privacy law. Should the Owner receive information
from a third party that is inconsistent with the information you have
provided, the Owner is required o notify you in writing identifying the
information believed to be incomect. If this shoukd occur, you will
have the opportunity to meet with the Owner to discuss any
discrepancies.

Who Must Sign the Consent Form

Each member of your household who is at least 18 years of age, and
each family head, spouse or co-head, regardiess of age must sign the
relevant consent forms at the initial certification, at each
recertification and at each interim certification, if applicable. in
addition. when new adult members join the household and when
members of the household become 18 years of age they must also
sign the relevant consent forms. )

Persons who apply for or receive assistance under the following
programs must sign the relevant consent formg;

Rental Assistance Program (RAP)

Rent Supplement

Section 8 Housing Assistance Payments Programs (administered by
the Office of Housing)

Section 202

Sections 202 and 811 PRAC

Section 202/162 PAC

Saction 22HAMD) Below Market interest Rate

Section 236

HOPE 2 Home Ownership of Multifamily Units

Original & retained on file al e proect site

rof Handbooks 4350 3 Revt 45711 45712845713

o HUD-S887 A (0171872007

angd HOPE I Notce of Program Gudeines
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Failure to Sign the Consent Form

Failurs to sign any required consent form may result in the deniai of
assistance of termination of assisted housing benefits T an
applicant is denied assistance for this reason, the O/ must follow
the notfication procedures in Handbook 43503 Rev. 1 If a enant
is denied assistance for this reason, the O/A must fllow the
procedures set out in the lease.

Conditions

No action can be @ken to terminate. deny, suspend or reduce the
assistance your household receives based on information obtained
about you under this consent untit the O/A has inddependently 1}
verffied the information you have provided with respect 0 your
eligibility and leval of benefits and 2} with respect o meome
{including both earned and unearned income}, the O/A has verified
whether you actually have {or had) access © such income fof your
own use, and verified te period o periods when, of with respect to which
you actually received such income, wages, of benefits.

A photocopy of the signed consent may be used ‘o request the
information authorized by your sigrature on the individual consent
forms. This would occur # the /A does not have another
individual verification consent with an original signature and the
O/A is required to send out another request for verification (for
exarple. the third party fails 10 respond). if this happens, the QA
may atiach a photocopy of this consent to a photocopy of the
individual verification form that you sign. To avoid the use of
photocopies, the OfA and ‘he individual may agree to sign more
than one consent for each type of verffication that is needed.
The /A shall inform you. of & third party which you designate.
of the findings made on the basis of information verified under this
consent and shall give you an opportunity 1 contest such findings
in accordance with Handbook 43503 Rev. 1.
The OJA must provide you with information obtained under this
consent in accordance with State privacy laws

if a member of the household who is required to sign the consent
formsisunableto s-;gmherequi:ed{oms ontime, duetpextenuating Circum-

Penalties for Misusing this Consent:

U, the OFA, and any PHA (Or any employee of HUD,
uses of information collected based on the consent fom.

knowingly or wilifully requests, ool ins or discloses any informat
misdameanor and fined not more han £5.000

Any appiicant or Bnant atacted By e of nformat

appropriate, against e officer of employes of HUD, the O/A or e PHA responsibie ly the unat

stances. he G/A may gocument the Hie as © the reason for the delay and
the spechic plans 1o obtain the proper signature as so0n as possible

nevidual consents ®© the release of information expire 15 months
ater they are signed. The QJA may use these individual consent
forms during the 120 days preceding the cortification period. The
OiA may also use these forms during the cartification period, but
only in cases where the OfA receives information indicating that
the information you have provided may be incorrect Other uses are
prohibited.

The O/A may not make inquiries into information that is older than 12
months unless hefshe has received inconsistent information and has
reason o believe that the information that you have supplied is
incorrect if this occurs, the O/A may obtain information within the fast
5 years when you have received assistance.

| have read and understand this information on the purposes
and uses of information that is verified and consent to the
release of information for these purposes and uses.

Name of Applicant or Tenant (Print}

Signature of Applicant of Tenant & Date

{ have read and understand the purpose of this consent and its
uses and | understand that of this ¢c t can lead to
personal penalties to me.

Name of Project Owner or histher represertative

Title

Signature & Date
oo ApplicantTenant
Owner file

the O)fA. or the PHA) may be subject to penalties for unauthotized disclosures of improper

1jse of the information collected hased on the form HUD 9887-A 18 restrictad to the purposes cited on the forn HUD 9887-A. Any person who
n under false pretanses concarning an applicant o tmnant may be subject D 8

may bring civil ackion for darnages, and sesk other relief, as may be

o Of iIY £ LEe

Originat 16 retained on e at the project sie

rof Handbooks 43507 Rev 1 45711, 4571.28 45713
and HOPE 11 Nobce of Program Guidelines

tarm HUD-9887-A (D1IB2007)
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